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ABSTRACT
Detecting faults promptly and accurately in manufacturing is crucial for maintaining efficiency, 
productivity, and product quality. This research explores the potential of using autoencoders, 
including models such as Long Short-Term Memory (LSTM) networks, Bidirectional Long Short- 
Term Memory (BiLSTM), WaveNet, and hybrid models that combine 1D Convolutional Neural 
Networks (1D CNN) with BiLSTM layers, for real-time fault detection in drilling operations. The 
autoencoders were trained on data from normal operational conditions to learn standard patterns 
and then tested on datasets containing fault instances. Results show that autoencoders with 
BiLSTM and LSTM layers excelled at capturing temporal dependencies. Hybrid models, such as 
WaveNet-BiLSTM and CNN-BiLSTM, which integrate LSTM and convolutional layers, significantly 
enhanced fault detection performance, achieving perfect accuracy, precision, recall, and F1 scores 
with just 10% of normal training samples. The models’ effectiveness was also evaluated using 
shorter time windows, resulting in an accuracy of 98%. This advancement facilitates the integration 
of such models into intelligent manufacturing systems for proactive maintenance and operational 
optimization, potentially reducing downtime and maintenance costs while maintaining high 
product quality.
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1. Introduction

The rise of intelligent manufacturing under Industry 
4.0 has transformed how industrial processes are mon
itored and controlled, underscoring the critical impor
tance of reliable online fault detection. In the machinery 
industry, particularly in drilling operations, the inability 
to promptly identify faults can result in significant down
time, increased maintenance costs, and a decline in 
product quality (Achouch et al. 2022). Consequently, 
reliable fault detection systems are paramount for ensur
ing operational efficiency and maintaining high manu
facturing standards.

Across production drilling lines, faults such as missing 
tools, tool wear or breakage, and drivetrain anomalies 
drive scrap, rework, and costly downtime (Finke et al.  
2021); industry case studies report machine-learning 
monitoring for missing-tool detection in drilling cells 
and related machining contexts. For example, drilling 
tool faults have been addressed with ensemble and 
deep models in industrial datasets (Dastgerdi, Lange, 
and Mercorelli 2022), while acoustic and vibration pipe
lines for drill-failure detection achieve high accuracy but 
typically require high-rate sensors and careful calibration 

(Tran, Truong Pham, and Lundgren 2022; Yu et al. 2022; 
X. Zhang et al. 2024). Similar pressures appear in other 
sectors – petrochemical process monitoring on the edge 
(Santo et al. 2023), steel manufacturing quality control 
(Abdullahi et al. 2020), wind-turbine condition monitor
ing (Jiang et al. 2017), and additive manufacturing 
(Scheffel, Augusto Fröhlich, and Silvestri 2021) – where 
reliability must be balanced against sensor cost, labelling 
burden, and changing operating regimes. These cases 
motivate label-efficient, sensor-light approaches that 
integrate with existing signals (such as spindle power) 
and remain robust under drift.

Autoencoders, a class of artificial neural networks 
specifically designed for unsupervised learning, have 
recently emerged as a powerful tool in machine learn
ing, especially for anomaly detection tasks. In the con
text of fault detection, autoencoders are particularly 
valuable because they learn normal operational patterns 
and flag deviations via reconstruction error (Sakurada 
and Yairi 2014).

The versatility and effectiveness of autoencoders are 
further demonstrated by their wide applications across 
diverse fields. In image processing, they are employed 
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for noise reduction and image compression (Kumbhar  
2023). In natural language processing, autoencoders 
assist in tasks such as language translation and senti
ment analysis by learning compact representations of 
textual data (Bahdanau, Cho, and Bengio 2014). In indus
trial and manufacturing environments, autoencoders 
play a pivotal role in predictive maintenance and fault 
detection (Skog 2022), facilitating continuous machine 
monitoring by identifying potential issues at early stages 
and optimizing maintenance schedules.

Traditional fault detection methods, such as statisti
cal process control and basic threshold-based techni
ques, often struggle to capture complex patterns and 
temporal dependencies inherent in sensor data (Abid, 
Khan, and Iqbal 2021). Recent advancements in deep 
learning techniques, particularly autoencoders, have 
shown significant promise for future applications. 
Autoencoders have demonstrated their ability to iden
tify intricate patterns and features, offering consider
able potential for anomaly and fault detection 
(Cacciarelli and Kulahci 2022; Jang et al. 2021; Qian 
et al. 2022).

Although supervised machine learning has achieved 
notable success in fault detection, it often depends on 
fault-labeled data that are costly or infeasible to obtain. 
Furthermore, traditional fault detection in drilling 
machines – including systems historically used by 
MARPOSS (ARTIS) – relies on threshold-based monitor
ing of variables such as spindle power or current and 
extensive expert tuning; these schemes can be brittle 
when faults are unseen or when process conditions drift. 
To address these limitations, this study proposes a fully 
data-driven, unsupervised framework that detects faults 
using only normal operation data. This avoids the 
expense and risk of collecting fault labels, improves cost- 
effectiveness, and facilitates integration with existing 
monitoring systems. To capture both local signal pat
terns and long-range temporal dependencies in drilling 
power signals, in this study architectures that combine 
convolutional layers (local features) with recurrent or 
dilated temporal models (long-range dynamics) (Lawal 
et al. 2021; Pan and Wu 2023; Schuster and Paliwal 1997; 
Van Den Oord et al. 2016) are considered. In this regard, 
this study represents two hybrid autoencoder frame
works that combine Long Short-Term Memory networks, 
1D Convolutional Neural Networks, and WaveNet archi
tectures to detect faults at earlier stages, which is crucial 
for reducing operational damage and costs. Moreover, 
a robust, nonparametric thresholding scheme based on 
reconstruction-error Z-scores and the median absolute 
deviation (MAD) is employed, which adapts to operat
ing-regime shifts and resists outliers, strengthening per
formance in real-world conditions.

The remainder of this paper is organized as follows. 
Section 2 reviews related work and the state of practice. 
Sectioon 3 details the methodology, including the auto
encoder pipeline, reconstruction error computation, and 
dynamic thresholding. Section 4 describes the data col
lection, preprocessing, and implementation setup. 
Section 5 reports the experimental results across archi
tectures, window lengths, and training fractions. 
Section 6 discusses the findings and deployment impli
cations. Section 7 concludes the study, outlines limita
tions and presents directions for future work.

2. Literature review

2.1. Challenges in fault detection

Despite significant advancements in machine learning – 
based fault detection, several practical challenges persist, 
particularly in industrial environments. Supervised learn
ing methods, while highly accurate, rely heavily on the 
availability of labeled fault data. In many manufacturing 
contexts, fault events are rare, expensive, or dangerous to 
simulate, making it impractical to collect large, represen
tative datasets for supervised training. Moreover, super
vised models often require periodic retraining as 
machines, tools, or operational conditions evolve, further 
increasing maintenance complexity and costs.

While autoencoders, particularly deep learning – based 
ones, are powerful tools for fault detection in rotating 
machinery (H. Li et al. 2025; Zachariades and Xavier  
2025), several challenges must also be addressed. For 
instance, a key difficulty lies in developing fault detection 
models that are reliable and adaptable enough to handle 
the fluctuations and disturbances present in real-world 
industrial data (Cao and Yunusa-Kaltungo 2021). 
Additionally, the performance of autoencoders can 
degrade significantly when confronted with noise, irregu
larities, or subtle and rare faults in operational data 
(Majumdar 2018). In scenarios where data exhibit com
plex, nonlinear dependencies across different time scales, 
traditional autoencoders may fail to accurately recon
struct the input signals (Deng and Hooi 2021). 
Furthermore, autoencoders can sometimes generalize 
too well, reconstructing abnormal inputs with low error, 
which reduces anomaly detection sensitivity (Gong et al.  
2019). Another challenge concerns the interpretability of 
the learned representations, which is crucial for effective 
maintenance decision-making (Christoph 2020).

These challenges highlight the importance of select
ing appropriate model architectures tailored to the spe
cific characteristics of the data under analysis. Moreover, 
there remains a critical need for fault detection 
approaches that minimize dependency on specialized 
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sensors, extensive preprocessing, and labeled fault data, 
while maintaining robustness against operational varia
bility. Accordingly, a key need is for label-efficient, sen
sor-light methods that remain stable under regime shifts 
and noise, while minimizing manual calibration and 
preprocessing.

This study addresses these gaps by developing 
a spindle power – based, unsupervised fault detection 
framework using deep hybrid autoencoder architec
tures. The proposed method operates directly on raw 
sensor data, applies dynamic statistical thresholding, 
and requires only normal operation records for training, 
enabling scalable, real-time, and cost-effective monitor
ing in modern manufacturing environments.

Specifically, this research focuses on overcoming the 
challenge of insufficient fault data, which is often diffi
cult or costly to generate. The developed framework 
detects faults solely based on training with normal pro
cess data. Additionally, the study investigates the cap
ability of the proposed autoencoder models to detect 
faults earlier by reducing the time window size, thereby 
allowing faults to be identified before the end of the 
process and helping to prevent major damage and asso
ciated costs.

2.2. Supervised learning in fault detection

Supervised learning is a branch of machine learning 
where an algorithm is trained using labeled data, mean
ing each training example is associated with a known 
output label. The primary objective is for the algorithm 
to learn the mapping from inputs to output labels, 
enabling accurate predictions for unseen data. Prior 
supervised approaches vary mainly by sensing modality 
and network family; here we compare them on accuracy, 
data requirements, sensor/preprocessing cost, and 
robustness to changing conditions, in order to derive 
the problem this paper addresses.

Supervised machine learning algorithms have 
become increasingly popular for fault detection due to 
their ability to recognize complex patterns within data. 
Techniques such as Support Vector Machines (SVM), 
Decision Trees (DT), and Neural Networks (NN) have 
been widely applied in manufacturing processes. Prior 
work generally examines these techniques within three 
sensing pipelines – power/current, acoustic, and vibra
tion/force. For instance, in power-signal pipelines, 
Dastgerdi, Lange, and Mercorelli (2022) achieved signifi
cant improvements in process monitoring and missing 
tool fault detection by employing nonlinear ensemble 
models using power signal datasets from 1 mm drilling 
tools. Similarly, Zhu, Yan, and Lu (2020) introduced 
a fault diagnosis method for disc slitting machines 

based on a combination of Wavelet Packet Transform 
(WPT) and SVM classifiers, achieving a classification accu
racy of 95.6%. Power thresholds are inexpensive and 
easy to integrate, but rely on expert limit setting and 
are brittle under unseen faults or process drift; general
izing across tools and materials typically requires manual 
retuning.

Several other studies have focused on acoustic pipe
lines leveraging deep learning and hybrid models. For 
example, X. Zhang et al. (2024) used acoustic signals 
processed through a CNN to detect drill bit anomalies, 
reaching 95% accuracy. In another study, Tran, Truong 
Pham, and Lundgren (2022) applied CNN and attention- 
based LSTM networks on log-Mel spectrograms for real- 
world drill failure detection, achieving accuracies 
between 92.62% and 97.47%. Although acoustic meth
ods using CNNs/LSTMs report strong drill-failure accu
racy, they typically require high-rate microphones, 
careful calibration, and stable acoustic environments; 
performance can degrade with background noise and 
line changes.

Among vibration/force approaches, Hernandez- 
Matamoros et al. (2023) proposed a semi-supervised 
approach for early stuck pipe detection in drilling opera
tions, outperforming purely supervised methods. In 
another research, Yu et al. (2022) developed 1D and 2D 
CNN models based on vibration signals transformed 
using Short-Time Fourier Transform (STFT), achieving 
an accuracy of 97.33%. Other notable contributions 
include a machine-learning framework for reliable fault 
notification in petrochemical processes using decision 
trees and Gaussian naïve Bayes (Santo et al. 2023) and 
a data-driven fault-detection method based on shifts in 
the probability distributions of residual signals in 
dynamic systems (Q. Wang et al. 2023). Traditional 
machine learning approaches have also been extended 
through optimization techniques. In another research, 
Rajakannu et al. (2024) employed an ANN with wavelet 
packet – transformed vibration features to achieve 
98.05% accuracy. Furthermore, Dai and Huang (2024) 
utilized a supervised CWT-SqueezeNet pipeline for clas
sifying nine fault types with an accuracy of 97.77%. In 
another study, Abdullahi et al. (2020) compared Logistic 
Regression, Naive Bayes, and SVM models for fault detec
tion in steel manufacturing, finding that Logistic 
Regression offered the highest precision while SVM 
achieved the highest recall. Vibration/force approaches 
with time – frequency transforms and supervised CNN/ 
SVM models also achieve high accuracy, but depend on 
additional sensors and handcrafted or heavy preproces
sing, and they need fault labels to train or retune.

Further, optimization techniques have been used to 
enhance performance of supervised learning models. 
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For example, Van, Tang Hoang, and Jun Kang (2020) 
integrated Particle Swarm Optimization with least 
squares SVM for bearing fault diagnosis. In another 
study, X. Li et al. (2020) proposed a PSO-SVM framework 
for fault detection in high-voltage circuit breakers. In 
another research, Fan et al. (2020) introduced an opti
mized SVM using a self-regulating particle swarm algo
rithm for bearing fault detection. A modified Grey Wolf 
Optimization algorithm is applied by Huang et al. (2020) 
to enhance SVM performance for dissolved gas analysis 
in transformers. In another study, Y.-P. Zhao et al. (2020) 
developed a weighted one-class SVM approach for tur
boshaft engine fault detection.

While these supervised methods demonstrate strong 
classification performance, their reliance on labeled fault 
data poses a significant limitation. In many industrial 
applications, fault data are rare, costly, or unsafe to gen
erate. Consequently, there is a growing need for reliable 
unsupervised solutions capable of detecting faults based 
solely on normal operational data.

2.3. Autoencoders in fault detection

Autoencoders have been a cornerstone of unsupervised 
learning since their introduction by Hinton and Zemel 
(1993). Initially designed to address the problem of 
dimensionality reduction, they offered a nonlinear alter
native to traditional methods such as Principal 
Component Analysis (PCA) (Pearson 1901). Over the 
decades, autoencoders have undergone significant 
advancements, evolving from simple architectures to 
complex models capable of handling diverse data 
types. These developments have demonstrated their 
potential to capture essential data features while redu
cing dimensionality.

Further innovations include Variational Autoencoders 
(VAEs) introduced by Kingma and Welling (2013), which 
gained popularity in generative modeling, and 
Denoising Autoencoders (DAEs) introduced by Vincent 
et al. (2008), designed to learn robust features insensitive 
to noise and input variations.

The advent of deep learning revolutionized autoenco
ders. Deep autoencoders, comprising multiple hidden 
layers, were shown to be more effective at learning hier
archical data representations. Convolutional 
Autoencoders (CAEs), first introduced by Lee (2010), incor
porated convolutional layers to capture spatial hierar
chies, while 1D Convolutional Neural Network (1D CNN) 
autoencoders were developed for sequential data proces
sing (Ren et al. 2019). For example, Senjoba et al. (2025) 
demonstrated the effectiveness of a CAE-based approach 
for anomaly detection in rotary percussion drilling, achiev
ing an F1 score of 0.9412 and an AUC of 0.9893.

Convolutional neural networks have also been 
applied extensively for fault diagnosis. For instance, 
Zhou et al. (2020) tackled data imbalance in rotating 
machinery diagnosis using CNNs. Furthermore, 
K. Zhang et al. (2020) proposed a compact CNN with 
multiscale feature extraction for mechanical fault diag
nosis. In another study, Yongbo et al. (2020) and Chen 
et al. (2020) demonstrated the use of CNNs in diagnosing 
faults from infrared thermal images and vibration sig
nals, respectively. In another research, Y. Liu et al. (2020) 
achieved high robustness in fault detection using energy 
spectrum matrices and hierarchical adaptive CNNs. 
A wide-structured Deep Neural Network (DNN) is intro
duced by Hoang et al. (2021) integrating multiple sensor 
signals for bearing fault diagnosis.

These advancements paved the way for the broader 
application of autoencoders across domains such as 
image denoising, compression, natural language proces
sing, and anomaly detection. Autoencoders have been 
effectively applied for fault detection in various indus
trial applications, often combined with clustering or 
ensemble learning methods, as seen in studies by 
Vincent et al. (2008) and Amruthnath and Gupta (2018). 
In industrial production systems, Windmann and 
Westerhold (2022) demonstrated the tuning of an 
LSTM autoencoder to achieve an F1 score of 0.8. 
Similarly, Iannace, Ciaburro, and Trematerra (2019) 
showcased a neural network approach for detecting 
UAV propeller faults, achieving an accuracy of 0.97.

Recent innovations continue to push the boundaries. 
Denoising autoencoders and attention-based deep con
volutional networks have also been applied to multi
variate anomaly detection (W. Liu et al. 2024). 
A combination of deep residual networks (ResNet) and 
autoencoders was proposed to enhance feature extrac
tion and fault detection (Jiang et al. 2017; J. Wang, Li, 
and Zhang 2024). However, many pipelines still depend 
on heavy time – frequency preprocessing or specialized 
sensors, which can raise deployment cost; this reinforces 
the value of unsupervised models that operate on 
widely available power signals.

Specifically in rotating machinery, autoencoders have 
shown potential in detecting faults such as gear wear 
and rotor anomalies (Yan and Zhao 2024). Their primary 
advantage lies in their ability to automatically extract 
meaningful features directly from raw sensor data with
out extensive manual preprocessing (Toma, Piltan, and 
Kim 2021). Researchers have proposed various enhance
ments, including stacked autoencoders (Vincent et al.  
2010) and adversarial training techniques (Dumoulin 
et al. 2016), to further improve detection performance.

Although autoencoders have demonstrated signifi
cant promise for fault detection in industrial settings, 
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several practical challenges remain. Many approaches 
still rely on complex preprocessing steps, such as time- 
frequency transformations or wavelet decompositions. 
Others require specialized hardware, such as high- 
sample-rate microphones for acoustic monitoring or 
dedicated force sensors for mechanical signal capture. 
Additionally, methods based on audio analysis often 
necessitate manual calibration and controlled experi
mental environments to maintain performance. These 
factors can complicate large-scale deployment and 
limit practical scalability. Thus, there is a growing need 
for autoencoder-based approaches that minimize 
dependency on specialized hardware, reduce preproces
sing complexity, and operate effectively using raw sig
nals under real-world industrial conditions.

2.4. Rationale for model selection

The primary objective of this study is to investigate the 
effectiveness of hybrid deep autoencoder models com
bining Long Short-Term Memory networks (LSTM), 
Bidirectional Long Short-Term Memory networks 
(BiLSTM), 1D Convolutional Neural Networks (1D CNN), 
and WaveNet (WN) compared to single models such as 
standard Neural Networks (NN), LSTM, and BiLSTM for 
capturing data dynamics and accurately detecting faults 
during drilling operations.

BiLSTM networks have demonstrated superior perfor
mance over traditional LSTM models and alternatives 
such as Transformers in capturing temporal dependen
cies, particularly in ultra-long sequences, making them 
more effective for highly irregular or noisy time-series 
data (Tang and Zhang 2022). Their ability to process 
information bidirectionally – both forward and backward 
through time – enhances their capacity to capture com
plex patterns necessary for accurate fault detection 
(Schuster and Paliwal 1997). However, BiLSTM models 
may struggle with capturing nonlinear relationships in 
highly irregular data, suggesting the need for hybrid 
approaches that integrate convolutional layers to 
enhance feature extraction (Malczewski and Czubak  
2021; R. Zhao, Lei, and Zhao 2024).

WaveNet architectures are designed to handle high- 
frequency time-series data by leveraging stacks of 
dilated causal convolutions, enabling the capture of 
long-range dependencies without requiring recurrent 
connections (Gong et al. 2019; Van Den Oord et al.  
2016). This hierarchical convolutional structure allows 
WaveNet to model both short- and long-term patterns 
effectively. Furthermore, WaveNet models are capable of 
incremental training with new data, making them suita
ble for dynamically changing environments (Saurav et al.  
2018). Their convolutional nature also provides 

robustness against input noise (Ghosh and Kataria  
2020). However, limitations remain when dealing with 
significant nonlinearities or when sequential structure is 
weak, suggesting that combining WaveNet with BiLSTM 
may enhance overall model performance.

1D CNNs are highly effective at extracting local and 
global features from sequential data without strong 
assumptions about the input structure (Lawal et al.  
2021). Their architecture – comprising convolutional, 
pooling, and flattening layers – enables them to detect 
both small and large-scale patterns. Early layers with 
smaller kernels capture fine-grained features, while dee
per layers with larger kernels summarize broader trends 
(Y. Liu et al. 2021). 1D CNNs have shown robustness 
against transformations, scaling, and noise, and have 
been successfully applied to real-time fault diagnosis in 
vibration-based anomaly detection (Gharghory 2021; 
H. Wang, Liu, and Ai 2022). Combining 1D CNNs with 
recurrent models like LSTM or BiLSTM further enhances 
the model’s ability to capture both local spatial and 
long-term temporal dependencies (Pan and Wu 2023).

Based on these advantages, hybrid models combining 
1D CNN with BiLSTM layers were selected. In these mod
els, the 1D CNN layers extract local features from the time- 
series input, while the BiLSTM layers model long-term 
dependencies. This integration allows the hybrid architec
tures to simultaneously detect local anomalies and 
broader temporal trends, enhancing overall fault detec
tion capabilities.

Each autoencoder model employed in this study fol
lows an encoder – bottleneck – decoder structure. 
Neural Networks (NN) serve as a baseline to evaluate 
the performance of simple feedforward architectures. 
LSTM and BiLSTM models are incorporated due to their 
proficiency in capturing long-term dependencies in 
time-series data, critical for monitoring drilling opera
tions. 1D CNN layers are utilized for extracting intricate 
local features, while WaveNet models, known for their 
capacity to capture hierarchical temporal patterns, are 
integrated into the hybrid architectures to enhance 
reconstruction performance. The characteristics of the 
employed autoencoders are summarized in Table 1.

3. Methodology

This section outlines our end-to-end procedure for 
proposed unsupervised fault detection approach dur
ing drilling operations. Fault detection in this research 
relies entirely on analyzing the reconstruction error 
generated by trained autoencoder models and is fully 
data-driven. In this study a standard unsupervised fault 
detection pipeline in which autoencoders learn normal 
machine behavior and flag deviations at inference via 
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reconstruction error is employed. The methodology 
proceeds in brief as follows: (i) data collection and 
preprocessing, (ii) model fitting, (iii) calculating recon
struction errors, (iv) threshold optimization, and (v) 
fault detection and monitoring. The overall framework 
of the proposed fault detection approach is illustrated 
in Figure 1.

3.1. Data collection and preprocessing

Firstly, sensor data on spindle active power were 
collected in the form of JSON files using a GEMTP 
(Generic Equipment Monitoring and Telemetry 
Platform) module (without an additional filter) from 
drilling machines to a MQTT broker, located at the 
Egestorf branch of Marposs Monitoring Solutions 
GmbH (ARTIS) in Egestorf, Germany. MQTT is an effi
cient publish – subscribe protocol that enables real- 
time data exchange between IoT devices involved in 
the assembly process. Each device can publish data 
to designated topics and subscribe to receive mes
sages from those topics, facilitating real-time moni
toring and control.

The GEMTP module, when installed within an elec
trical cabinet, functions as an effective standalone 

device for tool condition monitoring. Marposs Hall 
sensors were used to measure the power consumed 
by the spindle during machining. The GEMTP module 
supports three distinct monitoring strategies and can 
manage up to 127 cutting cycles, each with four 
types of configurable limits (e.g. tool breakage or 
missing tool, overload, and tool wear) per cycle.

Spindle active power was selected for analysis due to 
its demonstrated effectiveness in fault detection, as 
shown in a previous study conducted by the authors 
(Dastgerdi, Lange, and Mercorelli 2022). The dataset 
includes both normal operations and malfunctioning 
processes across 86 time-stamp intervals. Data collection 
was performed over a sufficiently long period to capture 
a wide range of operational conditions and faulty occur
rences. After data acquisition, preprocessing steps, 
including cleaning and Z-score normalization, were 
applied to ensure that all features contributed equally 
during model training. This normalization helps mitigate 
the effects of differing feature scales. Each data segment 
was labeled as either normal or faulty depending on the 
presence of faults. To evaluate model performance 
under realistic conditions, an imbalanced dataset was 
used, reflecting real-world industrial environments 
where faults are rare events.

Table 1. Characteristics of the employed autoencoders.
Structure

Autoencoder Encoder Decoder AF Loss Padding

NN (128, 64, 32) (64, 86) tanh MAPE same
CNN (128, 64, 32, 16) (32, 64, 128) relu MSE same
LSTM (256, 64, 64, 32) (64, 64, 256) tanh MAE same
BiLSTM (128, 64) (128) relu MAPE same
1D-CNN-BiLSTM C (64, 32)-B (128, 64, 32) B (64, 128)-C (32, 64) tanh MAPE same
WN_BILSTM B (64, 32)-RB (7 × 32) C (32)-B (32, 64) relu MAPE same

Figure 1. Schematic view of the proposed monitoring system.
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3.2. Model fitting

After preprocessing and normalizing the collected data, 
the autoencoder models are trained exclusively on nor
mal operating data, enabling them to learn a compact 
representation of healthy machine behavior. The pro
posed autoencoder architecture in this study, referred 
to as WN_BILSTM, is a hybrid neural network designed to 
efficiently capture and reconstruct sequential data by 
combining the strengths of convolutional layers and 
BiLSTM layers. It follows a traditional encoder – bottle
neck – decoder structure. The encoder, which com
presses the input data into a lower-dimensional latent 
representation, begins with BiLSTM layers that process 
the input by capturing long-range dependencies and 
temporal dynamics. The structure and detailed config
uration of the proposed WN_BILSTM autoencoder are 
illustrated in Figure 2.

3.3. Calculating reconstruction errors

Once the models are trained, they are employed to 
generate reconstruction errors on new sensor data. 
Fault detection is then performed based on the analysis 
of these reconstruction errors. A significant deviation 
between the input data and its reconstruction indicates 
the presence of an anomaly.

This study employs a systematic approach that 
combines reconstruction error analysis with Z-score 
normalization to determine the optimal threshold 
for each model, thereby optimizing fault detection 
performance. Each model is first used to predict out
puts for both normal and faulty data samples. The 
reconstruction error is computed by measuring the 
mean absolute difference between the original input 
data and the reconstructed output. This error serves 
as the primary indicator for identifying anomalies. 

The combined reconstruction errors from both nor
mal and faulty data were concatenated, and the median 
and Median Absolute Deviation (MAD) were computed. 
MAD is especially useful when the data may contain 
outliers, as it provides a more robust estimate of varia
bility compared to the standard deviation. 

Which xi represents each individual reconstruction 
error and median xð Þ is the median of all reconstruction 
errors. To standardize the reconstruction errors and 
make them more comparable across different datasets, 
the errors were transformed into Z-scores. 

The constant 0.6745 normalizes the MAD to be com
parable to the standard deviation. This step ensures that 
the reconstruction errors are normalized relative to the 
distribution of errors across both normal and faulty data.

3.4. Threshold optimization

To detect irregularities and issues during drilling 
operations using autoencoder models, it is crucial to 
determine an optimal threshold that accurately differ
entiates between normal and faulty conditions. 
Selecting appropriate thresholds ensures not only sta
tistical robustness but also practical effectiveness in 
distinguishing normal behavior from anomalies in dril
ling operations. Following the method proposed by 
Hundman et al. (2018), a nonparametric unsupervised 
approach is employed to dynamically calculate the 

Figure 2. Structure of the proposed WN-BiLSTM autoencoder.

INTERNATIONAL JOURNAL OF COMPUTER INTEGRATED MANUFACTURING 7



optimal threshold based on the statistical properties of 
the Z-scores.

The process begins by calculating the mean μ esð Þ
and standard deviation σ esð Þ of the Z scores. Using 
these values, a set of thresholds was established by 
spacing 100 values, between μ esð Þ + σ esð Þ and μ esð Þ
+10 * σ esð Þ. This range is chosen to ensure that the 
threshold is sensitive enough to detect anomalies 
while minimizing false positives. For each candidate 
threshold, its effectiveness is evaluated based on the 
reduction in mean and standard deviation of the 
Z-scores after applying the threshold. These reduc
tions indicate how well the threshold separates nor
mal behavior from anomalies. Additionally, a penalty 
is applied that accounts for the number and 
sequence of detected anomalies, to prevent the 
model from being overly sensitive. The penalty is 
proportional to both the number of errors exceeding 
the threshold and the continuity of these errors.

A scoring function then combines the reduction in 
mean and standard deviation with the penalty term, 
favoring thresholds that achieve significant reductions 
in error metrics while minimizing excessive anomaly 
detection. The score is calculated as follows: 

In this formula Δμ esð Þ represents the reduction in 
mean error when values above the threshold are 
excluded. Δσ esð Þ represents the reduction in standard 
deviation when values above the threshold are 
excluded. len eað Þ is the number of errors above the 
threshold and len Eseqð Þ is the number of consecutive 
sequences of these errors.

For each threshold under consideration predictions 
were made by categorizing data points as anomalous if 
their Z score exceeded the threshold. The threshold that 
achieves the highest score is selected as the optimal 
threshold for the model. Once the optimal threshold 
for a model was determined it could be utilized in real 
world applications to identify faults. This method 
ensures that the chosen threshold is not only statistically 
sound but also practically effective in distinguishing 
normal behavior from anomalies in drilling operations. 
This consistent pattern suggests that there may not be 
a need to repeat the process of selecting thresholds in 
instances enabling fault detection without reliance on 
labeled data. Implementation details (hardware, 
libraries, callbacks, and training schedules), along with 
data preparation and splits, are provided in 
Implementation.

3.5. Evaluation metrics and protocol

To assess the performance of the anomaly detection 
system based on autoencoders, standard evaluation 
metrics derived from the confusion matrix were 
employed. These metrics – accuracy, precision, recall, 
F1 score, specificity, and AUC-ROC – provide compre
hensive insights into the models’ effectiveness.

(1) Precision: Precision is crucial in scenarios where the 
cost of false positives is high. In fault detection, a high 
precision value indicates that most samples predicted as 
faults are indeed true faults. Precision is calculated as: 

(2) Recall: Recall is important in situations where the cost 
of false negatives is significant. In the context of fault 
detection, a high recall rate means that the majority of 
actual faults are correctly identified. Recall is defined as: 

(3) F1 Score: The F1 score represents the harmonic 
mean of precision and recall, providing a balanced 
measure of a model’s accuracy, particularly when 
dealing with imbalanced data:

(4) Specificity This represents the percentage of nor
mal samples that have been correctly identified. 

(5) AUC-ROC: The Area Under the Receiver Operating 
Characteristic Curve is a crucial metric for evaluating the 
performance of a binary classification model, particularly 
in cases where the dataset is imbalanced. The ROC curve 
plots the true positive rate (recall) against the false 
positive rate (1-specificity) at various threshold settings, 
providing a comprehensive view of the model’s perfor
mance across different decision boundaries. The AUC, or 
the area under this curve, summarizes the model’s abil
ity to distinguish between classes.

4. Implementation

This section presents the details of the implementation 
process. All experiments were conducted on Google 
Colab using a T4 GPU, with Python version 3.10.12, Keras 
version 3.4.1, and Plotly version 5.15.0 for result 
visualization.
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4.1. Model implementation and training

The collected dataset consists of normal (healthy operation) 
samples and faulty samples, explicitly labeled based on the 
presence of known fault events within defined intervals. 
Specifically, the dataset comprises 624 samples labeled as 
normal operations and 52 samples labeled as faulty, col
lected over various operational scenarios and fault occur
rences to ensure comprehensive analysis. Detailed data 
collection and preprocessing procedures are provided in 
Section 3.1. To prepare the data for modeling, several pre
processing steps were undertaken:

● Segmentation: Continuous operational spindle 
power data was segmented into shorter fixed- 
length intervals (time windows) of 32, 64, and 86 
timestamps to analyze model effectiveness under 
different temporal resolutions.

● Normalization: Data were normalized using the 
Z-score normalization method. Each feature was 
standardized to have a mean of zero and a unit 
standard deviation, ensuring that all data points 
contributed equally to the learning process, 
thereby improving the training efficiency and 
detection sensitivity of the autoencoder models.

● Training and Testing Split: Following segmenta
tion and normalization, the normal dataset was 
further split into training and testing subsets 
using varying proportions (0.05, 0.1, 0.2, 0.3, and 
0.4) to identify the minimum amount of training 
data required for effective fault detection. 
Importantly, only normal samples were used for 
training the autoencoder models, whereas both 
normal and faulty samples were reserved for eval
uating model performance during testing.

The final dataset consists of 52 faulty samples and 624 
normal samples. Faulty samples were reserved exclu
sively for evaluation and were not used during training. 
The normal samples were divided into different subsets 
for training and testing, with training set sizes of 5%, 
10%, 20%, 30%, and 40% of the total normal data. The 
remaining normal data were used for testing.

This approach was adopted to investigate the minimum 
amount of training data necessary for the models to 
achieve effective fault detection performance. 

Additionally, in each experiment, 20% of the training set 
was allocated as a validation set to monitor performance 
and prevent overfitting. The exact distribution of samples 
used for training, validation, and testing is summarized in 
Table 2.

For most of the models, the Mean Absolute 
Percentage Error (MAPE) was used as the loss function 
during training. However, for the LSTM model, the Mean 
Absolute Error (MAE) was employed, and for the CNN 
model, the Mean Squared Error (MSE) was used, as these 
configurations produced superior results for their 
respective architectures. The definitions of the MAPE, 
MAE, and MSE functions are as follows: 

Where xi is the value of the input sensor data, ri is the 
value of the reconstructed data by autoencoders and n is 
the number of processes.

The training process in this study involves iteratively 
adjusting the model weights over multiple epochs to mini
mize the reconstruction errors, with a focus on enhancing 
the models’ ability to accurately regenerate normal opera
tional states. To ensure reproducibility and robustness, the 
implementation and training of the selected models were 
performed in ten separate experiments.

To keep computational costs as low as possible, 
hyperparameters were tuned manually through trial- 
and-error optimization. In environments with advanced 
computational resources, more sophisticated optimiza
tion methods, such as metaheuristic algorithms, could 
be considered for future work.

To ensure optimal performance and efficient training of 
the autoencoders, early stopping and adaptive learning 
rate adjustment strategies were incorporated. These call
backs are essential for preventing overfitting, enhancing 
model robustness, and dynamically adjusting the learning 
rate throughout the training process.

Table 2. Number of Train, validation and test samples for different experiments.

Train portion [%]
# Train samples # Validation samples # Test samples

(only normal) (only normal) Normal Faulty

5 25 6 593 52
10 50 12 562 52
20 100 25 499 52
30 150 37 437 52
40 200 50 374 52
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Early stopping was applied to monitor the validation 
loss during training, with a patience parameter set to 10 
epochs. Training was halted if the validation loss did not 
improve over 10 consecutive epochs, with the model 
weights reverted to those achieving the lowest valida
tion loss, thereby preventing overfitting and improving 
generalization to unseen data.

Additionally, the ‘ReduceLROnPlateau’ callback was 
utilized to adjust the learning rate based on the vali
dation loss. If the validation loss remained stagnant 
for 5 epochs, the learning rate was reduced by 
a factor of 0.5, with a minimum allowable learning 
rate set to 1e-6. This adjustment helped refine 
model convergence and avoid entrapment in subop
timal minima, contributing to more stable and effec
tive training.

The autoencoder models were configured using the 
Adam optimizer and trained for up to 200 epochs with 
a batch size of 32. Training progress was monitored by 
observing reductions in reconstruction error across 
epochs. A consistent decrease in loss over time indicated 
that the models successfully assimilated the normal 
operational patterns.

4.2. Reconstruction errors and threshold

The trained autoencoders were evaluated on the testing 
dataset, which included both normal and faulty opera
tions. In this phase, the autoencoders first reconstructed 

the normal test data. The reconstructed sequences were 
then compared to the original sequences to compute 
reconstruction errors.

Reconstruction errors were calculated by taking the 
Mean Absolute Error (MAE) between the original and 
reconstructed sequences for both the normal and faulty 
datasets. This metric provides a quantitative measure of 
how accurately the autoencoder can recreate the input 
data. Typically, lower reconstruction errors indicate bet
ter reconstruction quality, as expected for normal data. 
Conversely, higher reconstruction errors are anticipated 
for faulty data, since the autoencoder, trained exclu
sively on normal patterns, cannot accurately reconstruct 
unseen faults.

A threshold was subsequently determined based on the 
distribution of reconstruction errors, enabling the distinc
tion between normal and faulty samples. This step repre
sents the only supervised phase of the process, where 
labeled data was used solely for selecting the optimal 
threshold value. Data points with reconstruction errors 
exceeding the threshold were classified as faulty.

Figures 3 and 4 illustrate the reconstructed opera
tions for both normal and faulty processes using the 
WN_BILSTM model, alongside their respective original 
operations across an entire process consisting of 86 time 
stamps.

To visually represent and compare the performance 
of the autoencoders in terms of reconstruction errors, 
scatter plots were generated to illustrate the differences 

Figure 3. Demonstration of a normal sample and its reconstruction using WN_BILSTM.

Figure 4. Demonstration of a faulty sample and its reconstruction using WN-BiLSTM.
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in error values between normal and faulty data. These 
visualizations facilitate the identification of patterns in 
error distributions, highlighting how well the autoenco
ders can differentiate between faulty and normal data 
based on reconstruction errors.

Typically, normal data exhibit lower reconstruction 
error values, while faulty data display higher error 
distributions. This discrepancy forms the basis for 
fault detection, as processes with elevated recon
struction errors can be pinpointed as anomalies. 
Figure 5 illustrates the scatter plot visualizations of 
reconstruction errors and the corresponding identi
fied anomalies, providing additional insights into the 
model’s performance.

5. Results

This section reports the empirical performance of the 
unsupervised fault-detection framework across six auto
encoder families (NN, CNN, LSTM, BiLSTM, CNN – BiLSTM, 
and WN – BiLSTM). First The performance of the models is 
evaluated using the metrics defined in Section 3.5, and 
then the architectures, data efficiency, and sequence- 
length effects is compared. Figures 6–8 provide a clear 
summary of evaluation metrics for the implemented mod
els, across 10 experiments using three different time win
dow sizes (32, 64, and 86). These figures illustrate how 
each model performs with different sizes of training data 
(ranging from 5% to 40% of available normal samples).

In Figure 6 (time window = 32), the proposed hybrid 
architecture consistently outperforms other models 
across key evaluation metrics achieving near-perfect 
precision and strong generalization. While CNN-BiLSTM 

shows slightly higher training times, it maintains com
petitive accuracy, especially in data-scarce settings. 
Unlike models such as CNN and NN, which suffer signifi
cant performance degradation at lower data propor
tions, CNN-BiLSTM retains strong metrics, indicating 
effective learning and robust generalization. The model’s 
ability to maintain high precision without sacrificing 
recall suggests a good balance that avoids overfitting 
and underfitting.

In Figure 7 (time window = 64), CNN-BiLSTM con
tinues to demonstrate superior and stable perfor
mance, with minimal variation across different 
training sizes. LSTM shows improved recall and F1 
scores in this setting, highlighting its strength in 
capturing moderately extended temporal patterns. 
WN-BiLSTM also performs reliably across metrics, par
ticularly excelling in recall and specificity. Both hybrid 
models significantly outperform simpler architectures 
like CNN and NN, confirming the advantage of com
bining convolutional and recurrent structures for fault 
detection.

As shown in Figure 8 (time window = 86), all models 
generally benefit from the longer sequence input; how
ever, the hybrid models achieve the highest perfor
mance, particularly with smaller training sets (<20%). 
CNN-BiLSTM maintains top scores in most metrics, 
demonstrating its ability to model both temporal and 
long-term dependencies effectively. WN-BiLSTM again 
proves robust – especially in recall – making it highly 
suitable for applications where missing a fault is costly. 
Although CNN-BiLSTM requires more training time, its 
superior predictive performance justifies the computa
tional cost. In contrast, shallow models such as CNN and 

Figure 5. Autoencoders ability to detect faults based on reconstruction error.
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NN exhibit unstable performance, reinforcing their lim
itations in complex temporal-spatial learning scenarios.

Overall, the results confirm that the hybrid models 
consistently outperform single-architecture baselines 

across various input lengths and training sizes. CNN- 
BiLSTM is particularly effective with shorter time win
dows and smaller training sets, while WN-BiLSTM 
shows its strength with longer sequences and larger 

Figure 7. Mean performance results of different autoencoders over 10 experiments with time windows of 64 using different sizes of 
training samples.

Figure 6. Mean performance results of different autoencoders over 10 experiments with time windows of 32 using different sizes of 
training samples.
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datasets. Additionally, WN-BiLSTM’s lower training time 
further enhances its practical value in time-sensitive 
deployment environments. In our experiments, CNN- 
BiLSTM performed best with shorter windows (size 64), 
while WN-BiLSTM remained effective even with only 62 
normal training samples (~10% of 624 normal training 
samples), indicating complementary strengths for early 
detection and low-data regimes.

6. Discussion

In the realm of manufacturing the effectiveness of 
drilling procedures holds importance as it directly 
impacts both the quality of production and opera
tional expenses. The detection of faults plays a role in 
upholding this effectiveness by averting machine 
harm minimizing downtime and guaranteeing 
a standard of product quality. Effective fault detec
tion in drilling must also balance early detection, low 
false-alarm rates, and stability under changing condi
tions. Recognizing faults at a stage the autoencoder 
can enable maintenance, lessening downtime and 
averting expensive machine breakdowns. This utiliza
tion has the potential to notably boost the efficiency 
of manufacturing operations. In practice, three sen
sing paradigms dominate: acoustic, vibration, and 
force/torque/power signals. Acoustic and vibration 
pipelines often depend on high-rate sensors and 

time – frequency transforms, whereas power-based 
monitoring leverages signals already available on 
most machines. The experimental results across mul
tiple architectures and training scenarios in this study 
provide several meaningful insights into the effec
tiveness of deep autoencoder models for fault detec
tion in drilling operations.

6.1. Model performance and comparison

The results in Figures 6–8 indicate that hybrid models, 
particularly CNN-BiLSTM and WN-BiLSTM, consistently out
perform simpler architectures such as LSTM and BiLSTM in 
terms of accuracy, F1-score, and recall. The CNN-BiLSTM 
model showed superior performance for smaller window 
sizes (e.g. 32 and 64), making it suitable for early-stage fault 
detection with limited data. In contrast, the WN-BiLSTM 
model excelled with longer input sequences (window 
size = 86), suggesting its capacity to capture long-range 
temporal dependencies more effectively.

6.2. Comparison with traditional fault detection 
approaches

Traditional fault detection approaches in drilling machines 
(including the one which was used to be utilized in 
MARPOSS – ARTIS) involve threshold-based monitoring of 

Figure 8. Mean performance results of different autoencoders over 10 experiments with time windows of 86 using different sizes of 
training samples.
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variables such as spindle power or current. These methods 
typically require extensive technician experience, especially 
in the face of unseen fault types or varying process condi
tions. In contrast, the autoencoder-based approach in this 
study is fully data-driven and unsupervised. It requires only 
normal operating data for training and can generalize to 
previously unseen fault events. This is particularly advanta
geous in industrial settings, where labeled fault data are 
scarce, and faults are rare or unpredictable. Moreover, the 
CNN and WaveNet components allow the model to learn 
both local signal fluctuations and longer-term operational 
trends directly from raw time-series input, reducing depen
dency on manual signal processing.

6.3. Comparison with state of the art

A wide range of recent research has explored fault 
detection and drill condition monitoring using deep 
learning, often relying on vibration or acoustic signals 
and supervised learning frameworks. This section com
pares our proposed unsupervised spindle power – based 
autoencoder models with state-of-the-art methods 
across several data modalities and architectures.

Although studies using acoustic signals achieved 
reasonable accuracy, their approaches rely on high- 
sample-rate audio acquisition, manual calibration, 
and sound-specific hardware (Tran, Truong Pham, 
and Lundgren 2022; X. Zhang et al. 2024). In con
trast, our method leverages spindle power signals 
already available in most drilling machines, enabling 
seamless integration into existing monitoring infra
structure with no additional sensing setup.

Vibration- and force-based methods have demon
strated strong classification accuracy using supervised 
learning or CNN-based architectures (Dai and Huang  
2024; Rajakannu et al. 2024; Scheffel, Augusto Fröhlich, 
and Silvestri 2021; Senjoba et al. 2025; Yu et al. 2022; Zhu, 
Yan, and Lu 2020). However, they typically require com
plex preprocessing, handcrafted feature extraction, or 
multi-sensor configurations. These approaches, while 
effective, involve significant configuration and depen
dence on labeled fault data.

In contrast, our unsupervised hybrid autoencoder 
models (CNN-BiLSTM and WaveNet-BiLSTM) operate 
directly on raw spindle power signals and achieved F1- 
scores up to 1.0 using as little as 5–10% of normal opera
tion data – with no need for fault annotations or hand
crafted features. The simplicity of deployment, statistical 
robustness via MAD-based Z-score thresholding, and 
adaptability to unseen fault patterns make our method 
particularly suited for real-time, scalable monitoring in 
modern manufacturing.

6.4. Implications for manufacturing practice

The proposed approach has direct applicability to 
smart manufacturing environments, particularly 
under Industry 4.0 paradigms. The ability to achieve 
high fault detection accuracy using only a small 
amount of normal data (as little as 5–10%) implies 
that the system can be deployed quickly, even in 
data-sparse scenarios such as new production lines 
or machines. Furthermore, since the models were 
trained on spindle power – a variable readily avail
able on most drilling machines – the method is 
highly scalable and non-intrusive. The architecture 
can be integrated into existing monitoring systems 
such as ARTIS’s (MARPOSS) GEMTP platform, 
enabling real-time fault detection and predictive 
maintenance. This can help reduce unscheduled 
downtime, extend tool life, and lower overall main
tenance costs.

7. Conclusion

This study presented a deep learning-based fault detection 
framework for drilling operations using autoencoders 
trained on spindle power signals. By exploring multiple 
architectures – including NN, CNN, LSTM, BiLSTM, CNN- 
BiLSTM, and WaveNet-BiLSTM – the research 
demonstrated:

● The effectiveness of unsupervised models in 
detecting machine faults using only normal operat
ing data.

● Two hybrid autoencoder models (CNN-BiLSTM and 
WaveNet-BiLSTM) which combine local and long- 
range temporal modeling, outperforming single 
autoencoder models.

● The impact of time window size and training data 
proportion on model performance, identifying 
CNN-BiLSTM as optimal for smaller windows and 
WaveNet-BiLSTM for longer sequences.

● A robust MAD-based dynamic threshold to adapt 
sensitivity across operating regimes.

● The proposed model requires only spindle power 
data, making it non-intrusive and easily deployable 
in industrial settings using existing sensor 
infrastructure.

● High fault detection accuracy with as little as 5–10% 
of total normal-operation dataset (for training) can 
be achieved which enables rapid deployment in 
production environments with limited historical 
data, supporting cost-effective integration with 
existing monitoring systems.
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7.1. Limitations

While the use of hybrid deep autoencoders for fault 
detection in drilling and rotating equipment is promis
ing, this study highlights several limitations. Notably, the 
models’ dependence on high-quality training data pre
sents challenges, particularly in environments where 
data may be noisy or scarce. Although the models’ pre
diction latency is acceptable, the computational 
demands of training may limit their applicability in 
resource-constrained settings. Scaling these models to 
different types of tools, machinery, or operational envir
onments would require retraining, further increasing 
deployment complexity.

Deploying these models in environments with limited 
computational resources (e.g. older or lower-powered 
industrial hardware) may necessitate specialized hard
ware such as GPUs or TPUs, which is not always feasible. 
Moreover, this study focused solely on the discrimina
tion between normal and faulty operations, without 
addressing the classification of different fault types that 
may occur during drilling processes. An inherent chal
lenge of deep learning models – particularly autoenco
ders – is their ‘black-box’ nature, which complicates the 
interpretability of decisions. This lack of transparency 
may limit adoption, especially in safety-critical industrial 
applications where stakeholders require a clear under
standing of the decision-making process.

7.2. Future works

The challenges outlined above emphasize the impor
tance of optimizing models not only for accuracy but 
also for speed, scalability, and interpretability to 
enhance their practical viability in intelligent manufac
turing systems. Future studies could focus on expanding 
the dataset to include a wider range of drilling scenarios, 
machine types, and materials, thereby assessing model 
robustness and generalization capabilities.

Additionally, efforts could be directed toward 
integrating fault-type classification, where an anom
aly is first detected and subsequently categorized 
into specific fault types. Hybrid approaches that 
combine data-driven models with physics-based 
representations (e.g. analytical models of cutting 
force or torque) could also be explored to improve 
interpretability and provide actionable insights into 
fault causes, thereby enhancing trust and adoption 
in industrial settings.

Furthermore, the development of advanced autoen
coder architectures optimized for faster training and 
reduced computational demands should be considered, 
making the deployment of these models more practical 

across diverse operational conditions. Finally, integrat
ing autoencoder-based fault detection with real-time 
monitoring systems could greatly enhance practicality, 
enabling automated, continuous fault detection and 
paving the way for more efficient and resilient industrial 
operations.
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