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Abstract

The requirements for the design of information and assistance systems in labour-intensive processes
are interdisciplinary and have not yet been sufficiently addressed in research. This dissertation
analyses, evaluates and describes possibilities for increasing the effectiveness and efficiency of labour-
intensive processes through design-optimised socio-technical systems. The work thus contributes to
further developing information and assistance systems for industrial applications and use in
healthcare. The central dimensions of people, activity, context and technology are the focus of the
scientific investigations following the Design Science Research paradigm. Design principles derived
from this, a corresponding taxonomy, and a conceptual reference model for the design of socio-

technical systems are the results of this dissertation.

Zusammenfassung

Die Anforderungen an das Design von Informations- und Assistenzsystemen in arbeitsintensiven
Prozessen sind interdisziplindr und in der Forschung bisher nicht hinreichend thematisiert. Die
vorliegende Dissertation analysiert, evaluiert und beschreibt Moglichkeiten zur Steigerung der
Effektivitat und Effizienz in arbeitsintensiven Prozessen durch designoptimierte sozio-technische
Systeme. Die Arbeit leistet damit einen Beitrag zur Weiterentwicklung von Informations- und
Assistenzsystemen fir industrielle Anwendungen und den Einsatz in der Gesundheitswirtschaft. Die
zentralen Dimensionen Mensch, Aktivitdt, Kontext und Technologie stehen im Mittelpunkt der
wissenschaftlichen Untersuchungen nach dem Design Science Research Paradigma. Daraus abgeleitete
Designprinzipien, eine entsprechende Taxonomie und ein konzeptionelles Referenzmodell fiir das

Design sozio-technischer Systeme sind die Ergebnisse dieser Dissertation.
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1. Introduction
Humanity is facing extraordinary challenges. Since the Earth Summit in Rio de Janeiro in June 1992, the

United Nations (UN) community has bundled its efforts to master social, economic, and environmental
sustainability. The 2030 Agenda for Sustainable Development, adopted by the UN member states in
2015, formulated 17 Sustainable Development Goals (SDGs) and 169 targets, which are an urgent call
for action for peace and prosperity by all countries in a global partnership (United Nations Department
of Economic and Social Affairs, 2021). Directly and indirectly, science and technology play an essential
role in efforts to reach these targets. The Technology Goals 17.6, i.e. "Enhance ... cooperation on and
access to science, technology, and innovation and enhance knowledge sharing ...", and 17.8, namely
"... enhance the use of enabling technology, particularly information and communications technology",

explicitly express these aspirations (United Nations General Assembly, 2019, no pagination).

The SDGs stimulate research themes for Information System (IS) scholars worldwide. Watson et al.
(2021) presented IS contributions to the UN's SDGs by reviewing articles from the Association for
Information Systems (AIS) Sustainability Summit at the International Conference on Information
Systems ICIS 2019. Their analysis demonstrated that AIS members were engaged with 16 of the 17
SDGs, reflecting significant interest in positively impacting them (Watson et al., 2021). Thus,

innovations in IS have the potential to contribute to fulfilling the SDGs and making the world better.

The COVID-19 pandemic challenges the fulfilment of the SDGs in both economic and social terms
(OECD, 2021a). However, the pandemic disruption also shows the potential of Information Technology
(IT) and IS as an enabler for the transformation of society. For instance, COVID-19 has accelerated
research efforts in business and healthcare (Lu et al., 2021). The change is fostered by significant IS/IT
developments confirmed by the 40th IT Issues and Trends Study of the Society for Information
Management (SIM). The study reported cybersecurity, business-IT alignment, data analytics, digital
transformation, and compliance and regulations as the major trends in the IT industry and academic
research. Additionally, cloud-based services will increase while cybersecurity continues to be a concern

(Kappelman et al., 2021).

In all humility before the task, this dissertation deals with socio-technical information systems for user
assistance in labour-intensive processes intending to increase effectiveness and efficiency in industry
and healthcare practice. It supports SDG 8 Decent Work and Economic Growth and SDG 3 Good Health
and Well-Being in the broader context and joins the abovementioned efforts. The research was
performed from 2017 to 2022 in the interplay between the COVID-19 disruption and the increasingly

fast-paced digital transformation.



a. Problem area and influencing factors
Global markets and customer requirements are developing dynamically, leading to an increased

number of customised products and rising product complexity. In turn, this development results in
smaller batch sizes per product variant (Wang et al., 2017). In many sectors, batch size one has become
a reality, including industrial and healthcare products such as individualised, patient-centred medical
prostheses or drugs (Fraunhofer Institute for Production Technology IPT, 2022; IKV Institute for plastics
processing RWTH-Aachen, 2022). However, producing small batch sizes often favours human work in

production facilities (Brecher, 2015).

The rising cost pressure associated with these developments drives the need for production
as an objective criterion to describe whether socio-technical systems are suitable to support labour-
intensive processes. The same applies to the increasing product quality expectations that do not allow
defective parts to result in expensive rejects or cost-intensive repairs (Dammers, 2022; Mueller et al.,
2020; Miiller, Vette-Steinkamp et al., 2018). Production is an objective criterion that can
describe whether socio-technical systems support doing the right things. Effectiveness and efficiency
are primarily seen as the goals of socio-technical system which is the fundament for
(UX) and a prerequisite for the of socio-technical information and assistance
systems by the users in the specific field of application (Benyon, 2014, 2020; J. Brooke, 2013; Lah et
al., 2020; Nielsen, 1993). In summary, system usability is linked to effectiveness, efficiency, and the

overall acceptance of technology (International Organization for Standardization I1SO, 2018).

Labour markets worldwide are continuously changing due to the and of
occupational activities. As a result, tasks are replaced or significantly changed, and new skills are
required. Depending on their economy and labour market structure, countries are affected differently
by job substitution and task automation. This development will continue, as even activities that require
high social and cognitive intelligence are expected to be substituted by Artificial Intelligence (Al)
(Ljubica Nedelkoska and Glenda Quintini, 2018). However, labour market research in Germany shows
that substitution mainly affects industrial manufacturing jobs. The situation is different for healthcare
occupations characterised by a high degree of patient interaction. According to the current state of
knowledge, these tasks are less substitutable. Overall, task substitution is driven by technological
development, with job profiles developing more slowly than technologies. However, there are
indications that it is becoming increasingly difficult and costly to automate further tasks, which is likely
to slow down substitution processes (Katharina Dengler and Britta Matthes, 2021). Concluding,
Dengler and Gundert (2021) reported in their analysis of the German labour market that digital
transformation harms the individual assessment of job loss probability, but the perceived availability

of job alternatives in the market seems to compensate for this.



The world population continues to grow and is expected to reach its peak with 11 billion citizens by
the end of the century. This growth is accompanied by unprecedented population ageing driven by
fertility, mortality, and migration changes (United Nations et al., 2019). The
impacts societies and economies as a whole, for example, the health of citizens, health care delivery
and workforce capabilities (Heijdra and Prettner, 2020b). Better health care lowers mortality and
secures more extended participation in the labour market. However, increased life expectancy also
leads to more cases of illness. For example, in comparison to 2020, six million additional deaths
are expected in 2040 due to demographic change (International Agency for Research on Cancer, 2022).
Economic studies have analysed the impact of demographic change on economic growth, showing that
positive economic impact depends on employment increases in various sectors (Frankovic et al., 2020;
Kuhn and Prettner, 2016). However, the continuous employment of an ageing workforce in labour-
intensive processes demands new forms of work and workplaces (Daheim and Wintermann, 2016).
Therefore, the Federal Ministry of Education and Research in Germany dedicated the Science Year
2018 to the Future of Work (Federal Ministry of Education and Research, 2019; Miiller-Polyzou et al.,
2018). Future work needs to consider the altered performance of cognitive and non-cognitive abilities,
reduced occupational and geographical mobility, and increased life and work experience in response
to the demographic change (IAB Institut fiir Arbeitsmarkt- und Berufsforschung, 2021). To respond to
the challenges of demographic change, the Second World Assembly on Ageing (WAA) adopted an

action plan to promote the development of a society for all ages (United Nations, 2002).

The disruption joins a list of major epidemic and pandemic outbreaks in human
history, from the Athenian Plague in 430 B.C. to the Black Death, killing as many as 150 million people,
to the Spanish Flu with an estimated death toll of 50-100 million, to HIV causing 40 million deaths, to
the more recent Severe Acute Respiratory Syndrome (SARS), Swine Flu or Ebola (Huremovi¢, 2019). In
addition to the fast developments in diagnostics, contact tracing and vaccination, public health
measures such as isolation, quarantine and border control remain important in managing infectious
diseases (Piret and Boivin, 2020). So far, COVID-19 has caused more than six million deaths worldwide
(Johns Hopkins Coronavirus Resource Center, 2022). Besides its high death toll, it is also a significant
disruption to economic growth resulting in the loss of 114 million jobs worldwide. COVID-19 has also
increased social divides and reinforced inequalities in labour markets. The accelerated digital
transformation and automation provided opportunities for high-skilled workers. Half of the high-
skilled workers could work from home, in contrast to 29% of low-paid workers. Consequently, the
pandemic affected mainly low-paid workers and occupations with a high degree of manual work

(Mascherini, 2022; OECD, 2021a).
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The COVID-19 pandemic has also exposed the vulnerabilities of health systems worldwide, raising
guestions about their (Sundararaman et al., 2021). Resilience is "The quality of being able to
return quickly to a previous good condition after problems" (Cambridge University Press and
Assessment, 2022). It has also been defined as the capacity of institutions and actors in health systems
to prepare for, recover from and absorb disruptions while maintaining core functions and serving the

ongoing and acute care needs (Haldane et al., 2021).

Health system resilience is conceptually linked to Business Continuity Management (BCM) and Risk
Management (RM), particularly with the underlying Information Communication Technology (ICT). The
health sector, especially hospitals with their care tasks, is considered a critical infrastructure that
demands a high level of resilience and falls under the responsibility of the European Union (EU)
member states (The Council of the European Union, 2008; World Health Organization, 2017a). In
summary, the COVID-19 pandemic has fundamentally challenged businesses and health systems and

accelerated digital transformation, such as teleworking and contact tracing.

The abovementioned factors significantly influence the problem area and are decisive criteria for
developing and using socio-technical information and assistance systems in labour-intensive
processes. The subject area of socio-technical systems and their applications are interdisciplinary due
to the human-machine interaction and the considerable differences in the applications in industry and
healthcare. Furthermore, the subject area is influenced by the outlined global factors in all their
actuality. The subject area is thus overall complex and has not been adequately addressed in former
research. This dissertation aims to increase the knowledge base in the research field by providing

empirical findings and theoretical contributions.

b. Objective and research questions
The problem area and influencing factors define the broad research boundaries of this dissertation.

he objective is to investigate how the effectiveness and efficiency of labour-intensive work tasks can

be improved through user-oriented information and assistance systems. IRVl LR F-ldR 1]
objective can be reached through a consistent user orientation seems plausible, but it is complex and
challenging to investigate due to the interdisciplinary nature of the topic and the ever-changing
technology. Figure 1 presents the formulated general hypothesis with the underlying dimensions of
people, activity, context, and technology that should be considered when conducting research in socio-

technical information and assistance systems (Benyon, 2020).
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The effectivity and efficiency of labour-intensive processes can be increased by ...

... user-oriented information- and assistance systems.

People: Activity and Context: Technology:

* Understand the people who will * Understand activities that * Examine the Information,
interact with the systems people want to perform Communication, Technology

* Consider that people vary in Understand the context of the (ICT) environment

physical, psychological and social business and the applications Support system integration
characteristics Consider temporal, spatial, with security and data privacy

* Provide systems that will be social, organisational and safety Consider that technologies vary
accepted by people aspects of activities in many aspects and evolve

Figure 1: Hypothesis of the dissertation and underlying dimensions (own figure)

In this context, the dissertation intends to advance knowledge of socio-technical information and
assistance systems for labour-intensive processes by providing new original knowledge in empiric data,
bridging knowledge gaps by developing design principles for new systems and learning from the field
of industrial and healthcare applications. The results form a taxonomy of design principles and
technology and industry-agnostic reference model supporting the development of socio-technical
systems for labour-intensive processes. Overall, the dissertation moves throughout the exchange
between manufacturing industries and the healthcare sector, representing an additional complexity
level. Cross-fertilisation takes place between the design cycles of the dissertation with particular

emphasis on human-machine, machine-human and machine-machine aspects.

For the , various applications were selected for investigation. These include the manual
production of composite parts in individual or group work, assembly and disassembly tasks, and quality
inspection applications. Labour-intensive processes characterise the applications in a variety of shop-
floor environments. For the , radiotherapy (RT) for cancer treatment was selected as
the core area of investigation. Radiotherapy is an important pillar of cancer treatment and represents
an area of global healthcare characterised by a high degree of manual work and technology.

Radiotherapy is patient-individual and implemented by highly educated expert staff.

DI f el Tl - ]delg] (DSR) is selected as the surrounding research paradigm for this applied-

science-oriented dissertation. DSR is pragmatic research and supports the design of artefacts for real-
life problems by applying several research cycles. It is time-consuming but offers the advantage of

linking the different application scenarios in healthcare and industry using single design cycles. "A
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significant DSR program typically encompasses many researchers over several years with any number
of intermediate research results during its evolution" (Gregor and Hevner, 2013, p. 4). Therefore, this

dissertation was only possible through intensive academic exchange with research partners and

support from the application areas.

Dedicated supporting the hypothesis analysis have been developed according to
Hoang Thuan et al. (2019), who present a typology of DSR research questions as shown in Figure 2. The
typology is based on analysing DSR contributions in leading IS journals according to motivation,
problem statement, research question, research approach, research activities and artefact
contributions combined with conceptual-to-empirical modelling. The topology is complemented by a
profile of DSR research questions derived from a pattern-matching analysis (Hoang Thuan et al., 2019).

Both the typology and the profiles guided the formulation of the DSR research questions of this

dissertation.

RQ formulation =

wayof — way of T~ wayof
knowing framing designing

Which [] define

7
knowledge base |

P 4
_ - ‘

/// \\\\ |
Wl T / |
|

Prior knowledge New knowledge / ‘

/ | conceptualisation operationalisation evaluation

outer world inner world / \ /N [

7 | /N ‘

—/ /N ‘

7 | , .
e / | Represent Process \ Evaluate

s / 1 \
P - ‘ “‘/““ \\\
" . - [ \
Requirements Properties Components Implement Use

Figure 2: Topology of DSR research questions (Hoang Thuan et al., 2019)

Figure 3 presents the two research paths for industry and healthcare and twelve research questions
defined following the systematic approach to support the analysis of improving the effectiveness and
efficiency of labour-intensive work tasks through user-oriented information and assistance systems.
The two research paths direct the research with the extension of known solutions to other industrial

applications and the development of new solutions for known problems in the healthcare sector.

Different socio-technical systems are first explored in their application environment in parts

production and assembly in the industrial sector. The first research question addresses the impact of
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semi-automation in labour-intensive processes on process speed, stability and the quality of work
results while providing information on the design of quality workspaces in production. The second
research question further elaborates on the design of quality workspaces in smart factories, focusing
on Human-Machine-Interfaces (HMI) and the integration of CPS in the smart factory to achieve further
increases in effectiveness and efficiency always considering users' acceptance of the systems. In the
third and fourth research questions, answers related to work preparation and integration into
production management systems should help further increase socio-technical systems' effectiveness
and efficiency. Research question five examines system control improvements by applying intuitive
control concepts, while question six seeks to answer further the question of how system control can
be automated to increase the efficiency and quality of manual work. The industry pathway's conclusion
is research question seven, which investigates how digital twins of manual assembly stations influence

the flexibility and versatility of systems concerning the target variables of the hypothesis.

Further inquiries are carried out in the healthcare field with a particular focus on applications in
radiotherapy. To this end, research question number eight first examines the need for socio-technical
assistance in radiotherapy processes. Subsequently, research question nine analyses the transfer of
the findings to the area of camera-based patient positioning. Finally, aspects of BCM are analysed in
research questions ten, eleven and twelve due to the increasing importance of resilience. Based on
the understanding of the influence of the COVID-19 disruption on business processes, it is examined

how Decision Support Systems (DSS) and simulation can increase the resilience of socio-technical
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systems in labour-intensive processes. The twelve research questions build on each other and

continuously increase the knowledge gained.

How should quality workspaces be designed
that support effective and efficient manual composite preforming in smart factories?

How should a Cyber Physical System for manual assembly be designed to reach high
perceived effectiveness, efficiency and system usability in support of quality workspaces?

Which known industry
solutions can be
transferred to support
the development of
information and
assistance systems for
labour-intensive
processes?

How can user acceptance of Cyber-Physical assistance Systems be improved
through integrated work paration?

How should assistance systems be integrated into production control
and which value-adding services should such systems support?

5 How can the control of assistance systems be improved
with intuitive natural user interfaces?
How can the control of assistance systems
for manual work tasks be automated?
How should a digital twin of an assembly system be designed
and how can its virtualisation be used for workplace planning and simulation?

How should user assistance systems be designed
that increase efficiency and reduce risk in radiotherapy cancer treatment?

How should a system for patient positioning be designed

How can radiotherapy to improve efficiency and safety in radiotherapy?

practice be improved
trough the
development of new
information and
assistance solutions?

How resilient is radiotherapy practice against
the pandemic disruption caused by COVID-19?

(=]

How can user assistance systems support
business continuity in pandemic crisis?

=
=

How can COVID-19 risk mitigation be simulated
in support of resilient business continuity of radiotherapy practice?

[y
N

Figure 3: Distinct research questions of the dissertation (own figure)

Following the analytical framework of Hoang Thuan et al. (2019), the twelve research questions are
categorised in Table 1. The analytical framework is organised according to the seven core dimensions:
motivation, problem statement, research questions, research approach, research activities, theory in
use and outcome artefacts. Table 1 provides a transparent view of the discourse of this dissertation

that is taken in the twelve design cycles.

Dimension Value

Motivation | Problem solving . ) o o .
Gab spotting o . . o
Problematisation o o o
Problem Research
[ ] [ ] [ ) [ ]
statement challenge
Research gap o o . .
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Research

problem

Requirement

Research

opportunity

Research Design process
. . . . . .
questions (how?)
Design product
(which?)
Knowledge
(what is?)
Research Exploratory . )
approach: Prescriptive o . . . . o
knowledge | Constructive o | o o | o
goal Confirmatory
Explanatory
Descriptive
Research Developmental o
activities: Evaluative o
mode of Mixed
inquiry (developmental o | o o | o
and evaluative)
Theory in No specific
use theory ) )
Kernel theory o o o o
Formal theory
Testable theory
Outcome Instantiation . o o o o
artefacts Model
Method
Construct

Design principles

Table 1: Classification of DSR projects of this dissertation (Hoang Thuan et al. (2019))
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First, the design cycles one to nine targeting real-life problems are motivated by problem-solving and
gap-spotting. However, the COVID-19 disruption has encouraged additional problematisation
research. This fact is also reflected in the problem statement dimension, first characterised by research
challenge, research gap and requirements of real-life problems. However, the research opportunity
arose with the COVID-19 disruption leading to the last three design cycles. The defined research
guestions are related to process design, reflecting the focus on labour-intensive processes; however,
some design cycles include elements of product and knowledge questions, as will be shown in the
design cycle description. The knowledge goal changed between explorative and constructive research
approaches and continuous prespcriptive goals using mainly mixed research modes of inquiry referring
to kernel theories and experts' experiences. Primarily instantiations were created to be tested in

realistic case study scenarios complemented by design recommendations and principles.

Sandberg and Alvesson (2011) unveiled in their literature review that gap-spotting is the dominant way
of developing research questions. They proposed different forms of problematisation as an alternative
since, in their view, challenging assumptions make theories interesting and significant. Sandberg and
Alvesson (2011) presented critical confrontation, quasi-problematisation and problematisation as
disruptive modes that should be applied when defining research questions. In this dissertation, gap
spotting is not used unilaterally but complemented with other methods. This attempt makes this work
more multifaceted. In sum, the research questions of this dissertation are formulated following a
systematic approach, synthesising the application areas in industry and healthcare and elaborating on

the human-machine, machine-human and machine-machine dimensions.

c. Structure of the work
The work presented in the remaining part of this dissertation is organised as follows: Section 2 outlines

essential aspects of labour-intensive processes. The change of the working world and the influencing
macro factors affecting the work of the future are described with their impact on socio-technical
systems. Subsequently, the working worlds of industry and healthcare are examined in detail, including
their similarities and differences. Section 2 concludes with a discussion of the challenges of designing

socio-technical systems.

Section 3 is devoted to information and assistance systems. After reviewing research challenges, the
different user assistance systems are presented, and exemplary applications in industry, crafts and
healthcare are highlighted. The relation to Cyber-Physical-System (CPS) is discussed before Section 3
concludes with the state of knowledge and the need for action. Section 4 focuses on laser-based
assistance systems, chosen as the object of investigation for this dissertation. Stringent industrial and

healthcare applications are considered. Examples of composite manufacturing, prefabrication of parts
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and industrial assembly and quality inspection are presented for industrial production. The
applications of interventional radiology, tumour marking, and patient positioning in radiation therapy
for cancer treatment are explained in the healthcare sector. Section 4 ends with a reflection and

conclusion.

Section 5 focuses entirely on the DSR paradigm as the framework of this dissertation. Following the
scientific classification of design theories, the foundations are laid in knowledge contribution, kernel
theories, research paradigm and methods and software tools used in the design cycles. Section 5
concludes with reflection and conclusions. Section 6 describes the design science cycles of the industry
and healthcare path in detail. First, the design concept is presented. Subsequently, the design science
cycles of the industry path and the healthcare path are outlined in a structured approach, including
discussions of the knowledge contribution based on reflection and abstraction. Thus, in each design
cycle, one of the twelve dedicated research questions is answered, supporting the overall analysis of

the hypothesis. Section 6 closes with summarising reflections and conclusions.

Section 7 introduces reference models before structuring design principles into a taxonomy for
transferability to other domains. Then, a reference model for the design of socio-technical systems for
labour-intensive processes is developed and narratively verified in a stepwise approach. The section
concludes with recommendations for action before a summary and outlook are provided in Section 8.
Finally, the research institutions and companies involved are acknowledged in Section 9, followed by

the Appendix in Section 10.
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2. Aspects of labour-intensive processes
In describing the problem area, selected significant global factors have been briefly introduced. In the

following, these global factors are scientifically outlined and discussed in the context of labour-
intensive processes and socio-technological systems supporting such processes. Subsequently,
scientific and governmental studies of the work of the future are presented, which form the basis for
the following sections. Both fields, industry and healthcare, which are particularly important for this
dissertation, are examined and compared concerning the development of work processes and related

actors. Finally, the corresponding challenges to the scope of this dissertation are summarised.

a. Change of the working world
The change in the working world is a process that people experience at work and in their daily lives.

The process is accelerated by globalisation and digitalisation, creating insecurity for many people about
current and future jobs in terms of salaries, job stability, work conditions, required skills, and overall
participation in the change process. Governmental studies show that 14% of jobs in Organisation for
Economic Cooperation and Development (OECD) countries are likely to be automated, while another
32% are at high risk of being at least partially automated. Young people and low-skilled workers face
the highest risk, but also, high-skilled workers are increasingly affected due to new, often Al-based
technologies. Previous job models with a stable, full-time job at one employer are declining, while a
shift towards service jobs occurs. The COVID-19 disruption has widened the gap between favoured and
vulnerable people affecting the quality of many jobs. Internet connectivity has allowed many people
to work from home during the crisis, which has benefited the platform economy. However, jobs
requiring a physical presence, e.g., retail, manufacturing, and transportation, are more likely to be held

by lower-skilled workers (Organisation for Economic Cooperation and Development, 2022).

i. Macro factors
The broader subject area of labour-intensive processes is interdisciplinary and complex, requiring a

deeper view of the macro factors introduced initially. As shown in Figure 4, six macro factors influence
socio-technical systems for labour-intensive processes from the market penetration and demand
perspective. Efficiency, effectiveness and acceptance of systems are related to the penetration of
systems in the market. Resilience, demographic change, and substitution impact the demand for socio-

technical systems. The following includes an a priori definition of the terms used.
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Figure 4: Macro forces on socio-technical systems for labour-intensive processes (own figure)

is a versatile term used differently depending on the discipline or area of application. Among
others, efficiency is defined as "The good use of time and energy in a way that does not waste any.",
"The difference between the amount of energy that is put into a machine in the form of fuel, effort,
etc. and the amount that comes out of it in the form of movement", "The condition or fact of producing
the results you want without waste, or a particular way in which this is done", "A situation in which a
person, company, factory, etc. uses resources such as time, materials, or labour well, without wasting
any", "A situation in which a person, system, or machine works well and quickly" (Cambridge University
Press and Assessment, 2022). Efficiency is calculated according to Equation 1 as the ratio of Product

output to Cost as required resources and cannot reach values above 100%.

Product

Efficiency = Cost

Equation 1: Efficiency calculation

The continuous need to reduce costs in industry and healthcare means that socio-technical systems
must increase the efficiency of labour-intensive production or treatment processes, for example, by

introducing new technologies or improving existing ones.

Accordingly, is a versatile term that is used in different ways. The definitions span from

"the ability to be successful and produce the intended results" to "the quality of being successful in
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achieving what is wanted" to "how well a particular treatment or drug works when people are using
it, as opposed to how well it works under carefully controlled scientific testing conditions" (Cambridge
University Press and Assessment, 2022). The effectiveness of socio-technical systems in labour-
intensive processes has two dimensions. First, customers expect high-quality products, with quality
defined as "the degree to which a set of inherent characteristics of an object fulfils requirements"
(International Organization for Standardization 1SO, 2015b). Second, errors often result in high
consequential costs. Depending on the product, faults can no longer be repaired or can only be
reworked at a high price. Products that cannot be repaired are considered rejects, and additional costs
are incurred for disposal (Kiran, 2017). Effectiveness is often synonymous with treatment success or
patient safety in the healthcare sector. Errors in patient treatment can have significant effects, up to
patient death. Consequently, the medical system suffers from high liability costs (Mello et al., 2010).
The socio-technical systems' effectivity measurement depends on the application area and includes
humans working with the systems. Therefore, Key Performance Indicators (KPIs) must reflect objective

and subjective effectiveness perspectives.

Efficiency and effectiveness as objective measurements have found their way into concepts and
performance indicators, such as in the context of Total Productive Maintenance (TPM), according to
Nakajima, with the goal of a comprehensive and trouble-free production system and the Overall
Equipment Effectiveness (OEE) as the multiplication of availability, performance and quality efficiency
(Heller and Prasse, 2018; Nakajima, 1988). Figure 5 outlines the taxonomy of TPM and Equation 2, the
calculation of the OEE. Jeong and Phillips (2001) have adapted the concept for capital-intensive
industries because of their belief..." that loss classification schemes are ultimately tied to the industry
type" (Jeong and Phillips, 2001, p. 1405). This statement becomes particularly clear in a direct
comparison of industry and healthcare because the patient significantly influences, for instance, the

loading time.
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Figure 5: Taxonomy of Total Production Maintenance (Nakajima, 1988)

OEE = availability ef ficiency - performance ef ficiency - quality ef ficiency
_ valuable operating time
loading time

Equation 2: Overall Equipment Effectiveness (Nakajima, 1988)

Sundqvist et al. (2014) analysed efficiency and effectiveness within the project management
profession. They confirmed the wide variety of views on efficiency and effectiveness among academics
and practitioners and the usage of the terms without clear definitions. The authors claimed that
clarifying the interpretation of project efficiency and effectiveness would help project-based
organisations to improve their work. Furthermore, they believed that new performance indicators

beyond time and cost would increase diversity in performance measurement (Sundqyvist et al., 2014).

Both efficiency and effectiveness influence the usability of socio-technical systems according to the
standard for ergonomics of human-system interaction (International Organization for Standardization
ISO, 2018, 2019b). The standard complements efficiency and effectiveness with the system satisfaction
measure. Typical metrics for efficiency, effectiveness and satisfaction are presented in Table 2
according to Benyon (2020) in adaptation from the International Organization for Standardization ISO
(2019b). The level of achievement depends on the system and application area, whereby safety-critical

healthcare applications apply no-failure policies and utilise special platforms for a posteriori incident
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reporting (International Atomic Energy Agency, 2022). Benchmarks allow the comparison with other
systems in the respective application area. Both efficiency and effectiveness support improvements in

time, cost, quality and customer satisfaction (Sundqvist et al., 2014).

Usability Effectiveness Efficiency Satisfaction

objective

measure measure measure

experienced

Percentage of relevant

to the minimum time

Overall - Percentage of tasks The time needed to A rating scale for
usability successfully completed complete a task satisfaction
- Percentage of users Time spent on non- Frequency of
completing tasks productive actions voluntary use
Meets the - Percentage of advanced The time needed to A rating scale for
needs of tasks completed complete tasks relative satisfaction with

advanced features

infrequent use

after a specified period

of non-use

Number of persistent

errors

users functions used
Meets the - Percentage of tasks The time needed on the Rate of voluntary use
needs for completed successfully first attempt to
training and at first attempt complete the task
use Time spent on help
functions
Meets the - Percentage of tasks Time spent re-learning Frequency of reuse
needs for completed successfully functions

Learnability

Number of functions
learned

Percentage of users
who manage to learn a

pre-specified criterion

Time spent on help
functions

Time to learn a criterion

A rating scale for ease

of learning

Table 2: Usability metrics according to Benyon (2020) adapted from I1SO (2019)

The of socio-technical systems is important for IS researchers, system providers and users.
"Acceptability is about fitting technologies and services into people's lives" (Benyon, 2020, p. 112).
Acceptance can be seen from different angles, such as political acceptance, convenience, cultural and
social habits, usefulness and economics. Fundamental to the analysis of system acceptance is the

Theory of Reasoned Action (TRA) and the Theory of Planned Behavior (TPB), supporting the prediction
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of how humans behave based on their attitudes and intentions. According to the TRA, people behave
rationally and utilise available information, which allows for predicting actions. The likelihood to act
increases with the intent to perform the action, whereby the intention is influenced by the attitude of
positive or negative thoughts concerning the behaviour and subjective norms. In turn, people's
attitude is influenced by their beliefs about the consequences of the action and the social pressure,
e.g. by family and friends and what they think about the behaviour. Social pressure thereby reflects
the motivation to comply with the perceived expectations of the people around us (Ajzen and Fishbein,
1980; Fishbein and Ajzen, 1975). As an extension of the TRA, the TPB was developed to support the
prediction of repeatable actions. The model was extended by perceived behavioural control, which
reflects the degree of personal control that one perceives to have over the behaviour. Attitude and
subjective norms influence behaviour by intention, whereas perceived behavioural control influences
activities through the effect of intention. Both are influential predictors of behaviour (Ajzen, 1985,

1991; Fishbein and Ajzen, 1975).

Contrary to usability, socio-technical system acceptance requires understanding the context of use.
Several models have been developed to describe the underlying mechanisms and evaluate the success
of IS. Urbach et al. (2009) provided a literature review about the use of multidimensional IS success
models. The authors analysed the theoretical foundation, the object and unit of empiric analysis, the
evaluation perspective, and the data gathering and analysis. According to their findings, the
acceptance model of DeLone and MclLean (1992) was used in more than half of the publications.
Furthermore, IS were mainly analysed by surveying users and performing Structural Equation
Modelling (SEM). IS success was mainly analysed on an individual level and seldom complemented by

an organisational analysis, a finding that was recently confirmed by Clarke et al. (2020).

DelLone and MclLean (1992) developed an integrated view of IS success by presenting a taxonomy, and
an IS success model with the six interrelated and interdependent dimensions: system quality,
information quality, use, user satisfaction, individual impact and organisational impact. The model is
based on usage as an appropriate measure for system success. In the model, system quality measures
the accuracy and efficiency of the system that communicates information, while information quality
measures the success of conveying the meaning of the information. Both influence the effect of the
information on the system user. The six dimensions of the model are interrelated, which has
implications for measuring and analysing IS success in empirical studies. It follows that

interrelationships among the dimensions should be studied or controlled during an analysis.
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User satisfaction

Service quality

Figure 6: Updated IS success model (William H. Delone and Ephraim R. McLean, 2003)

The authors have updated their success model and adapted it to the new challenges of IS practice. The
updated model is shown in Figure 6 as published by the authors in their "A Ten-Year Update" article.
Service quality was added, reflecting that new services are continuously added to many products.
Furthermore, individual and organisational impacts have been combined into net benefits as a
common success measure. Finally, intention to use has been introduced to better distinguish between
mandatory versus voluntary or informed versus uninformed usage. However, intention to use is more

difficult to measure than actual usage (William H. Delone and Ephraim R. McLean, 2003).

The Technology Acceptance Model (TAM), developed by Davis (1985), is another widely used model
for studying the acceptance of systems. The individual's attitude towards system usage is determined
by perceived usefulness and ease of use. Perceived usefulness means that the user believes the system
will enhance the job performance, while ease of use implies that the system usage will require low
effort. Davis also presented evidence that the model can be used in product design. Ease of use is
important, but the usefulness of a system is even more critical (Davis et al., 1989). The robustness of
TAM as a prediction model was verified in a meta-analysis by King and He (2006). The TAM was later
extended to explain perceived usefulness and usage intentions regarding social influence and cognitive
processes. The extended TAM 2 was tested involving voluntary and mandatory usage before and after
system implementation. Social influence processes (subjective norm, image, voluntariness) and
cognitive processes (job relevance, output quality, result demonstrability, perceived ease of use)

significantly influence user acceptance. The term subjective norm is based on the TRA and the TPB
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(Ajzen, 1991; Fishbein and Ajzen, 1975). Subjective norm represents the social pressure which has a
positive effect on the intention to use and on the image representing the status of people. Both
subjective norm and image have a positive effect on perceived usefulness. The experience variable
reduces the impact of subjective norm and intention to use and perceived usefulness for involuntary
use cases. Job relevance describes the perceived usefulness of technology for doing the job and
positively affects perceived usefulness. Output quality represents the effectiveness of technology in
qualitative terms with a positive effect on perceived usefulness. Result demonstrability also positively
affects perceived usefulness and reflects whether a user directly recognises the system's benefits

(Venkatesh and Davis, 2000).

(Venkatesh et al., 2003) recognised the need for a synthesis of several existing user acceptance models
and introduced the Unified Theory of Acceptance and Use of Technology (UTAUT) based on a review
and comparison of TRA, TPB, TAM, the model of PC utilisation, the diffusion of innovations theory and
combinations of these models and theories. They provided a unified tool to assess the success of
technology introduction, helping to understand acceptance drivers. Figure 7 shows the model with the
direct determinants of user acceptance and usage behaviour and the essential moderators gender,
age, voluntariness and experience. Ehrari et al. (2020) recently studied how human motivational
determinants influence the trade-off between safety and privacy in technology acceptance in e-health.

Consequentially, the authors extended the UTAUT model taking human motivation into account.

Performance
expectancy

Effort expectancy

Behavioral intention User behaviour

Social influence

Facilitating 1
conditions

Experience Voluntariness of use

Figure 7: Unified Theory of Acceptance and Use of Technology (Venkatesh et al., 2003)
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The TAM 3 model, as presented in Figure 8, depicts a network of determinants of an individual's
technology adoption and use. It is more comprehensive than TAM 2 and supports actional guidance.
The authors claim that the model helps managers implement interventions to minimise resistance to

new technology (Viswanath Venkatesh and Hillol Bala, 2008).
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Figure 8: Technology Acceptance Model TAM 3 (Viswanath Venkatesh and Hillol Bala, 2008)
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The communication of innovations also influences technology acceptance over time in social systems.
Rogers (2003) described this process in his theory of diffusion of innovations introducing innovators,
early adopters, early majority, late majority and laggards segments. The segments form the adoption
curve of innovations, with the critical mass reaching the chasm point at the boundary of early adopters

and the early majority (Moore, 2014).

Recent discourse criticised the use of usability, and Lah et al. (2020) investigated the relationship
between perceived usability and perceived usefulness/ perceived ease of use of the TAM (Lewis, 2018a;
Tractinsky, 2018). Lewis (2018a) provided evidence that perceived ease of use is another measure of
perceived usability, connecting the TAM to the usability construct and providing an outlook into the
future: "...I believe the construct of usability has a bright future both in usability science (theory) and
usability engineering (practice), either alone or as a fundamental part of the larger assessment of user

experience" (Lewis, 2018a, p. 6).

Vaezi et al. (2019) analysed user satisfaction with IS using a multi-attribute approach. They elaborated
on the relationship between satisfaction with attributes, components, and the overall system to
understand how users perceive system success. The model incorporates the system and service
success components of William H. Delone and Ephraim R. McLean (2003) and shows that user
satisfaction with IS derives from satisfaction with the single system components and the corresponding
attributes. They identified the information attributes satisfaction with information currency, format
and completeness, the system attributes ease of use and response time, and the service attributes
accessibility and availability of support services as most important for user satisfaction. Finally, Jewer
and Compeau (2021) developed a hybrid model for understanding IS success. It is based on William H.
Delone and Ephraim R. McLean (2003) and their focus on system and user but elaborates on the

process elements which represent developments of activities and events over time.

ii. Work of the future
The world of work is continuously changing, and Frey and Osborne (2013) described this change in

their early work, The Future of Employment. The authors developed a labour market model to estimate
the number of jobs at risk through computerisation. They analysed the probability of computerisation
for several hundred occupations with the result that many jobs in transportation, logistics, office
administration, production and the service sector were at risk of being replaced. Frey and Osborne
(2013) also emphasised that new algorithms allow for computerising non-routine cognitive tasks.
Additionally, they predicted that new developments in robotics would lead to further automation.
Together they estimated that approximately 47% of United States employment could be automated

within one to two decades. Their model also showed that salary and education levels were strongly
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linked with the occupation's probability of computerisation and that workers should acquire new
creative and social skills to reallocate to tasks that are non-susceptible to computerisation (Frey and

Osborne, 2013).

Their foresightedness is confirmed by the deployment of robots worldwide. The number of industrial
robots in operation reached 3 million in 2020 and is expected to grow to 500,000 installed units per
year in 2024. However, it should be noted that 70% of industrial robots are installed in Asia, with a
high share in electronics production. According to the industry association, 43% of the industrial robots
installed in 2020 perform handling and 12% assembly tasks. Most of the robots installed in 2020 were
non-collaborative (94%). Advancements in cloud computing, 5G, machine vision, and Al will improve
robots' performance and enable new applications. Service robots are most widely used for delivery
(37%), cleaning and disinfection (29%), medical and rehabilitation (15%), social contact (13%) and
automated restaurants (6%), while mobile robots are established in transportation and logistics, and

medical robots are mainly used for surgeries (Ifr, 2022; Mller, 2021).

The risk of [[e]odRYUleieidbiulela WA TelniFlile]s] Was assessed by Ljubica Nedelkoska and Glenda Quintini
(2018) based on Frey and Osborne (2013) and data from 32 OECD countries of the Programme for the

International Assessment of Adult Competencies (PIACC) (OECD, 2021b). "Earlier discussions about
digitalisation leading to massive job loss are now more nuanced, recognising that changes to task
profiles within jobs may be the more important employment impact" (Eurofound, 2021, p.2).
Subsequently, the analysis considers occupational tasks and the potential of task substitution by Al,
additive technologies, AR or DSS. According to their findings, 14% of jobs in OECD countries are at high
risk, meaning that their substitution with existing technology has a probability of more than 70%, while
an additional 32% of jobs have an automation probability of 50% to 70%. The variation in the risk of
automation across OECD countries is explained by differences in economies, for example, the
occupational mix within industries and the mix of tasks assigned to one occupation. In conclusion, the
likelihood of job substitution is higher in East and South Europe, Germany, Chile, and Japan compared

to Anglo-Saxon and Nordic countries and the Netherlands.

The figures vary between the different industries and jobs. For example, manufacturing fabricated
metal products and manufacturing motor vehicles, trailers and semi-trailers have a mean automation
probability of 52% and 51%, respectively, while the human health industry shows a lower automation
probability of 42%. On an occupational level, assemblers face the highest risk of job substitution with
59%, compared to health professionals with 35%. Overall, the risk declines with education, PIAAC skills
and salary levels. The analysis considered technological capabilities, not actual technology penetration,

influenced by acceptance and adoption (Ljubica Nedelkoska and Glenda Quintini, 2018).
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The Institute for Employment Research (IAB) of the Federal Employment Agency in Germany has
incorporated the findings into the web-based interactive tool Job Futuromat. The tool explains the
degree of automation of an occupation based on its task profile. In addition to statistical information,
the technologies replacing the activities are also presented, and education opportunities are
recommended (IAB Institut fir Arbeitsmarkt- und Berufsforschung, 2021). The IAB has studied the
scientific background at Germany's national and regional levels and described it in related publications

(Dengler and Gundert, 2021; Katharina Dengler and Britta Matthes, 2021).

Additional research has been conducted on the digitalisation of industrial work with sometimes
contradictory results (Hirsch-Kreinsen, 2016). Recent COVID-19 reasoned research has focused on the
possibility of executing tasks remotely. The results showed that 37% of jobs in the United States could
be entirely performed from home, but variations are high between cities and industries (Dingel and
Neiman, 2020; Holgersen et al., 2021). In their occupation-based analysis supported by crowd-sourced
data, Holgersen et al. (2021) calculated a similar figure of 38% for Norway. Digitalisation could help
counteract the skilled labour shortage in many industries and provide earnings for the retired, as
shown by Lorenz and Zwick (2021). The studies underline the influence of digitalisation and the
expected change in the working world with occupational and geographic variations. Thus, the socio-

technical system design must consider the impact of digitalisation on specific work tasks.

An additional effect with extensive impact on the future working world is the ubiquitous
. "...demography plays a crucial and important role in many different economic processes"
(Heijdra and Prettner, 2020a, p. 151). Understanding the influence requires a deep understanding of
economic and non-market dependencies, as demanded by Heijdra and Prettner (2020b). "The
relationship between automation and age is U-shaped, but the peak in automatability among youth
jobs is far more pronounced than the peak among senior workers" (Ljubica Nedelkoska and Glenda
Quintini, 2018, p. 8). The statement linked to the previously outlined substitution risks through
automation shows the dependency between work and age in an exemplary manner. In labour-
intensive processes, these dependencies are high, and the increasingly flexible, decentralised and
knowledge-based work will require new skills. Overall, the demographic change will lead to new
generations entering the workforce, while older generations will work longer or change their form of
employment (Ulrich Walwei, Jirgen Deller, 2021). Compared to 2015, the number of 20-64 years olds
will decrease by 2050 in many high-income countries. Contrary to sub-Saharan Africa, where the
working-age population is projected to reach 1.3 billion simultaneously. The share of people above the
age of 65 is expected to increase significantly in high-income countries. The situation in 2050 is
comparatively reflected in Figure 9 in the form of population pyramids for Low-Income Countries (LIC),

Lower-Middle-Income Countries (LMIC) and High-Income Countries (HIC).
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Figure 9: Population 2050 (United Nations Department of Economic and Social Affairs, 2022)

The global workforce of women is below that of men, but while the gender gap is closing in high-
income countries, it continues to widen in emerging countries (International Labour Organization,
2022). Overall, international trade in the globalised world will increase the demand for highly skilled
workers who fulfil cognitively more complex and collaborative tasks using technological competencies
and often work remotely. The transformation of the labour market will continue with a growing
platform economy employing the emerging middle class, women and the elderly, often with less
economic security, health insurance or retirement plans (World Economic Forum, 2022). Permanent
employment will be increasingly supplemented or substituted by project-based temporary work. At
the same time, work will diversify, with workers holding several jobs and new forms of employment
emerging, such as job sharing, interim management, mobile work, or crowd employment. The
transition toward the circular economy is expected to create 7 to 8 million new jobs by 2030, mainly
in industrial countries (European Commission Competence Centre on Foresight, 2022). The
demographic change and the future of work are increasingly discussed in many countries, with a
particular focus on the ageing workforce. The question that arises in this regard is how the work
environments can be restructured to sustain employability of all age groups, retain people in their jobs
and reintegrate the unemployed into the labour market. Maintaining work performance depends on
many factors, such as willingness to engage in lifelong learning, which socio-technical systems can

support.

Also, work should be organised so that employees can remain active throughout their working lives
without suffering physical or mental health issues. Attention must also be paid to work circumstances
because stressful and poor working conditions are responsible for performance problems as
employees age (Buck et al., 2002). The Later Life Workplace Index (LLWI) has been developed to assess
age-inclusive practices and working conditions for successfully managing age-diverse workforces in
organisations (Wilckens et al., 2021). The effect of age on performance is characterised by a decline in

physical work capacities, retaining mental work capacities, and enhancing cognitive and social skills
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(Karazman 2000). The range of individual differences in performance grows wider as people grow older
each year. However, age-typical changes need to be assessed in combination with individual

performance ability, as visualised in the different curves in Figure 10.
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Figure 10: Individual differences in work performance with increasing age (Buck et al., 2002)

Age becomes a problem if the work demands no longer match the individual work capacities. In the
future, work must be managed to prevent excessive stress on people, promote the mental and physical
performance of employees, and ensure that the capacities of ageing employees are exploited to a great
extent. To summarise, if workers must permanently perform work under unfavourable conditions,
they will likely face health and performance problems as they age. Table 3 outlines common risks and

potential counteractions that socio-technical systems can support (Buck et al., 2002).

Work risks Actions required

- Repetitive work routines - Ergonomic workplace design

- Permanent concentration - Fostering healthy work processes

- Forced awkward postures - Job enrichment by changing type, content,
- Night shifts methods of work, or mixed tasks

- Physically demanding work - Reducing time pressure

- Machine-paced work - Introducing flexible working-time models
- Head, noise, dust - Limiting deployment times

- Tight deadlines

Table 3: Health risks and actions required (Buck et al., 2002)
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For example, socio-technical systems can make job rotation easier, enhance jobs, and offer learning
opportunities. They can also support the training of young workers with low qualifications. However,
"Policy needs to ensure that digital technologies are deployed in the workplace in a human-centric
way" (Eurofound, 2021, p. 22). In his comprehensive contribution, Tams (2022) analysed the lower
performance levels of older users compared to younger ones in executing IT tasks. He developed a
model with information processing speed of older workers as the cause of reduced IT-task capacity
influenced by boundary conditions, as shown in Figure 11. According to the author, IT experience and
self-efficacy mitigate the negative impacts of performance decline, while IT overload and effort cost of
IT use lead to the opposite effect. He concluded his analysis with recommendations for IT designers,
including consistent mapping between interface components based on pattern recognition, using tags

instead of spatial elements and faceted interfaces that group results into broad categories.

Certain resources provide a buffer against
the impacts of declining processing speed
(IT experience and IT self-efficacy)

Information IT-enabled task
processing speed performance

Boundary

conditions —__ Certain conditions of use aggravate the
impacts of declining processing speed
(IT overload and effort cost of IT use)

Figure 11: Extended view of ageing and IT-enabled task performance (Tams, 2022)

Socio-technical systems can secure employees' job performance if designed to compensate for age-
related changes. Consequently, the demographic change and its influences must be an integral part of

socio-technical systems design for labour-intensive processes.

The term is often used in connection with technical systems but is more far-reaching in its
overall concept. Many articles have been published on public health, epidemiological, environmental,
architectural, social, psychological, organisational, energy, communication and cybersecurity
resilience. It is noticeable that demographic change considerably impacts some of these topics (Souza,

n

2015). The National Research Council defines resilience as "... the ability to prepare and plan for,

absorb, recover from, and more successfully adapt to adverse events” (National Research Council,
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2012, p. 1) and refers to the goal of embracing a culture of resilience. Figure 12 visualises the different
phases of resilience and highlights the impact of a disruption and the following absorption and
recovery phases. The goal is to minimise the disruption in system performance and duration. The
adaption phase should secure that systems are more resilient to future disruptions. "Building resilience
does not mean abandoning efficiency, but rather maximising socio-economic systems' longterm

sustainability in the face of future disruptions"” (Trump et al., 2020, p. 220).

High

System Performance

Low

Plan Absorb Recover Adapt

Figure 12: Stages of resilience (LINKOV and Trump, 2019; National Research Council, 2012)

This definition of resilience changes the view in which risk efforts are concentrated in the time before
an incident (National Research Council, 2012). Resilience is linked to BCM and RM and is, therefore,
more broadly defined in the recently revised international standard ISO 22300 as the "ability to absorb
and adapt in a changing environment" (International Organization for Standardization 1SO, 2021). This
view on resilience improves traditional risk-based approaches, particularly for low-probability and
high-impact risks such as climate disasters or cybersecurity threats (LINKOV and Trump, 2019). While
supporting resilience efforts, BCM secures the uninterrupted provision of business operations and
gained attention following the terrorist attacks of September 11™. The ISO 22301 standard defines the
requirements to implement, maintain and improve a BCM system. It can be applied to industries and
healthcare businesses regardless of location, type or organisational size. In this context, RM helps
identify, analyse, evaluate, control and monitor risks, while a well-defined BCM plan supports the
effective management of the identified risks. This relation is also pointed out in ISO 27001 and

BS 25999 (International Organization for Standardization 1SO, 2022; The British Standards Institution,
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2012). For BCM, technical redundancy is essential but insufficient, a fact clearly demonstrated in the
COVID-19 crisis, in which non-technical mitigation measures were widely applied. However, technical

redundancy plays a critical role in many BCM projects.

Resilience can be seen from a system and network perspective, in which system designers need to
understand the interconnections within the system environment. Understanding the dependencies
within a system allows for identifying critical functions that can lead to cascading failures. Thus, system
resilience can be increased by reducing system functioning to core services or strengthening selected
functions. A resilience analysis should include physical, information, cognitive and social domains to
achieve maximum impact (LINKOV and Trump, 2019). Furthermore, Zampieri (2021) proposed a
method to quantify resilience from an ecological perspective as the amount of disturbance a system
could take before it shifts into an alternative configuration and from the engineering point of view as

the ability to restore a previous condition.

Andrea Filippetti et al. (2020) evaluated the relationship between innovation and resilience within the
EU. Their work shows that more innovative regions outperformed less innovative ones following the
2008 financial crisis, concluding that innovation increases resilience during and after a crisis.
Argyroudis et al. (2022) outlined how digital technologies enhance resilience by providing rapid and
accurate assessments of conditions and by supporting decision-making before and during incidents.
Argyroudis et al. (2022) evaluated loT, Al/ ML, Building Information Modelling (BIM), Digital Twin (DT)
approaches and agent-based modelling and their application in the different phases of a resilience plan
for critical infrastructures. However, enhancing systems with technologies and adding connectivity can

also increase vulnerability.

Systems theory can serve as a framework to better understand a system's functionality in the event of
cascading change (LINKOV and Trump, 2019). The systems theory approach can be further
complemented with a panarchy-driven approach incorporating a top-level view of systems and their
interconnections (Gunderson, 2012). A resilient Digital Twin approach to preparing organisations for
unexpected incidents was proposed by van der Aalst et al. (2021). The authors described creating
Digital Twins of an Organisation (DTO) as a grand challenge in the IS field and proposed using hybrid

or augmented intelligence as assistive Al to make DTOs more resilient to disruptions.

Resilience is essential in natural disasters such as earthquakes, hurricanes, wildfires and flooding. The
2017 hurricane Maria, for example, revealed the vulnerability of radiotherapy healthcare services in
Puerto Rico, which was affected by power outages, loss of communication and non-availability of
transport services. Gay et al. (2019) shared their experience of recovering operations after the

hurricane. An empirical study among medical physicists confirmed that digital process data is necessary
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for comprehensive RM. The study also provided a radiotherapy process map supporting BCM work
(Engbert et al., 2019). Recurring human-made disasters such as war and terrorism demonstrate the
need for more resilience across all domains, as shown by Kizub et al. (2022). The authors described
how oncologists continued to provide cancer care to 139,000 individuals with newly diagnosed cancer
and 1,200 children in active treatment during the invasion of Ukraine. In summarising, it can be said
that it is increasingly important to include resilience knowledge in IS system design and to support

resilience with the development of innovative IS.

b. Working environments in industry and healthcare
The working environments in industrial and healthcare are subject to constant change. A look into the

past highlights these changes and supports the view into the future. The following contents are
essential foundations for addressing the research questions. Developments, similarities, and

differences are presented, and the role of humans is discussed.

i. Industry 4.0and 5.0
The term Industry 4.0 was publicly used for the first time at the Hanover trade show in 2011. The

Federal Government of Germany associated Industry 4.0 with the potential to create value and
accelerate innovation. It was included in the 2014 high-tech strategy Innovations for Germany
(Steinhoff, 2016). Many countries defined similar government strategies such as Made in China 2025,
Ubiquitous Manufacturing South Korea, Bring Manufacturing back to the UK, and Future of

Manufacturing Norway. Based on the numerous publications, Industry 4.0 can be seen as:

"...Industry 4.0 involves value chain organisation and technology. CPSs keep track of
physical processes, connect the virtual world with the physical world, and make
decentralised decisions within the smart factories of Industry 4.0. Moreover, the loT
enables real-time collaboration and communication between CPS. Decision-making
processes are supported by DM [Data Mining], which is able to discover knowledge from
various sources. Participants can utilise both the cross-organisational and internal services

via the loT."
(Wang et al., 2017, p. 315)

Wang et al. (2017) described Industry 4.0 reflecting the evolution of industrial production from craft
to mass production and from mass customised to mass personalised production, as shown in Figure 13.
Craft production or Industry 1.0 of the 18" century was characterised by products manufactured

according to specific requirements. A limited number of products were manufactured at high costs. A
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paradigm change appeared with machine-based production. Mass production or Industry 2.0 allowed
to produce products at low cost but with a limited variety using assembly lines, standardisation and
division of labour. Mass customisation production of Industry 3.0 is driven by the developments in
computer, information and automation technology, allowing a wider variety of products to be
produced efficiently with flexible manufacturing systems supported by Enterprise Resource Planning
(ERP) and Manufacturing Execution Systems (MESs). Mass personalisation production of Industry 4.0
enables smart factories to produce fully customised products at the cost of traditional mass production

(Wang et al., 2016; Wang et al., 2017).
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Figure 13: Evolution of production paradigm (Wang et al., 2017)

The components of Industry 4.0 have evolved with the development of technologies. CPS connect the
virtual and the physical world. They are highly networked solutions equipped with intelligent sensors
and actuators. The Internet of Things (IoT) is based on networked CPS and objects that collaboratively
exchange information supported by new technologies. New mobile communication networks such as
5G enable machine-to-machine (m2m) communication with high bandwidth and low latencies (3GPP,
2022; Telefonaktiebolaget LM Ericsson, 2016). The advances in data handling, particularly in Al,
support the storage and analysis of large amounts of distributed data, while the Internet of Service

(loS) provides services to users via multiple channels.

Many Internet 4.0 technologies and their implementations are shown in the 27 Small Medium
Enterprise (SME) centres in Germany (Bundesministerium fiir Wirtschaft und Klimaschutz, 2022). The

early framework for mass personalisation production developed by Wang et al. (2017) and shown in
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Figure 14 is still valid even considering the fast development of Al, Blockchain, 5G technologies, and
Digital Twins and their impact on IS (French et al., 2021). With a technology-independent view, Deuter
and Pethig (2019) undertook an approach to generalise the multiple definitions of a DT and positioned
it in the Reference Architecture Model Industrie 4.0 (RAMI 4.0), as described in DIN SPEC 91345
(German Institute for Standardization, 2016). The model provides a basic architecture for Industry 4.0,
including an Asset Administration Shell (AAS), and allows a classification according to the life cycle of
products according to IEC 62890 and the IT representation in the hierarchy according to IEC 62264 and
61512 (International Electrotechnical Commission, 1997, 2013, 2020). The importance of DTs for
industrial applications has often been described, and the Industrial Digital Twin Association (IDTA) was
founded to support the implementation and dissemination of DT technologies (Industrial Digital Twin

Association, 2022).

Enterprise Information System

Order Resource Project Supply Chain
Tracking Management Planning Management

Manufacturing Execution System

Production Production Work in Resource
Planning Scheduling Process Mgmt. Allocation

Internet of knowledge

Data Artificial Optimisation
Mining Intelligence Algorithms Data
Cyber-Physical-Systems
Internet of Service Warehouse Management System

Network Layer

Figure 14: Mass personalisation production (Wang et al., 2017)

In addition to technological developments and the experiences from the COVID-19 crisis, there is a
paradigm shift noticeable away from pure growth-orientated business toward sustainable economies.
The European Commission (EC) described this shift in the Green Deal vision as Industry 5.0 and

transformative for Europe based on resilience, sustainability, and regenerative and circular economic
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principles. The Industry 5.0 vision is proposed to supersede Industry 4.0 and is expected to deliver new
forms of economic and social value as well as higher resilience against future crises. Table 4 compares
Industry 4.0 and 5.0, highlighting the approach to connecting digital transformation with sustainability
and climate action (European Commission, 2022; European Commission Directorate-General for

Research and Innovation, 2021).

Industry 4.0 ‘ Industry 5.0

- Enhanced efficiency through digital - Combines competitiveness and sustainability
connectivity and Al - Alternative modes of technology governance for
- The emergence of cyber-physical objects sustainability and resilience
- Optimisation of business models for profit - Human-centric approach toward technology
maximisation - Empowering workers with digital devices
- No focus on the decoupling of resource and | - The transition towards environmentally
material use from negative environmental, sustainable uses of technology
climate and social impacts - Corporate responsibility for the value chain
- Indicators for the progress towards well-being,
resilience, and sustainability

Table 4: Comparison of Industry 4.0 and 5.0 (European Commission Directorate-General for Research and Innovation, 2021)

While the vision of Industry 5.0 is described, the current state of digitalisation of production in
countries and industries is still very different. Wagire et al. (2021) presented an overview of Industry
4.0 maturity models. They developed a technology-focused model specifically adapted for developing
countries, while Zutin et al. (2022) analysed the maturity of Industry 4.0 technologies for the
application in aircraft manufacturing, which needs to produce faster, cheaper and better while

following the strict regulations of aviation agencies.

ii. Healthcare 4.0
"Health lags far behind other sectors in harnessing the potential of data and digital technology, missing

the opportunity to save a significant number of lives and billions of dollars" (OECD, 2019, no
pagination). The digitalisation of healthcare offers the opportunity for better patient care, more
efficient hospitals and high-tech medical products (Kaltenbach et al., 2018). However, in many
countries, healthcare systems must catch up with digitalisation and reform healthcare ecosystems
through information and technology (Healthcare Information and Management Systems Society,

2019). Gastaldi and Corso (2012) proposed a two-fold approach exploring, on the one side, new and
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better approaches to delivering hospital healthcare while, on the other side, exploiting existing
routines. Exchange of experience with adjacent areas can provide fresh ideas (Javaid and Haleem,
2019; Unterhofer et al., 2021). The term Hospital 4.0 has become established based on the
digitalisation of production in Industry 4.0. Hospital 4.0 describes the digitalisation and networking of
treatment and care processes in hospitals with networked and interoperable medical devices that
provide digital services. These devices interact with users via intuitive human-machine interfaces and

offer application opportunities (Mildner et al., 2019).

Hospitals, contrary to industries, are based on diagnosis and therapy processes, supported by logistics
processes such as pharmaceuticals supply, laundry services and waste disposal. Also, instead of
manufacturing products, hospitals treat patients with care activities. Communication between
patients and treatment providers must be considered when digitalising processes and services.
Medical cyber-physical systems (MCPS) can support physicians and nurses in decision-making and
optimise the supporting processes (Dey et al., 2018). Figure 15 compares industrial production in an
assembly line with Industry 4.0 production and the patient flow in a hospital. The flexible production
of Industry 4.0 with the organisational principle of batch size one is similar to the patient flow in
hospitals, with the patients moving individually between the diagnosis and treatment activities.
Standardisation of treatment paths is applied, but patients remain individual. Hospital employees such
as physicians, nursing and administrational staff must communicate and exchange information for the
best treatment of patients with the given resources. Information and user assistance systems can
support staff to increase their process efficiency and improve patients' individual and demand-

oriented therapy (Kruse et al., 2018; Meister et al., 2019; Wibbeling et al., 2018).

Production flow assembly line Production flow Industry 4.0 Patient flow hospital
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Figure 15: Comparison of industrial production and hospital operation (Wibbeling et al., 2018)
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In this context, Electronic Health Records (EHRs) are particularly important and have the potential to
transform the healthcare sector. These can be individual EHRs containing patient medical care data or
EHRs aggregating data on an organisational or geographical level. "But while the majority of OECD
countries (70%) say they are implementing ways for people to access their health data electronically,
fewer than half (43%) include the ability for patients to interact with their own health records" (OECD,
2019, no pagination). Privacy, interoperability and security are limiting factors for both types of EHRs.
However, IS researchers have the theoretical and technical expertise to design, develop and facilitate
EHRs (Kohli and Tan, 2016; Kruse et al., 2018). During the design of EHRs, a socio-technical systems
approach should be followed to secure usability and reduce clinician workload. The design should be
based on a deep understanding of the work environment of clinicians and care teams. Finally, health
care organisations and EHR providers should establish continuous design and learning cycles to
improve system usability (Carayon and Salwei, 2021). Using Al, aggregated EHRs can also predict the
likelihood of a patient’s future health status, as shown by Li et al. (2020), which enables value-adding

applications.

iii. Radiotherapy 4.0
Compelling application scenarios for Healthcare 4.0 arise in the technology and labour-intensive

radiotherapy as an essential part of cancer treatment. More than 15 million cases of cancer are
diagnosed each year. Cancer is the second leading cause of death worldwide, responsible for
approximately 10 million deaths yearly. The number of cancer cases is expected to increase by 75% in
the next 20 years (The International Agency for Research on Cancer IARC, 2022). The reasons for this
are the growing world population and the increasing life expectancy. In addition to surgery and
chemotherapy, RT is the most important form of cancer treatment. It is often combined with the
aforementioned therapies for curative and palliative purposes. Studies state that the treatment
benefits more than 50% of cancer patients (Atun et al., 2015). Radiotherapy is performed in hospitals
and RT centres and requires high resources. Diagnostics and therapy equipment are capital-intensive,
and extensive construction work is necessary for therapy rooms. Operating costs are high, as regular
machine maintenance and specialised staff are necessary. Today, linear accelerators (linac) are used
worldwide, and technological advances enable more precise, efficient and personalised treatment

(Mdller-Polyzou, Reuter-Oppermann et al., 2019).

In analogy to Industry 4.0, technical inventions have influenced the development of RT. Electrification
was the prerequisite for X-ray tubes that enabled Radiotherapy 1.0, while Radiotherapy 2.0 originated

with the discovery of artificial radioactivity and the understanding of radiation physics. New IT systems
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enabled imaging and 3D planning of treatment plans in Radiotherapy 3.0. Finally, Radiotherapy 4.0 is
the extensively digitalised RT shown in Figure 16. Like Industry 4.0, it is primarily driven by advanced

integrated systems and high connectivity.
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Figure 16: Development of Radiotherapy 1.0 to 4.0 (own figure)

Radiotherapy 4.0 is closely linked to Hospital 4.0. The intelligent interaction of people and technology
in Radiotherapy 4.0 can reduce complexity and increase efficiency and patient safety. Radiotherapy 4.0
thus addresses the challenge of efficient, high-quality, and cost-conscious cancer treatment (Kramer

and Stoffers, 2019).

"...health systems remain ‘data rich but information poor’. Many opportunities to improve the health
of individuals and communities remain untapped" (OECD, 2019, no pagination). Assistance systems
with varying degrees of intelligence and interactivity can utilise data to provide information to users
with a view to efficient and safe RT. Figure 17 presents the radiotherapy process with the underlying
data sources and IT systems. The workflow is divided into diagnosis, radiotherapy treatment and after-
care with sub-processes admission, imaging, planning, treatment, discharge and follow-up.
Radiotherapy is data-rich, a fact pointed out in several Al publications (Parkinson et al., 2021;
Thompson et al., 2018). The data used or generated in the various sub-processes is structured, semi-
structured or unstructured, as in many healthcare areas (Traverso et al., 2019). It can be digital or
analogue, real-time or non-real-time. Some data is exchanged automatically between the involved
systems. Other data need to be processed manually by RT staff (Eder & Shekhovtsov, 2021; Mayo et

al., 2018). Oncology Information Management Systems (OIMS), often integrated into Hospital
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Information Systems (HIS), have evolved from linac control systems to comprehensive systems
providing specific interfaces for the different occupation groups in the RT department, thus supporting
patient management, staff management and linac control (Elekta, 15.01.2022). Picture Archiving and
Communication Systems (PACS) support the management of extensive image data from prevailing
imaging systems. Therapy Planning Systems (TPS) are central software tools that determine the exact
dose distribution in defined areas within the patient's body. They communicate with OIMS and PACS

via standardised DICOM file exchange. Furthermore, RT centres often use additional billing, patient

management, and quality assurance solutions (Miller-Polyzou et al., 2022).
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Figure 17: Radiotherapy data sources and IT systems (own figure)

Socio-technical information and user assistance systems can utilise the data in descriptive, diagnostic,
predictive and prescriptive ways according to the categorisation of Gartner (2022), balancing the level

of human input towards decision and action-taking.

iv. Operator4.0
A vision for Operator 4.0 is presented by Romero et al. (2016) in the context of Human Cyber-Physical

Systems (HCPS) and adaptive automation. They describe work systems for Industry 4.0, which are

based on a human-automation symbiosis aiming to increase production efficiency. The systems
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execute a form of adaptive automation for the dynamic allocation of task control to human operators
or machines. Romero et al. (2016) describe Operator 4.0 as an evolution of the interaction of operators
with manufacturing systems, as shown in Figure 18. The Operator 1.0 is characterised by manual and
dexterous work with limited support from mechanical tools and machines. For a long time, this was
the predominant form of work. The Operator 2.0 arose with workers being assisted by computer-aided
control and automation systems. The Operator 3.0 interacts with industrial robots in human-robot-
collaboration scenarios, surrounded by machines and computer tools. Finally, Operator 4.0 represents
the smart worker of the future who is aided by HCPSs creating adaptive production systems based on

enhancing human physical, sensorial and cognitive capabilities (Romero et al., 2016).
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Figure 18: Evolution from Operator 1.0 to 4.0 (Romero et al., 2016)

The goal of adaptive automation is:

"...the achievement of human-automation symbiosis by means of adaptation of
automation & control across all workstations of a human-centred and adaptive
production system in order to allow a dynamic and seamless transition of functions (tasks)
allocation between humans and machines that optimally leverages human skills to

provide inclusiveness and job satisfaction while also achieving production objectives."
(Romero et al., 2016, p. 679)

Adaptive automation can be reached with human-in-the-loop supervision of the operator’s

performance in human-machine interaction. The supervision can be performed by the operator, by

the machine or by both using a hybrid setup (Munir et al., 2013). Romero et al. (2016) describe human
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agents with their physical, sensorial and cognitive capabilities and artificial machine agents with their
repetitive capabilities. In their vision, hybrid agents are intelligent in a symbiotic relationship between
human and machine that extend the Operator’s 4.0 abilities to perform manual tasks according to the
performance and quality expectations considering that the skills of the Operator 4.0 can change over
time. The design of the systems shall secure operator-friendly work conditions in terms of
practicability, safety, freedom from impairment, and individualisation and personalisation. Gazzaneo
et al. (2020) introduced the Operator 4.0 compass, as shown in Figure 19, representing the
technologies connected to the activities and capabilities of workers while highlighting the importance
of interaction capabilities in addition to cognitive, sensorial and physical abilities. In this sense, the
Operator 4.0 is empowered by adapting the shop floor according to workers' skills, capabilities, and
needs. However, regarding workplace design, empiric analysis shows that the assessment of personal
data related to well-being or performance is not welcomed among workers. Instead, workers would
like to participate in their workspace and production design. Promising Operator 4.0 solutions seem to
be the ones that support smooth work practices and workers' individuality (Kaasinen et al., 2020).
Consequently, Value Sensitive Design (VSD) based on conceptual, empirical and technical investigation
can be used to secure human values considered in system design. Value conflicts limiting the design
space can arise, for instance, in trust against security or privacy against security (Gazzaneo et al., 2020).
Value conflicts can also occur in the healthcare sector with the processing of patient health data.

Special legislation is in force to protect patient health data (Bundesanzeiger, 2020).

Big Data

Analytics  Health Monitoring
Sensors

Artificial
Intelligence

Virtual Reality
Personal Activity

Simulation Trackers

Cognitive Sensorial Posture Sensors
Cloud C biliti C Bty
Computivz apabilities apabilities 0T Sensors
Work Wearable
Environment Devices

Human-Machine
Physical Interaction Interfaces

Capabilities Capabilities

Collaborative
Robots

Exoskeletons Augmented Reality

Actuators and
Control Devices

Mobile Devices

Personal Intelligent
Social Assistants
Network Agents

Teleoperated
Systems

Figure 19: Operator 4.0 compass (Gazzaneo et al., 2020)
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Depending on the IS application, several operators can exist. In RT, for instance, medical physicists
operate and supervise complex technical devices. They apply physical methods in medical diagnostics
and therapy and are responsible for the quality and safety of the technical equipment and processes.
Their responsibilities increase in clinical practice with the move toward more specialised treatment
courses and modalities (Samei, 2022; Samei and Grist, 2018). Medical technical assistants for nuclear
medicine or radiotherapy technologists (RTT) support the RT processes during imaging examinations

and at the linac and work directly with the patients (BERUFENET 2019).

In summarising, the Operator 4.0 concept recognises the human-centric role of the operator in HCPS
and urges the consideration of human factors in industrial and healthcare socio-technical system
design. Consequently, Gazzaneo et al. (2020) stated, "...Industrial Revolution is inevitably changing not
only what the human operators do and how they do it, but also who they are, their identity and all the

ethical issues associated with their practice" (Gazzaneo et al., 2020, p. 219).

v. Patient 4.0
The concept of Patient 4.0 is closely linked to the digital life journey, which describes the data spaces

created around people from birth to death. These include personal data categorised into volunteered,
observed, and inferred data. Individuals' volunteer data is shared by themselves, while external
sensors record observed data. On the other hand, inferred data is derived from volunteered and
observed data (World Economic Forum, 2011). Personal data storage, Digital Twin, usage control,
sovereignty, and ethics are often discussed in connection with personal data. Personal data storage
addresses safeguarding personal data, which can be implemented centrally or in federated systems.
The machine readability of the data is essential for Al applications (Panesar, 2019). The Digital Twin as
avirtual patient is derived from Industry 4.0 and offers advantages from a healthcare perspective, such
as personalised medicine (Bruynseels et al., 2018). Determining who is allowed to use personal data is
already incomprehensible for many people, a fact that will become even more difficult with the
progressing digitalisation. Meta-consent concepts build on defined data, and user classes can provide
a solution to this problem. Ploug and Holm (2016) presented such a concept for the healthcare sector.
Decision-making power over personal data is closely linked to data sovereignty, including the guiding
principles of freedom of choice, self-determination, self-control and security. Data sovereignty
requires both digital competencies and regulation. Data ethics describes fundamental issues of moral
and societal handling of personal data. In this context, the aim is to create more transparency,

decentralise data, and enable data donations (Palmetshofer et al., 2017).
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Meister and Otto (2019) presented a framework for a self-determined life in an increasingly digitalised
world. The framework is illustrated in Figure 20 and covers the three evolutionary steps Digital
Shadow, Digital Me and Digital Twin. The Digital Shadow is characterised by data stored in data silos
of different providers and only available to selected applications. The user has only minimal influence
on the usage of the data. The Digital Me secures a holistic view of the available data as it works across
provider boundaries. The data becomes transparent to users, and users can control their data. Finally,
the Digital Twin interacts with the ecosystem while learning and performing new skills. Overall, the
framework ensures that citizens can make sovereign decisions about using their data. Personal Data
Storage is a central element in the framework and consists of all data of the Digital Me. The Digital
Business Model reflects that the individuals and their data become part of a business model, with a
value assigned to the personal data. Digital Literacy, Digital Rights and Regulations, Digital Ethics,
Digital Governance and Corporate Digital Responsibility describe the individual’s technical capabilities
and the legal, regulatory and ethical framework for data usage. The Digital Business and Data
ecosystem connects producers, suppliers, buyers and other market participants (Meister and Otto,
2019). Hadzic and Chang (2010) show an application in the healthcare sector with their Digital Health

Ecosystem (DHES) that incorporates the use of the EHR within the DHES.
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Figure 20: Digital Life Journey Framework (Meister et al., 2019)

Jannes et al. (2019) provided a profound overview of algorithms for digital healthcare, showed how
they can contribute to improving care and discussed issues of misuse and liabilities for algorithm-based
decisions. "Not everything that is technically feasible is necessarily societally desirable" (Jannes et al.,

2019, p.6). And remembering that "Digitalization is more than technology; it is a process of
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transformation. Especially in healthcare, the human-to-human interaction like patient-to-physician
plays an important role" (Meister et al., 2019, p. 330). For example, shared decision-making between
patients and physicians can be supported by Patient-Reported Outcome Measures (PROMs), which
objectively measure the perceived health status of patients with standardised questionnaires. PROM
data supplement clinical and health system process data. "The fundamental idea is that what really
matters is the health-related quality of life: every medical intervention should ultimately contribute to
improving or maintaining the patient’s quality of life or to mitigating an impending deterioration"
(Steinbeck et al., 2021, p. 4). PROM data collected, for example, with mobile applications, provide
feedback for continuous improvement. Identified success factors for PROM implementation are
patient focus, the definition of clinical champions, standardisation, IT infrastructure, incentives and
political will (Steinbeck et al., 2021). The approach is supported by the extended chronic-care model
developed by S. Y. Ho et al. (2019), which introduced the informed activated patient taking an active

role in healthcare services:

"People want to take greater control of their health. In 2017, 3.7 billion health-related
smartphone apps were downloaded globally, up from 1.7 billion in 2013. The proportion

of adults seeking health information online more than doubled between 2007 and 2017."

(OECD, 2019, no pagination)

vi. Similarities and differences
"Industry 4.0 and digitalization. Both of them address the lack of skilled workers at the one hand and

the need for increased productivity at the other hand" (Meister et al., 2019, p. 330). Unlike industry,
hospitals work with patients, which adds further complexity. However, in terms of process flows, the
principle of Industry 4.0 can be transferred to the patient in the hospital. The treatment path,
resources requirements and flow of materials are similar in Hospital 4.0 and the Smart Factory, with
patients moving individually between the therapy steps. Hospital 4.0 is defined by high agility focusing
on the diagnosis and therapy processes. It is personnel-intensive, and hospital staff are crucial to the
success of the therapy. The support provided by socio-technical information and assistance systems
provides context-sensitive information, leading to more efficient processes and needs-based care for
patients (Wibbeling 2018). The potential for improvements is high. "...a fifth of health care
expenditure in OECD countries (around USD 1.3 trillion annually) is not used to generate better health,
and sometimes even harms health" (OECD, 2019). Therefore, there is a considerable need for

optimisation in the healthcare sector.

48



c. Challenges
In 2007, a TV station pointed out the lack of digitalisation in the Australian healthcare system. "One of

the major killers of patients is the Australian medical systems’ own chronic inability to share vital
information" (ABC News, 2007; Hadzic and Chang, 2010). This drastic statement is understandable
even in today's world. A survey among doctors in German practices in 2021 showed that 53% of
medical practices still communicated by telephone, 19% by mail and 22% by fax (BITKOM and
Hartmannbund, 2021). In contrast, opportunities can arise from the digital transformation in the health

sector:

"A digital transformation can help meet the changing needs of patients and the public. It
can serve as a catalyst for a team-based approach to deliver quality and co-ordinated
health services. This is particularly important with ageing populations, a growing chronic

disease burden and rising expenditure."
(OECD, 2019, no pagination)

In contrast, industries have made considerable progress in digitalising and automating processes and
activities. Transferring learning from industry to the healthcare sector can help overcome the
digitalisation challenge while creating research opportunities for the Business and Information

Systems Engineering (BISE) community (Legner et al., 2017).
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3. Information and assistance systems
The research field of IS comprises a wide range of interdisciplinary aspects within the IS lifecycle from

development to application in organisations. Technological innovations have stimulated research
activities in IS and related scientific areas leading to a rich knowledge base. "...the major strength of
the field is its responsiveness to a large variety of issues emerging in organisations as they learn to
exploit the new technological potential" (Avgerou, 2000, p.2). The scientific field of IS is
interdisciplinary, but it is strongly linked to engineering and social sciences. It is often challenged by
both disciplines and must continuously prove its value. Nevertheless, it is also argued that the complex
nature of IS requires interdisciplinary theories and methodologies. Being oriented on improving real-
life aspects of organisations, IS research is responsive and produces knowledge directly impacting
practice. This fact is perceived as a significant strength of IS research compared to traditional

academics (Avgerou, 2000; March and Smith, 1995).

IS research originated from applied computer science and has developed with IT innovation and
organisational impact. Today IS studies are often hosted in business and economic schools rather than
in computer science and engineering. Major academic journals and conferences have evolved, such as
the Management Information Systems (MIS) Quarterly, Information Systems Research, Scandinavian
Journal of Information Systems, the European Journal of Information Systems, the Journal of
Information Systems, and the International Conference of Information Systems (ICIS) (Avgerou, 2000).
Furthermore, the creation of the Association of Information Systems (AIS) in 1995, with its regional
structure for America, EMEA and Australasia, was a significant milestone for the academic field of IS
(Association for Information Systems, 2022). According to Avgerou (2000), the field of IS includes five
thematic areas, as depicted in Table 5. The topics differ in their application areas and the underlying

supporting research fields.

Thematic area ‘ Characteristics

Applications to support the - Application areas such as database technology, transaction

functioning of an organisation processing systems, DSS, expert systems, electronic data
interchange, multimedia systems, computer-supported
cooperative work systems

- Understanding the domains of application and developing
models for forming applications

- Based on decision theory, psychology, organisational theory

and operational research

The process of system - Develop reliable and effective systems in a cost-efficient way

development - Introduction of system analysis and life-cycle management
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- Shift from system construction to system implementation and

management issues

IS management - Evolution of IT and learning processes within organisations

- Centralised and decentralised management of IS

- Comprises IS strategy development, using IT to manage
change, applying IT in multinational set-ups

- Informed by strategic management, quality management and

business process engineering

The organisational value of IS - Cost-benefit analysis, profitability, and competitiveness
- IT as an enabler of organisational transformation
- Adoption of social sciences to understand the impact on

organisations

The societal impact of IS - Impact on wealth creation, working life and social life
- Aspects of socio-economic development, work, privacy,

identity, democracy, and ethics

Table 5: Main thematic areas of information technology (Avgerou, 2000)

The work described in this dissertation is classified as designing applications to support the functioning
of industry and healthcare organisations. However, it is also influenced by the themes organisational

value of IS and societal impact of IS, as it impacts the working life of users and the social life of patients.

"From a conventional academic perspective IS has serious limitations. It lacks the distinctiveness of
theory and method that is usually associated with scientific disciplines" (Avgerou, 2000, p. 22).
Therefore, IS scholars have spent effort establishing theories, paradigms, and methodologies. Multiple
theories inform the five thematic areas and reference disciplines, such as system modelling and
development, knowledge-based systems and DSS, individual and organisational behaviour, problem-
solving and decision making, business, economics and sociology. Most influential, however, are
systems theory and the organisational rationalism and structuration theory, as presented in Table 6

(Avgerou, 2000).

Thematic area ‘ Characteristics

System theory - Breakdown of problems into parts and discovery of causality
(P. Hanika, 1977) between the elementary unit or variables of these parts

- Valid across conventional disciplines
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- Generalisation to general system theory and specialisation,

e.g. soft systems theory for unstructured problems

Organisational rationalism - Study of organisations in society with a focus on improving

(Becker and Potter, 2002) organisational efficiency

- Includes decision-making theory, administration science,
industrial and organisational psychology

- Dominant approach in management research

Structuration theory - Socio-technical tradition of IS research, which conceptualises
(Giddens, 1986) the association of technology and organisations

- Reconciliation of the technical and the social

- The critical theory showed that most IS development

approaches support an interest in technical control

Table 6: Important influential theories (Avgerou, 2000)

In his map of science, shown in Figure 21, Hieronymi (2013) positions system science and system design
in the sciences field. In his view, System Science and System Design create a bridge between formal
sciences and normative sciences. In line with Avgerou (2000), cognitive, social and technological
systems aspects are particularly interesting for this dissertation, and with it the scientific fields of

psychology and cognitive sciences, sociology, economy and engineering.

Logic and

mathematics

Systems Science: systems theory,
cybernetics, information, complexity

Earth sciences, __— Ecology, Psychology, Sociology, T Engineering
Physics, chemistry — Biology Cognitive sciences Economy sciences
Cognitive Social Technological
systems systems systems
= S

Systems Design: decision making, problem
solving, design
|

Values and
aesthetics

Figure 21: Map of science - system science and system design (Hieronymi, 2013)
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"The recent years ... have seen IT-based innovations that truly impact everybody’s lives. Everything
that can be digitized will be digitized, and this trend is continuing at an amazing speed" (van der Aalst
et al., 2018, p. 443). In their contribution to the 60th anniversary of the BISE journal, van der Aalst et
al. (2018) reflected on the past, present and future of IT and IS and presented the shared view of
leading IS scholars. In their view, the discipline becomes more multi-paradigmatic, enabling holistic
solutions to problems. The authors highlighted the impact of the developments in IT and referred to
the growth of computing power that has brought IT and the real world closer. Hurdles of digitalising
enterprises have been solved, and the future emphasis will be on better, more user-friendly and easier-
to-interconnect software systems, taking into consideration Responsible Data Science (RDS), securing
fairness, accuracy, confidentiality and transparency (van der Aalst et al., 2017). Recently, in line with
Industry 5.0 aspirations and following up on previous work by Dedrick (2010), a call for green IS
research accelerated. Exemplary systems were named to help companies reduce carbon emissions

(Lehnhoff et al., 2021).

The interdisciplinarity of IS influences the concept of knowledge creation. On closer examination,
knowledge creation in IS has two dimensions. IS research can advance knowledge within the
boundaries of the IS discipline, but it can also engage with other research disciplines. Following this
path, Tarafdar and Davison (2018) theorised four types of knowledge contribution structured by intra-

and interdisciplinarity, as shown in Figure 22.

Knowledge contribution in IS research

intra-disciplinary

inter-disciplinary

knowledge contribution knowledge contribution

v
Single disciplinary
A contribution to the
IS discipline that
draws on theories
and concepts core to
the IS discipline itself.

v
Home disciplinary
A contribution to the
IS discipline that
draws on theories
and concepts from
the IS discipline and
other reference
disciplines.

v
Cross disciplinary
A contribution to the
IS discipline and one
or more other
disciplines, and that
draws on theories
and concepts from
the IS discipline and
other reference
disciplines.

v
Interdisciplinary
An integrated
contribution that
develops
fundamentally new,
fused concepts,
which exist at the
intersection and
inter-subjective area
of IS and other
disciplines, and that
draws from the IS
discipline and other
disciplines.
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A literature review in the Basket of eight journals of the AlS unveiled that 84% of the publications were
intra-disciplinary. Fewer interdisciplinary IS research were identified, mostly related to psychology,
strategy, organisational behaviour, economics, operations research and sociology. Notably, only one
article related to health care was identified in the analysis. The authors stated, "The IS discipline needs
a robust disciplinary core that is strong in its indigenous understanding of IS phenomena together with
a supple and open-minded disciplinary boundary that can confidently engage with other disciplines"

(Tarafdar and Davison, 2018).

The contribution in this dissertation is cross-disciplinary within the category of inter-disciplinary
knowledge contribution. As shown in Figure 23 and adopted from Tarafdar and Davison (2018), it
utilises IS research frameworks, draws from adjacent theories and alternates between industrial and
healthcare applications. The analysis conducted by Clarke et al. (2020) of more than 500 articles in the
Basket of eight journals of the AIS showed that most publications (96%) took a single perspective on
one stakeholder only, and most of them (93%) took the perspective of the system sponsor. Following
the recommendations of Clarke et al. (2020), single-perspective and dual-perspective research are

used in this dissertation with the views of system stakeholders and system users.

Organisational
theories

System ‘ Social

theory theories
N S I 7 /

™\ Consolidated and d
expanding deep structure:
single and home

Periphery of flux:
Cross and inter-
disciplinary IS research

/~ disciplinary IS research ™~

/ > \ Human-

Healthcare I Computer-
Interaction

Industry 4.0

Figure 23: IS environment adapted from Tarafdar and Davison (2018)

In summary, it can be said that the need for IS research continues to increase, driven by innovations,

digitalisation of the working and private environment, and extensive global networking of systems and
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devices. At the same time, the need for secure, resilient, and user-friendly systems is continuously
increasing. Therefore, research will shift from technology-focused to behavioural and social issues-
oriented methodology. This dissertation supports this shift and follows Van der Aalst et al (2018)
regarding the approach toward better, more user-friendly and easier-to-interconnect software

systems.

a. Research challenges
The scientific classification of information and assistance systems and the recognition of the reference

disciplines in engineering and social sciences impact the research challenges. Kolp et al. (2019)
presented an overview of scientific areas and corresponding research challenges. The areas were
outlined in connection with the International Conference on Research Challenges in Information
Science (RCIS). Since then, minor changes have occurred, as the topics of interest of the RCIS 2022
reveal. The area of business process management was broadened to enterprise management and
engineering, while digital transformation was added as a new research challenge. Also, user-centred
approaches were more broadly formulated as user-oriented approaches, including the vital challenge

of human factors in IS. The eight scientific areas and corresponding research challenges are shown in

Table 7 (International Conference on Research Challenges in Information Science, 2022).

Scientific area Research challenges

IS and their Requirements engineering, model-driven engineering, data-driven
engineering evolution, method engineering

User-oriented Social computing and social network analysis, user-centred design,
approaches collaborative computing, human factors in IS

Data and information Databases and information, information search and discovery, information

management security and risk management, conceptual modelling and ontologies
Enterprise Business process engineering and management, process mining,
management and enterprise modelling, digital transformation

engineering

Domain-specific IS E-health, E-government, E-commerce, Industry 4.0, web-based
engineering applications and services, smart cities, digital humanities

Data science Big data and business analytics, decision information systems, knowledge

discovery and management, information and value management

Information CPS, web information systems (WIS), grid computing and cloud computing,

infrastructures loT, pervasive and mobile computing
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Reflective Research Research methodologies in IS, the impact of information on the enterprise
and practice and the individual, lifecycle models, design science and rationale, action

research and case studies in IS

Table 7: Topics International Conference on Research Challenges in Information Science (2022)

Research frameworks have been developed to specify research challenges for specific application
domains. Cohen et al. (2019) analysed the design and management of digital manufacturing assembly
systems in Industry 4.0. They identified the main technical research trends as standardisation,
integration, service-oriented architecture (SOA), intelligent devices, new Industry 4.0 applications and
technology transfer. These were complemented by the main organisational research trends resilient
smart factory, employer skills evolution and employers' working activities. Mettler and Raptis (2012)
provided a research framework for Health Information Systems (HIMs), elaborating on the challenges,
trends and enablers. They highlighted the opportunities in E-Health, clinical systems, personal life,
independent living, patient-centred systems, clinical support systems, medical DSS, home care and
chronic disease systems, personal guidance, patient safety and quality improvement systems. The
research challenges and opportunities reflect the breadth and the need for further knowledge in IS,

particularly for assistance systems as one form of IS.

b. User assistance systems
One form of IS is user assistance systems. Morana et al. defined user assistance as:

"... an intelligent system’s capability to assist users while performing their task by means
of human-, task-, and/or context-dependent augmentation of the human—computer
interaction. User assistance systems bridge the gap between the system’s functionalities
and the human’s individual capabilities with the goal of positively influencing task

outcomes."
(Morana et al., 2020, p. 189)

The authors classified user assistance according to the degree of interactivity and intelligence.
Interactivity represents the bidirectional interaction between users and the user assistance system.
This interaction can be, for example, in the form of dialogue using text and voice channels. The
intelligence of a user assistance system describes the level of context-specific task fulfilment support
provided by the system. The advances in Al support accelerate the development of more intelligent
user assistance systems incorporating even emotional intelligence in recognising human affect and

adapting corresponding responses via the user interface (Rouast et al., 2021). Figure 24 shows a
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conceptualisation of a user assistance system. The user is reflected by the interplay between human
cognition, affect and behaviour, according to Stangor et al. (2014), while systems can be optimised for
specific user dimensions. The user interacts with the assistance system using various input and output
channels, including text, voice or graphics. The user assistance system itself is described by the
interactivity and the intelligence components that also provide the interface to the backend systems

(Morana et al., 2020).

User User Assistance System
Human Cognition Interactivity Intelligence

(attention, cognitive

effort, mental load, * Audiovisual « Affect recognition
perception) embodiment * Biosignal B
* Biofeedback processing A
actions, clicks, text, U * Communication * Knowledge
Human Behavior biosignals, voice etc. * Multi-channel representation C
(activity, decision task S access * Machine learning K
performance) 2 - Natural language * Machine
R (e.g. voice, text) translation E
* Recommendations * Natural language N
graphics, sound, * Social cues processing
Hueman Affuct information, etc. * Etc. « Speech recognition [

(emotion, physiology,
satisfaction, stress)

. Ete,

Figure 24: Conceptualisation of user interaction with user assistance (Morana et al., 2020)

Additional classifications of user assistance systems have been developed in the IS and engineering
domains. Some authors classify by the nature of assistance or level of information provided. Others,
for instance, Reinhart (2017), classify by the degree of autonomy, interactivity, or intelligence,
distinguishing between execution, perception and decision assistance. Execution assistance systems
such as lifting aids assist in physical tasks. In contrast, perception and decision systems are classified
as cognitive assistance. Cognitive perception assistance supports the five human senses, while

cognitive decision assistance supports complex decision-making.

Aehnelt and Bader (2015) differentiated five types of information assistance: a) raising awareness by
providing information about occurrences within the work environment; b) operational guidance, which
filters complex information to a required minimum; c) monitoring to identify quality issues; d)
documenting process steps and quality issues including tracking back functionality; e) guarding users
against overload by balancing the level of information. Rising awareness, monitoring of quality issues,
and process documentation are essential in many medical applications due to the severity of potential
treatment errors. According to Ludwig (2015), user assistance systems can be classified into three

categories depending on their degree of autonomy: a) automatic or background assistance; b)
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assistance by supporting the user with an appropriate bundling of functions; and c) assistance through

decision support.

Morana et al. defined user assistance in Healthcare Information Systems (HIS): "... as a people, activity,
and context-dependent augmentation of task performance by bridging the gap between the system’s
functionalities (technology) and the individual capabilities of people with the goal of positively
influencing task outcomes" (Morana et al., 2017, p. 4). They utilised the level of interactivity and
intelligence of assistance systems according to Maedche et al. (2016) and defined three corresponding
modes as outlined in Table 8 based on the activity level between user and system. The classification of
Morana et al. (2017) is applied in this dissertation. The dimensions of people, activity, and context

support the process-oriented analysis of the technology-dominated applications.

Scientific area Research challenges

Supportive mode The system provides some information, but the user performs the task

primarily. Such systems show low interactivity and intelligence.

Cooperative mode The system and the user perform parts of the task. Such systems are

characterised by high interactivity and medium intelligence.

Notifying mode The system performs a significant share of the tasks. The user is only
notified of the progress and the results. Such systems have low to medium

interactivity but high intelligence.

Table 8: Types of user assistance systems (Maedche et al., 2016)

Urbach (2019) presented 21 digitalisation cases from several economic and societal sectors on how
organisations transform themselves in the interplay with digital developments. Information and
assistance systems are the core of many instances presented therein. S. Hinrichsen et al. (2016) gave
a concise overview of assembly assistance systems in a morphological chart. The chart guides selecting
and discussing industrial assembly assistance systems. Similar categorisations were developed by
Merazzi and Friedel (2017), Merkel L. et al. (2017) and Bortolini et al. (2017). Additionally, Zaeh et al.
(2009) developed a multi-dimensional measure to determine the complexity of manual assembly
operations, which considers human performance, attention allocation, and learning aspects to
effectively predict assembly complexity. The following examples of assistance systems in industry and

healthcare show the versatile fields of application of assistance systems.
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i. Applications in industry and crafts
Numerous forms of user assistance are utilised in industrial and crafts applications, and selected

assistance systems are emphasised below. The aim is to give the attentive reader an overview of the

diversity of user assistance applications in their contextual environment.

Cognitive assembly systems help employees in complex tasks such as incoming/ outgoing goods
inspection, manual assembly or disassembly (Miiller, Vette-Steinkamp et al., 2018). The system Der
Schlaue Klaus is one example of a cognitive assistance system. It uses sensors to determine the
necessary guidance based on an integrated knowledge system. The system consists of an industrial
camera, specially designed lighting elements, and an image processing unit to guide employees
cooperatively through the work process. It is supplemented by a user display for system control and
assembly information. The camera images are captured, analysed and combined with previously
defined knowledge elements. The assistance system uses the data and results from the cognitive
process to generate guidelines for the employee tailored to the specific situation. The system
supervises the assembly process and automatically triggers subsequent work steps. The system

thereby eliminates paper-based work instructions.

Figure 25: Assembly and quality inspection system (RK Rose+Krieger GmbH, 2022)

Automated machines in manual assembly and Human-Robot Collaboration (HRC) enable intelligent
forms of factory design. Figure 26 shows an end-of-line inspection area with a mobile inspection
system equipped with tablets and collaborative robots in an Industry 4.0 environment. The system is
based on collaborative robots and can be used regardless of location. It is robust, intuitive and can be
combined with an optical inspection and quality control module based on 3D imaging. Intelligent pre-
processing and learning classification procedures can be created for individual inspection

requirements (Bosch Rexroth, 2022).
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Figure 26: End-of-line inspection (Bosch Rexroth, 2022)

Many other assistance systems are available for industrial applications, and technological
advancement leads to new variants of existing systems or entirely new systems emerging. The barriers
to entry in industrial applications are comparatively low, as long as the investment is justified and the

safety of the application is guaranteed.

ii. Applications in healthcare
Assistance systems with different degrees of intelligence and interactivity are also used in many

applications in the healthcare sector. These include, among others, decision support, medical

ventilators, patient monitoring systems and robot-assisted systems for surgery and radiology.

Robot-assisted surgery is rapidly growing in hospitals. The field refers to using robots controlled by the
surgeon as surgical tools. In other words, the robot does not act independently or autonomously but
rather in a supportive way translating the actions of the surgeons into robot movements and thus into
the patient on the operating table. The systems’ precision helps, for example, to compensate for the
trembling of surgeons. After initially sobering experiences in orthopaedics in the 1980s and 90s, robots
are now widely used in minimally invasive surgery, gynaecology and urology. Improved ergonomics for
surgeons is a crucial benefit of robot-assisted systems. The most commonly used system is DaVinci®,
followed by the Senhance® system, shown in Figure 27. The system consists of robots that are
positioned alongside the bed. They hold the camera and instruments that the surgeon controls from
the console while receiving haptic feedback from the system. The patient's anatomy is presented to

the surgeon on the screen (Dietmar Stephan and Frank Willeke, 2019).
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Figure 27: Robot-assisted surgery (with courtesy of Marien Gesellschaft Siegen gGmbH)

Virtual Reality (VR) and Augmented Reality (AR) are used for various assistance applications in the
healthcare domain, as shown in Figure 28. Thus, surgical plans are reviewed in collaborative scenarios
with colleagues before the actual surgery is performed. Spatial computing platforms and modern AR
equipment help physicians interact with patient-specific data consisting of CT and MRI images
potentially enriched with additional information (Brainlab, 2021). Augmenting computer-generated
information into the real world, for instance during surgeries, supports physicians in real-time with
guidance and decision support. The combination of real and virtual objects is based on accurate
3D-registration and can be enhanced by additional tracking mechanisms that enable instrument

guidance and precise implant positioning (NextAR, 2022).

DIRECT LIGAMENT ASSESSMENT

Figure 28: Virtual Reality and Augmented Reality applications (Brainlab, 2021; NextAR, 2022)

The collaboration between humans and robots can assist healthcare tasks in rehabilitation. Figure 29
shows a robot-based rehabilitation system to diagnose existing abilities and support upper extremity
therapy. The system combines virtual therapeutic training scenarios through a HoloLens® and a
display. The training scenarios instruct, correct, and evaluate everyday tasks. The different levels of
assistance and repetitions allow skills to be relearned through stimulation of the nervous system. The
system has integrated sensors to record real-time motion parameters such as the elbow and arm's
forces and positions. The HRC dynamically calculates the level of support and adapts to the specific

situation (BEC GmbH, 2022).
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Figure 29: Robotic rehabilitation system (with courtesy of BEC GmbH)

Also, the pharmaceutical logistic in pharmacies and hospitals has been automated to a considerable
extent in the last decade. The efficient registration, stocking and commissioning of medication are
performed by automation, saving pharmacist time. Increasing digitalisation based on new telematics
infrastructure and services such as electronic prescriptions will enhance pharmaceutical developments
such as 24-hour and self-service terminals in pharmacies. The lack of qualified staff due to demographic
change also accelerates the deployment of such systems (Apostore, 2022; Gematik, 2022; Meditech,

2021).

Figure 30: Pharmacy robots for medication (Meditech, 2021)

Various additional assistance systems for healthcare applications are available, for example, in nursing
and rehabilitation. Often mentioned examples are lifting aids and exoskeletons to stabilise patients’
musculoskeletal systems and help them relearn movements. The healthcare sector benefits

considerably from assistance systems, even if these benefits are often not visible to patients.

c. Industrial and medical Cyber-Physical Systems
The assistance systems presented for industry and healthcare applications interact with humans in a

human-control-loop to a different degree. This fact becomes visible considering the definition of HCPS
by Romero et al. (2016):
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. systems engineered to: (a) improve human abilities to dynamically interact with
machines in the cyber- and physical- worlds by means of ‘intelligent’ human-machine
interfaces, using human-computer interaction techniques designed to fit the operators’
cognitive and physical needs, and (b) improve human physical-, sensing- and cognitive
capabilities, by means of various enriched and enhanced technologies (e.g. using
wearable devices). Both H-CPS aims are achieved through computational and
communication techniques, akin to adaptive control systems with the human- in-the-

loop."
(Romero et al., 2016, p. 679)

The degree of linkage between computational and physical elements varies, as does their intelligence
and interactivity, resulting in system differences in adaptability, autonomy, functionality, safety, and
usability. "Cyber-physical systems progressively operate in social spaces, such as in the smart grid,
disaster response systems and transportation systems where humans are the users, survivors or
drivers" (Dey et al., 2018, p. 73). This fact is particularly valid for MCPS that interface with physicians,
nurses, patients and accompanying persons of patients. MCPS promise to reduce healthcare cost and
improve health monitoring and support to overcome the shortage of healthcare personnel. However,
they have high demands on reliability, security and safety, often manifested in laws and regulations.

MCPSs are based on the integration of a network of medical devices.

MCPSs for assisted applications support health monitoring without controlling the patient’s everyday
life. They offer medical advice, for example, by measuring real-time physiological data through
biosensors. MCPSs for controlled applications are applied in intensive care or surgery rooms where
oxygen supply and ventilator systems for breathing support, infusion pumps or monitoring sensors are
used. The design of such systems has numerous challenges, including inoperability, security, privacy
and overall Quality of Service (QoS) (Dey et al., 2018). In some application scenarios, the social
component of socio-technical systems must be given special consideration leading to Social Cyber-
Physical Systems (SCPS) (Frazzon et al., 2013). These considerations can also include special cultural or

personal requirements for designing such systems.

d. State of knowledge and need for action
The classification of information and assistance systems in the research landscape shows the

interdisciplinarity of the research field as described by the research questions. The selected examples
from industry and healthcare reflect the influence of such systems on organisations, work processes

and people. Understanding the broader context beyond the pure user system relationship is essential
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because latent contradictions may become salient when implementing an IS (Weeger et al., 2021).
However, new approaches can also trigger promising developments. Weinhardt et al. (2020) described
in their editorial for the BISE journal the potential of citizen science for IS research. Considering the
fast-growing degree of digitalisation, citizen science approaches could be one way of framing IS

research relevant to society and impacting it.
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4. The empirical object of the study

In the following section, the empirical investigations focus to a large extent on laser-based assistance
systems in industry and healthcare. Laser-based assistance systems are widely used to support manual
positioning and marking activities as well as quality inspection tasks. They are suitable as objects of
investigation for several reasons. On the one hand, they are an integral part of industrial production
and manufacturing lines worldwide and are used in assembly lines, group assembly stations and field
assembly. They support pre-assembly, final assembly, post-assembly and disassembly tasks.
Furthermore, lasers are used in numerous applications in hospitals and medical practices and are often

known to the treating staff and patients.

Thus, numerous manual functions in individual and group-work scenarios can be investigated. Laser-
based projection systems display work plans by sequentially structured laser projections onto the work
object. Laser projection is a display technology that competes with monitor-based solutions, guided
light cones, video projectors or AR, but also offers opportunities for knowledge transfer. Laser
projection in assembly and IS provides the advantage of a highly visible and precise in-situ presentation
of the defined content. The user's requirements for the operability of the laser projection system may
well vary with the size of the work object and the workgroup. Due to the predominant projection of
geometric objects, laser-based assistance is independent of the language and culture of the people
performing the activities. The in-situ projection onto the assembly object or th