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Abstract

Establishing the identity of asylum seekers in the absence of credible
documents represents a significant challenge for governments. To support
decision-making processes in identity determination and verification
procedures, Germany’s Federal Office for Migration and Refugees
introduced three digital identification systems under the “Integrated
ldentity Management - plausibility, data quality and security aspects (IDM-
S)” programme. Because these algorithmic systems are deployed in highly
political settings affecting vulnerable populations on the move, this
research investigates how the Federal Office legitimises the policy and use
of IDM-S that indicate a new direction of governance driven by so-called
‘innovative technologies”. In this context, legitimacy - considered a core
virtue of just, democratic institutions - is understood as a justificatory
concept seen in conjunction with (good) governance and the right to
privacy as guaranteed under Article 17 of the International Covenant on
Civil and Political Rights. The data justice framework is applied to structure
the evaluation of state practices. In addition, the qualitative content
analysis is used to find patterns in publicly available documents. Expert
interviews were carried out to include experiences of affected individuals
and to verify identified information provided by the government. The
analysis revealed that efforts to legitimise IDM-S included four patterns:
referring to the rule of law and national security concerns, non-disclosing
delegitimising information and limiting accountability, emphasising
performance efficiency and the systems’ high level of innovation, implying
objective operations by means of a mathematical-technical approach. The
results underscore profound discrepancies between justifications and state
practices, outlining severe privacy violations as well as the lack of
compliance to qualitative values in governance that pertain to participation,
transparency, accountability, impartiality and scientific soundness of state

operations.
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Chapter 1: Introduction

1.1 Topic and research question

The Federal Office for Migration and Refugees (BAMF) is the main
government body responsible for the implementation and management of
asylum procedures in Germany. Decisions on asylum claims are
substantiated in identity determination and personal hearing procedures
where the nationality of a person is verified and the individual history of
persecution is established. However, the verification of information can
prove to be problematic in cases where applicants lack identity documents.
To cope with these challenges, the so-called “Integrated Identity
Management - plausibility, data quality and security aspects (IDM-S)”
programme paved the way for the use of new digital identification systems
at the Federal Office. The following new components were implemented:
the name transliteration and analysis developed to achieve standardisation
in the transliteration of Arabic names, the automatic dialect recognition
intended to recognise the applicants’ spoken language and dialect, and the
analysis of mobile data devices intended to determine asylum seekers’
identity and origin (BAMF, 2017a). These digital systems assist in decisions
pertaining to asylum claims through the analysis of personal information
provided by asylum applicants. Developed in 2017 and still in use today,

they indicate a new direction of governance in the context of asylum.

Because these algorithmic systems are set up in highly political and
sensitive settings affecting vulnerable populations on the move, it becomes
increasingly important to question the legitimacy of this governance mode
that is often characterised by the desire for greater efficiency through the
use of Information and Communications Technologies (ICTs). As more and
more governments resort to digital means in the management of migration
and asylum, this paper seeks to contribute to understanding these new
data-intensive governance directions and their implications by investigating

one specific, recent example. The policy and implementation of the Federal
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Office’s digital identification systems represent the subject of this thesis,
explored in the greater context of democratic legitimacy, governance and

the right to privacy. This paper addresses the following research question:

How does the Federal Office legitimise the policy and use of the digital
identification system “IDM-S” as part of a new direction of governance in

the context of asylum?

To not only identify but to make sense of the main patterns directed at
legitimising decisions in regard to IDM-S de jure and de facto, this research
investigates contradictions between the ministry’s obligations, its
aspirations and political reality. It focuses mainly on identity determination
procedures where the three aforementioned IDM-S systems are utilised. It
neither engages with Germany’s entire asylum governance system nor with
all legislative frameworks that underpin the asylum process. Only the most
essential legal references are made, however, the main focus remains on
the right to privacy as guaranteed under Article 17 of the International
Covenant on Civil and Political Rights (ICCPR). This research does not
adopt a child perspective and disregards the particular rights of

(unaccompanied) minors.

The introduction outlines the socio-political and academic relevance of this
research topic. Section two presents the key theoretical framework of
political legitimacy that informs the analysis. As legitimacy relates to the
exercise of power and legality, the notions of governance and the right to
privacy are discussed. These discussions also include critical reflections of
common fallacies related to the implementation of ICTs in public
administrations. Section three describes the interpretative research design,
the analysis methods, including the data justice framework as well as the
gualitative content analysis, and the available data sources. The subsequent
analysis proceeds in three parts. The first presents the studied case and

situates it in its political environment. The second and third sections

w
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critically assess the legal background as well as the implementation and
effects of IDM-S as part of the Federal Office’s governance. In section five,
the empirical findings and emerging legitimisation patterns are summarised
and discussed based on the presented theoretical concepts. The final
section engages with the study’s core implications and suggests directions

for further research.

Ultimately, this thesis encourages searching for better alternatives to the
currently applied tech-heavy programme - alternatives that are firmly
grounded in democratic governance principles and that adequately account

for asylum seekers’ right to privacy as well as their vulnerable status.

1.2 Social, political and academic relevance

The way how European states respond to the humanitarian costs of civil
wars and conflicts forcing people to flee their homes shows the Union's
struggle to live up to its proclaimed self-image (Guterres, 2014; Pai, 2020).
Europe’s restraint in response to the suffering of millions is not least
expressed by the controversial debate about the proposal of the president
of the European Commission Ursula von der Leyen. It echoed far-right
language in relation to migration as the portfolio suggested “Protecting our
European way of life” (von der Leyen, 2019) as the title for the new
migration commissioner. Such harmful rhetoric not only stoke fear and
xenophobia against vulnerable populations. They are also used as
justifications for increasingly hardline responses of states in migration
management and the implementation of ever stricter asylum procedures at
European borders that are accompanied by digital identification systems
which rely on automatic decision-making technologies (Sdnchez-Monedero

and Dencik, 2019). Germany is no exception. The Federal Government
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supports stricter rules in the Union, as the EU-Turkey deal indicates, and
adopts a harsher response in its own jurisdiction, as evidenced not least
through the introduction of the so-called “AnkER-Zentren” - admission
centres for asylum seekers largely criticised due to their health and safety
risks as well as their isolation effects on individuals (Eralp, 2016; PRO ASYL,
2018; Mouzourakis, Pollet and Ott, 2019).

These rejecting modes of governance are now aided by digital means. The
experimentation with emerging technologies, contested digital
identification methods and other algorithmic systems, particularly in the
area of migration and asylum, lead to increasing governmental power over
vulnerable individuals, threatening personal entitlements, human rights and
civil liberties (Molnar, 2018a; Molnar, 2018b). The effects of technological
systems on the lives of refugees and asylum seekers are extensive as
studies in the EU show: On the one hand, they indicate unfair social impact
through bias of practitioners entrenching unjust policies and shifting control
of governance toward unaccountable private actors who develop digital
platforms (Latonero, Hiatt, Napolitano, Clericetti and Penagos, 2019;
Schoemaker, Currion and Pon, 2018; Reidy, 2017). On the other hand,
when they have to engage with digital systems, refugees and asylum
seekers loose agency and control over their personal and sensitive
information (Kaurin, 2019; Kift, 2016). In this context, it is imperative to
question and critically engage with these new digital developments in

governance arrangements that manage migration and asylum.

For governments, a critical approach is important as they have the primary
obligation and responsibility to respect, protect and fulfil human rights. A
decision to implement digital identification systems in one country can set a
new standard for other countries to follow as “technology travels” (Molnar
and Gill, 2018: 62). Thus, governments may be responsible for human
rights violations not only in their own jurisdiction but also for those that

stem from the export of such systems to other states. Additionally, the

1
U
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disproportionate focus of decision-makers on technological trends in the
pursuit to finding solutions to complex governance problems may lead to
losing sights of policy alternatives beyond the digital realm that may be
better suited in addressing existing challenges in the field of migration and
asylum. Hence, a critical and thoughtful approach to developing and
deploying digital systems is an essential condition for just, democratic state

practices and, therefore, relevant to decision-makers and policy experts.

The debate on how to best manage migration and asylum claims will likely
dominate the social, political and academic discourse in the international
and domestic arena for years to come due to the increasing displacement
of individuals in “a world at war” (Guterres, 2015). As digital systems will
continue to play a role, researching and comparing cases will be crucial for
policy reforms. To date, only marginal information is available about the
Federal Office’s development and implementation of IDM-S. This case of
IDM-S at the BAMF became known publicly primarily through journalistic
work (Biselli, 2017a; Schuler and Schwarze, 2017) and legal criticism
(German Bundestag, 2017a; Gazeas, as cited in Podolski, 2017; Tabbara,
2019; Biselli and Beckmann, 2020). Apart from another identified study
which focused on the legitimacy of the automatic dialect recognition
(Keiner, 2020), there seems to be a lack of comprehensive, empirical
evaluations of the said programme from a human rights-based perspective
that takes into account procedural legitimacy aspects in governance. This
research sets out to further address this gap and push for broader

discussions among academic scholars and practitioners alike.



2 Theoretical approach




Chapter 2: Theoretical approach

2.1 The concept of political legitimacy

To understand how democratic governance processes pertaining to policies
are justified, they have to be considered in terms of political legitimacy,
their qualitative and procedural features. Constitutions, nations, laws and
processes are only few of the examined objects of political legitimacy in the
field of social and political sciences (Gilley, 2006: 501). It is a multi-layered,
normative concept that presupposes authority and power (Bekkers and
Edwards, 2007: 37). Legitimacy refers to moral judgements about the

exercise of power on the grounds of a legitimate authority (Ibid.: 40).

A legitimate authority is one that is recognised as valid by those who are
being governed, for example, through democratic elections. If this applies,
then decisions made by that authority are perceived as binding (Easton, as
cited in Bekkers and Edwards, 2007: 37). Power can be broadly understood
as the capacity of the state to enforce policies and regulate behaviour: It is
“‘the ability to influence or control the actions of others” (Wrong, as cited in
Beetham, 1991: 43). Power is not just relational (e.g. between individuals)
but also depends on certain preconditions, such as material resources,
personal capacities and the ability to act free from obstruction by others
(Beetham, 1991: 43). While power is exercised at the expense of freedom,
the restrictions thereof can be greater or less according to the seriousness
of the deprivation inflicted upon people. In general, differences of power
between individuals or groups are to a large extent results of social
arrangements (Ibid.). In these settings, power is subject to rules that
determine who has access to, for example, resources and authority
positions and who is excluded from them. Because powerful actors have
the ability to define the goals of the collective society and the means of
realising their own interests under their control, the intentions of exercising
power in a certain way need to be interrogated (Ibid.: 46-47). The exercise

of power in governance arrangements refers to political decisions.
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Decisions laid down in policies are legitimate, if they are recognised as
lawful, just and rightful (Morris, 2008). These three conditions form the

features of political legitimacy.

First, legitimacy relates to legality and the rule of law. Political decisions are
legitimate, if they are in accordance with established rules, procedures and
norms that address the issue in question (Beetham, 1991: 16). However,
something that is legal is not per se just. Therefore, the second feature of
legitimacy refers to the justifiability of the rules by reference to beliefs
between those who govern and those who are governed (lbid.: 17).
Justifications in democratic societies can be based on the demonstration
that power is derived from a valid source of authority, that authorities have
the kind of qualities or abilities that are appropriate to the exercise of
power, and that the exercise of power satisfies common interests, benefits
and needs (Ibid.). Of course, no society has entirely uniform beliefs and
sufficient justifications will be more open to disputes. In this regard,
Beetham (Ibid.) states that “clear limits are set by logic and the beliefs of a
given society to what justifications are plausible or credible within it”. The
shared belief system of people - how a society should be governed, and
what rights, duties and liabilities are associated with it - can be seen not
least in constitutions that form the codified belief system and guide
recognised democratic procedures (Bekkers and Edwards, 2007: 38). Lastly,
legitimacy needs to be confirmed through the expression of freely given
consent (Beetham, 1991: 18). Actions that provide evidence for consent
make contributions to legitimacy in two ways. First, they are binding to
those who have taken part in them regardless of self-interests and other
motives involved. They introduce a moral component and a commitment to
the relationship. Second, expressive actions have a “publicly symbolic or
declaratory force” (Ibid.). Authorities are enabled to use the confirmation of
legitimacy and demonstrate it to third parties not part of the relationship. In
general, consent should be linked to an individual, free choice between

alternatives (Ibid.: 19). Non-cooperation, passive resistance, open
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disobedience and other actions of refusal of consent are measures that
erode legitimacy - and the more people engage in such public refusal or

withdrawal of consent, the greater the erosion of legitimacy will be (Ibid.).

Legitimacy improves the effectiveness of public administrations because
with consent institutions are better able to achieve their purpose in
governance (Ibid.: 33). However, it is not an “all-or-nothing affair” (Ibid.: 20)
but what matters in modern state practices are judgements of degrees of
legitimacy, the deviations between ideal and reality. The following table

summarises the three features of legitimacy discussed so far.

----------------------------------------------------------------------------------------------------

iJusﬁﬁabilit\/ of rules in terms of iLegitimacy deficit (discrepancy between .
ishared beliefs irules and beliefs, absence of shared beliefs) :

----------------------------------------------------------------------------------------------------

Table 1: The features of legitimacy
(Source: Following Beetham, 1991: 20)

Furthermore, binding decisions can be perceived as legitimate, if the proper
processes have been followed in order to arrive at decisions (Bekkers and
Edwards, 2007: 38). The so-called “procedural legitimacy” (‘Legitimitat
durch Verfahren”) (Luhmann, 1983: 28) takes into account the conditions
and qualities of democratic procedures. Procedural legitimacy can be

broken down into the stages of input, throughput and output legitimacy.

- 10 -
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Scharpf (2003: chapter 1) outlines that legitimacy rests upon institutional
arrangements that are thought to ensure responsive governing processes.
Input legitimacy refers to the idea of “government by the people” (Ibid.). At
its core lie opportunities for participation (Bekkers and Edwards, 2007: 43).
Input legitimacy can be enhanced by guaranteeing that people have various
opportunities to express their interests in regard to the issue at stake,
including engagement in public debates of the policies proposed. It is
important to ensure that the voices and preferences of those most affected
are represented at least by intermediaries, interest groups and other
experts in decision-making. Overall, the agenda-setting process for
demands and concerns should be open and enable relevant institutions
involved in decision-making to be responsive to the expressed issues (Ibid.:
44).

Throughput legitimacy can be defined as an umbrella concept for
evaluating the quality of procedures (Schmidt and Wood, 2019). According
to Schmidt (as cited in Ibid.: 729-730), throughput legitimacy consists of
the various ways in which “the policy-making processes work both
institutionally and constructively to ensure (...) the accountability of those
engaged in making the decisions, the transparency of the information and
the inclusiveness and openness to ‘civil society”. It focuses on how
collective decision-making is realised and, more specifically, how open the
dialogues over policy decisions are. The greater the variety of interests
incorporated in the procedure, the more they contribute to improving the
collective learning process (Bekkers and Edwards, 2007: 45). Requirements
that underpin throughput legitimacy, among others, place expectations
about the qualities that policy-makers should have, such as “trust-
worthiness, integrity, fairness, impartiality and credibility” (Schmidt and
Wood, 2019: 730). Trust is at the centre of throughput legitimacy as it is an
important component to the relationship between those making decisions
and those affected by them (Levi, 2020). It pertains to the belief that

decision-makers act without bias while meeting “expected ethical and moral

-11 -
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standards as well as legal ones” (Levi, as cited in Schmidt and Wood, 2019:
730).

Lastly, output legitimacy focuses on the notion of “government for the
people” (Scharpf, 2003: chapter 1). The underlying qualities refer to the
overall performance of governance bodies: to effectiveness and (cost-)
efficiency, as well as the responsiveness to the interests of people. In this
sense, output legitimacy is concerned with the capacity of governing
institutions to produce certain outputs and outcomes in order to remedy
collective problems (Bekkers and Edwards, 2007: 45). The focus rests upon
the intended and unintended effects of policy measures that have been
realised, whereas in comparison throughput legitimacy focuses on the
process itself. Rothstein (2008: 15) argues that political legitimacy is more
dependent on the output side of the political system than on the input side
as it has more to do with “the exercise of government power” than with just
the access to it by participation in elections or the introduction of laws. In
other words, if what the state does result in life-threatening actions, then
this magnifies the erosion of legitimacy (Ibid.). Authoritative decisions
require accountability for the results produced by those actors who made
the decision. Accountability refers to an organised process between an
actor and a forum about the actor’s performance in decision-making (Meijer
and Bovens, 2003: chapter 3). This account-giving consists of three
elements. First, the actor feels obliged to inform the forum about the
conduct by providing relevant information pertaining to the decision and its
effects. Second, in a debating phase the forum questions the adequacy of
the information provided or the legitimacy of the conduct. Third, the forum
passes judgement on the conduct of the actor. It may approve or denounce
a policy, or publicly condemn the behaviour. This represents some sort of
sanctions that can be formal or informal, ranging from fines to negative
publicity (Ibid.). Input, throughput and output legitimacy can be summarised

as follows.

-12 -
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....................................................................................................

____________________________________________________________________________________________________

b iPartidpat‘ion and engagement (directly or through
:1 !Input legitimacy ‘intermediaries), open and responsive agenda-setting
s process

____________________________________________________________________________________________________

iAccountability, transparency, inclusiveness and
iopermess towards civil society actors and minority
igroups, continuous dialogue and deliberation, trust,
;impartiality

____________________________________________________________________________________________________

'Performance goals, effectiveness and (cost-) efficiency
iof results, transparency, accountability

Table 2: Qualities of procedural legitimacy
(Source: Following Bekkers and Edwards, 2007: 43-46; Scharpf, 2003: chapter 1;
Schmidt and Wood. 2019: 729-733)

So far, the concept of political legitimacy has been outlined, including the
core features: compliance with legal rules, justifications by reference to the
belief system and expression of freely given consent. Adherence to
democratic procedures in regard to input, throughput and output legitimacy
further justifies decisions made by powerful actors. These qualities help to
assess the measures taken in governance arrangements. The concept of
governance is discussed next as legitimacy in a modern state cannot be

understood without it.
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2.2 The concept of governance

With the rise of global markets and the growing complexity of the modern
world, the governments’ ability to solve persistent challenges from a
centralised position was questioned (Bekkers, Dijkstra, Edwards and Fenger,
2007: 3). Ineffective interventions were seen as the consequence of
insufficient knowledge about the nature of complex problems as well as the
mismatch between policy goals and measures used to address them (Ibid.).
The shift from government to governance reflected the idea that actors
from the public, private and semi-public sphere needed to be engaged.
Through co-production and learning a shared understanding of societal
issues can be achieved and translated into collective actions used to
produce better results (Ibid.). Governance can be defined as “the process of
decision-making and the process by which decisions are implemented”
(Kioe Sheng, 2009). Van Kersbergen and Van Waarden (2004: 143) identify
three characteristics. First, governance refers to pluralistic rather than
unicentric systems. Second, networks play an important role in organising
relations between autonomous but interdependent actors (lbid.: 151).
Third, the emphasis in governance rests upon processes of governing and
not on the structures in government. As opposed to traditional processes
of coercion, command and control, governance processes concern
negotiation, consultation, cooperation and alliance formation (lbid.: 152).
Governance approaches prescribe an ideal as well as an empirical reality
which holds true, especially, in regard to “good governance” and “new
public management” (Ibid.). Both modes of governance influence modern

state practices and, therefore, will be described in turn.

-14 -
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2.2.1 Good governance and new public management

In the 1990s, good governance has been predominantly proclaimed in the
field of economic development by the World Bank, OECD and international
(aid) organisations by comparing best practices in public management,
business-government relations and social policy (Van Kersbergen and Van
Waarden, 2004: 145; World Bank, 1992; Agere, 1999; Pillay, 2016: 24).
Over time, the concept shifted away from the focus on economic efficiency
towards a stronger value-based approach in public administrations (Teorell
and Rothstein, 2009; Keping, 2017: 4). Moreover, it connects public
administration processes to frameworks of human rights and, in turn,
underlines the state’s obligations and duties towards the population under
its jurisdiction. Good governance can be seen as “the process whereby
public institutions conduct public affairs, manage public resources and
guarantee the realization of human rights in a manner essentially free of
abuse and corruption, and with due regard for the rule of law” (OHCHR,
2020).

There is a broad variety of good governance principles (Kioe Sheng, 2009;
Graham, Amos and Plumptre, 2003: 3; Keping, 2017: 5; OHCHR, 2020;
UN, 2007: 4; Pillay, 2016: 24). Following the main commonalities of the
literature, five characteristics stand out. First, the rule of law forms the
foundation of good governance practices. It requires a sound legal system
and legal frameworks that are enforced fairly and impartially (Teorell and
Rothstein, 2009). Furthermore, it requires respect and full protection of
human rights, with special attention paid to the rights of minorities and
vulnerable groups (Keping, 2017: 5; Graham, Amos and Plumptre, 2003: 3;
Kioe Sheng, 2009). Second, the principle of accountability entails that all
actors involved in governance, including governments, must be accountable
to the public and to those who will be affected by policy decisions.

Accountability refers to the exercise of functions and obligations that are
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related to positions of power. In this sense, accountability entails that
authorities should respond to the demands of the population in a timely
and responsible manner. This principles cannot be enforced without the
rule of law and transparency (Ibid.). Third, transparency is based on the free
flow of information that is relevant to the public and relates to processes,
rules, budgets, institutions, decisions and their implementation. Enough
information should be communicated actively, be freely available and
directly accessible in understandable forms and media (Ibid.). Fourth, the
principle of participation is key in good governance. Participation can be
ensured either directly or indirectly through legitimate intermediaries or
institutions that represent their interest. It needs to be informed and
organised (Graham, Amos and Plumptre, 2003: 3; Kioe Sheng, 2009). Lastly,
the principles of effectiveness and efficiency both relate to performance. In
line with good governance, processes and institutions make the best use of
available resources in order to produce results that meet the needs of
different groups of society. Administrative structures and procedures
should be designed scientifically and operate rationally (Keping, 2017: é;
Graham, Amos and Plumptre, 2003: 3; Kioe Sheng, 2009). These principles
outline a concept that allows to discuss the role of public administrative
bodies and other actors involved in governance arrangements. The

following table provides a summary for the aforementioned principles.
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....................................................................................................

----------------------------------------------------------------------------------------------------

P iLegaI framework enforced fairly and impartially,
1 :Rule of law 'protection of human rights (attention paid to
P :minority/vulnerable groups)

....................................................................................................

b iPovverful actors are accountable to the public
§2 iAccountability iforum and those most affected, responsiveness
. iin timely and responsible manner

' ' ]
el e b
' ' '

iFree flow of information, access and availability
53 iTransparency iin understandable forms and media, active

rcommunication

iDirect or indirect (through representatives),
‘informed and organised

....................................................................................................

: ) . :Making best use of resources available with
' Effectiveness and efficiency o )

: ‘regard to results, scientifically designed
‘(performance) ; . ,
; 'procedures, rational operation

Table 3: Good governance principles
(Source: Following Keping, 2017: 5-6; Graham, Amos, Plumptre, 2003: 3;
Kioe Sheng, 2009)

The second mode of governance refers to “new public management”.
Developed in the 1980s, new public management initially entailed two
meanings, namely corporate management and marketisation (Rhodes,
2000: 7). On the one hand, corporate management has led to the
introduction of private sector management methods to the public sphere,
including methods that stress the importance of hands-on professional
management, standards and measures of performance, managing by results,
value for money, and consumer orientation (Ibid.). On the other hand,
marketisation has implied the introduction of incentive market structures

into public service provision and conditions that facilitate them (Ibid.: 7-8).
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This logic includes greater competition through outsourcing, disaggregating
bureaucracies, and privatisation (Ibid.: 8; Van Kersbergen and Van Waarden,
2004: 148). According to Rhodes (2000: 8), marketisation became more
dominant after 1988. Osborne (1993: 350) places great emphasis on
productivity and efficiency in public administration. In his view, the
‘entrepreneurial government” (Ibid.: 352) encompasses the solution to the
ineffectiveness of old top-down bureaucracies. All these reforms that fall
under the term of new public management place the market logic at the
centre of public decision-making and policy implementations (Van
Kersbergen and Van Waarden, 2004: 148).

Despite its far reaching acceptance in all spheres of governance today
(Pillay, 2016: 23), the concept has been heavily criticised: “[New public
management’s] stress on privatization, performance management, out-
sourcing and the introduction of market-incentives within state
organizations has led to a rather dysfunctional degree of fragmentation and
differentiation in the public sector organization” (Fenger and Bekkers, 2007:
27). In similar critical tone, other scholars argue that the disproportionate
emphasis on efficiency and market forces views people as mere economic
units rather than democratic participants in governance (Hankey and
Tuszynski, 2017; Pillay, 2016: 23). Therefore, while efficiency is important,
it cannot be regarded as a standalone value but needs to be connected to

other quality indicators.
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2.2.2 Governance, digital identification systems and
common fallacies

Nowadays, governance is determined by the implementation of ICTs that
are used to support the key functions of governments both within the
organisation and in its relations with the outside world (Meijer and Bovens,
2003: chapter 2). E-government initiatives defined as the public sector’s
use of ICTs call for wholesale reforms with the promises of reducing costs,
enhancing efficiency and improving service delivery (Suleiman, Tsakuwa,
Abdullahi and El-Tahir, 2017; Magno and Serafica, 2001; Juiz, Guerrero and
Lera, 2013). However, academic studies indicate tensions between popular
enthusiasm for such technologies and growing concerns with their societal
implications (Clarke, 2017; Clarke, Lindquist and Roy, 2017: 457; Metcalfe
and Dencik, 2019). In the field of asylum, ICTs and algorithmic systems as
their foundation are increasingly used for decision-making and support.
According to Goffey (2008: 16), algorithms are instructions fed to a
computer or machine in order to solve a particular problem: “Without the
algorithm (...), there would be no computing.” Rather than seeing algorithms
as isolated technical objects, this research approaches them as socio-
technical systems that are embedded in culture and can be studied from
different perspectives, including legal, technological, social and cultural
(Wieringa, 2020: 2). Because algorithms are “multiple” (Mol, 2002: 4-5),
composed of a variety of human interactions, they need to be considered in
a more holistic, interdisciplinary way (Seaver, 2017: 5). Hence, the term
‘system” is used intentionally to shift the focus from mere technical
components towards their entanglements in processes of governance,

including the political context and interactions among the actors involved.

Digital identification systems are specific types of algorithmic systems that

rely on identity information. In turn, identity can be divided in two

-19 -



Chapter 2: Theoretical approach

categories: personal and legal identity. Personal identity refers to unique
individual, fluid characteristics produced and reproduced through
communicative activities and interactions with the environment (Whitley,
Gal and Kjaergaard, 2014: 19; Thomas, 2009: 5; Rahman, 2019). Whereas
legal identity is based on the official recognition by the state granting
individuals access to entitlements and rights, for example, through birth
registration and other forms of civil identification that recognises the
individual as a subject of law and protection of the state (Whitley, Gal and
Kjaergaard, 2014: 25; Molina, Carlos and Harbitz, 2010: 64). |dentification
implies “a process (...) to describe a proof, a system, or a transaction
involving a subject and an evaluator, centered around verifying a claim that
a person is one person and not any other” (Donner, 2018). Identification
processes rely on various mechanisms ranging from paper-based
documents, such as passports, to electronic systems, such as database
matchings and biometrics. Biometrics refer to automated methods of
identifying persons based on their unique physiological or biological
characteristics (Farraj, 2011: 893; Ng, 2006: 428). The most common
procedures involve facial recognition, iris recognition, hand geometry, voice
recognition and fingerprinting imaging (Scott, Acton and Hughes, 2005:
chapter 3.1).

Like all ICTs, digital identification systems have functional limitations. Green
and Viljoen (2020) identify three common fallacies in regard to their
practical application. First, algorithmic systems are often “argued for on the
grounds that they are capable of making ‘objective’ and ‘neutral
decisions” (Ibid.: 21). Such claims fail to consider that computational
systems are not value-free but designed by human beings with specific
intentions and interests in mind. Through their engagement and interaction,
actors project their values and beliefs (un)intentionally onto the systems
they are developing. In the context of societal problems deeply intertwined
in history and politics, actors are responsible for choosing how they interact

- which is never neutral (Ibid.: 22).
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Second, algorithmic systems operate within boundaries in which only
certain legible criteria and mathematically defined features are recognised
(Ibid.). Hence, significant but complex social and political aspects of the
world that don'’t fit into mathematical attributes are treated as static or left
outside of the system’s design. In practice this often means that the logic of
efficiency as the primary “language of algorithms” (Ibid.) is imposed onto
social domains at the expense of other values. Because of these trade-offs
that inevitably occur as boundaries need to be made in every project, it is
imperative to consider “when certain factors can be ignored and when they
must be grappled with” (Ibid.: 23).

The third fallacy relates to universalism, “the sense that algorithms can be
applied to all situations and problems” (Ibid.). This trend of “technological
solutionism” (Morozov, 2013) or “technochauvinism” (Broussard, 2018) is
critically explored by various scholars, presenting evidence that technical
deployments may be more disruptive or harmful than the circumstances
that they meant to improve (Baumer and Silberman, 2011: 2). Focussing on
the (root causes of a) problem is generally more insightful than focussing on
the solution. The process requires exploring alternative social approaches
as they contribute to building communities, trust and civic interactions.
Moreover, resources for maintenance and skill building that are needed to
operate technology-heavy interventions are often underestimated when

implementing new digital systems (Ibid.).
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2.3 The right to privacy

The concept of legitimacy entails that state conduct follows the rule of law.
Additionally, advancements in technologies cannot be separated from
considerations of the right to privacy. Privacy is a fluid and contextual
concept. What is considered to be private differs depending on the history,
society, individual and situation (Lukacs, 2016: 258). Consequently, it is
difficult to define what it exactly describes (Solove, 2008: 2). In the 19th
century, Warren and Brandeis (1890: 195) defined privacy as “the right to
be let alone.” With respect to our modern understanding, another definition
suggests that privacy is “the presumption that individuals should have an
area of autonomous development, interaction and liberty, a ‘privacy sphere’
with or without interaction with others, free from State intervention and
from excessive unsolicited intervention by other uninvited individuals”
(Lester of Herne Hill and Pannick, as cited in UN General Assembly, 2013:
para. 22). Privacy is a fundamental human right and recognised in various
international and regional human rights instruments?, including the ICCPR.
With its ratification in 1973, provisions of the ICCPR became legally
binding for the German government (UN Treaty Body Database, 2020).
Therein, privacy has been considered across three institutions: home,
family, and correspondence (Bohlin, 2008: 35). Article 17 states:

1 For example, see article 10 of the African Charter on the Rights and Welfare of the Child
(African Union, 1990: 6); article 11 of the American Convention on Human Rights (UN,
1979: 148); and article 8 of the European Convention on Human Rights (ECHR, 1950: 11).
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“1. No one shall be subjected to arbitrary or unlawful interference with his
privacy, family, home or correspondence, nor to unlawful attacks on his
honour and reputation.

2. Everyone has the right to the protection of the law against such
interference or attacks” (UN General Assembly, 1966: Article 17).

The UN Human Rights Committee (UNHRC) has given some guidance on
the meaning of the right to privacy in its General Comment No. 16. The
Committee (UNHRC, 1988: para. 2) states that protection should be
granted for every person and enshrined in state legislation. Privacy is not
an absolute right which means that exceptions are permissible but must be
authorised by law and comply with the aims and provision under the
Covenant (Ibid.: para. 3). Furthermore, the terms “family” and “home” are
broadly defined. The former includes all those persons that are part of the
family, while the latter refers to the place where a person resides or carries
out his or her usual occupation (lIbid.: para. 5). “Correspondence” implies
various means of communication and should be delivered without
interception, surveillance or other intervening means. The integrity and
confidentiality of correspondence should be guaranteed de jure and de
facto (Ibid.: para. 8). As early as 1988, the Committee recognised the need

for data protection as an important aspect of privacy?:

2 Data protection has also been recognised as a standalone right (European Union, 2012).
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“The gathering and holding of personal information on computers, data
banks and other devices (...) must be regulated by law. (...) [E]very individual
should have the right to ascertain (...) what personal data is stored in
automatic data files, and for what purposes. Every individual should also be
able to ascertain which public authorities or private individuals or bodies
control or may control their files. If such files (...) have been collected or
processed contrary to the provisions of the law, every individual should
have the right to request rectification or elimination” (UNHRC, 1988: para.
10).

The Human Rights Council has been working to further clarify principles of
the right to privacy in the digital age (UN General Assembly, 2018). The
report of the High Commissioner for Human Rights underlines that, with
the advent of ICTs and their increased processing power, informational
privacy has become of particular importance. It extends to “information
that exists or can be derived about a person and her or his life” (Ibid.: 5).
Moreover, the report points out that the protection of privacy extends not
only to information contained in communications but equally to metadata
because it “may give insights into an individual's behaviour, social
relationships, private preference and identity that go beyond even that
conveyed by accessing the content of communication” (lbid.: para 6).
Equally important is the observation that the public and private spheres
tend to overlap (Hissenbaum, 1997). Nevertheless, publicly available
information shared, for example, on social media is still protected under the
provisions of the right to privacy (UN General Assembly, 2018: para. 6).
The report further states that “the mere generation and collection of data
relating to a person’s identity, family or life already affects the right to
privacy, as through those steps an individual loses some control over
information that could put his or her privacy at risk” (Ibid.: para. 7). Thus,
the risk is immanent even if data is not (yet) processed by a human or an

algorithm.
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In regard to personal data, the report contains six key principles and
obligation that ensure the minimum level of protection (lbid.: para. 29).
First, the principle of lawfulness, fairness and transparency ensures that
personal data is collected and processed by fair and lawful means, including
through transparent policies. It should be based on “free, specific, informed
and unambiguous consent” (Ibid.: para. 29). Second, the principle of
purpose specification and limitation provides that data processing should
be necessary and proportionate to a legitimate purpose specified further by
the processing authority (Ibid.). Third, the amount, type and retention
period of data need to be limited (Ibid.). Fourth, data must be accurate
(Ibid.). The fifth principle provides for sufficient security measures
considering the vulnerability of the information and the possibility of
unauthorised disclosure (Ibid.). Lastly, parties who process personal data
should be accountable for their compliance with existing legal frameworks
(Ibid.).

Permissible interferences with the right have to comply with the principles
of legality, necessity and proportionality: “A limitation can only be lawful
and non-arbitrary, if it serves a legitimate purpose (..), [it] must be
necessary for reaching that legitimate aim and in proportion to that aim and
must be the least intrusive option available” (Ibid.: para. 10). Generally,
states have the responsibility to respect, protect and fulfil the right to
privacy. The obligation to respect requires states to ensure the right for all
individuals within their territory and subject to their jurisdiction, without
discrimination (Ibid.: para. 23). The duty to protect against adverse human
rights impacts has extraterritorial effects (Ibid.: para. 25). In line with the
obligation to fulfil, states must take positive actions to facilitate the
enjoyment of the right to privacy, for example, by introducing data

protection laws (Ibid.: para. 27).

The principles governing the right to privacy are applicable to individuals

who are not nationals of the country in which they live (UN General
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Assembly, 1985: Art 5(1); Council of Europe, 1981: Art 1). While the term
‘asylum seeker” has a social and legal meaning that matters, this study will
refer to this broader definition to include various groups that may be
affected by IDM-S. An asylum seeker is “an individual who is seeking
international protection (...) [and] whose claim has not yet been finally
decided on by the country in which the claim is submitted” (UNHCR, 2005:
441). For the examination of governance practices in which digital systems

play a role, the provisions of the right to privacy will provide important
guidance.
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3.1 Interpretative methodology

This paper follows an interpretative research design that focuses on the
understanding of meaning and meaning-making in the lifeworld of the
actor(s) under study (Yanow, 2006: 23). Ontologically, an interpretative
approach is based on the assumption that social reality is constructed or, in
other words, shaped by human experiences and social context. It follows
that, epistemologically, the subject is best studied within its social, political
and historical context by taking into account subjective interpretations of
various participants (Bhattacherjee, 2012: 103). Consequently,
interpretative researchers engage in interpreting the reality through a
sense-making process by asking “How?” rather than “Why?” (Haverland and
Yanow, 2012: 8). This research seeks to understand how the Federal Office
legitimises the policy and use of IDM-S as part of its new governance
direction. As the researcher seeks to encounter new knowledge from the
studied setting, it is important to link ideas or expectations to evidence
found in the field (Ragin, 1992: 217). Theories prepare and inform the
researcher but the research design needs to be flexible and responsive to
the setting in order to account for possible tensions between expectations
and lived experiences (Haverland and Yanow, 2012: 11-12). The logic of
inquiry that informs the research is both iterative and recursive, moving

between theory and practice (Ibid.: 12).

Furthermore, this research approach is rooted in the hermeneutic tradition
of interpretation as it focuses on the Federal Office as a political actor and
tries to understand how the digitally oriented direction of governance
related to IDM-S is shaped by the subject’s sense-making. Hermeneutics
acknowledges that meaning made by members of a situation is not
expressed directly but embedded in or projected onto a variety of artefacts
(Yanow, 2006: 15). In turn, meaning can be understood through

interpreting these artefacts vested with values, beliefs and intentions. The
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term “artefacts” needs to be understood in a broad sense to include text
and written words (e.g. legislative text), text-like objects (e.g. built spaces),
as well as acts and non-verbal communications (e.g. acting of subjects and
their agents) that are treated as text analogues (Ibid.). The attention to
language brings in “considerations of power and power relations, as well as
privileged speech and silences in collective, public discourses” (Ibid.: 22).
When examining governance practices, understanding who has a voice and
who does not is particularly important. Also, the language used by state
representatives plays a performative role, for instance, by proving
arguments for a specific policy decision and by legitimising specific actions
and measures. According to Yanow (lIbid.: 19), the strength of interpretive
research lies in “its utility for studying situations in which the meanings of
words and deeds are not or are not likely to be congruent.” This means
when word-deed tensions occur, researchers tend to trust the action as the
more accurate reflection of a meaning (Ibid.). Considering the highly
political setting studied in this research project in the field of asylum, it is
important to make meaning of words in relation to actions because politics,
in general, is understood as the struggle over idea(l)s and the struggle for
power (Hawkesworth, 2006: 42). While policy documents may express a
desired state of affairs, the subject’s conduct may still differ greatly from
the overall experience with enacted policies on the ground (Yanow, 2006:
19).

Lastly, since the context under study is constantly changing, the author of
this paper acknowledges that one’s own interpretation is “likely to be
incomplete and even possibly erroneous” (Yanow, 2006: 16). While further
investigations will be needed, this study seeks to make its approach and

research design as transparent as possible.
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3.2 Methods and approach

While digital systems play an important role in governance arrangements,
there is a lack of sufficiently developed and tested research methods to
understand many of their critical implications (Orlikowski and lacono, 2001:
133). To account for the multiplicity of digital systems in governance that
influence decision-making, the choice of this research is to apply an
analytical tool-mix. The data justice framework is used to situate, structure
and make sense of the studied setting. It is applied to analyse the Federal
Office’s implementation efforts relating to IDM-S. Additionally, the
qualitative content analysis is used which, in the hermeneutic tradition,

examines leads in empirical data.

The conceptual data justice framework is grounded in the relatively new
field of critical data studies, emerging as a response to limited perspectives
on the societal implications of data-driven technologies and the
‘datafication” of society (Dencik, Jansen and Metcalfe, 2018; Kitchin and
Tracey, 2014; Dalton and Thatcher, 2014; Boyd and Crawford, 2012). This
academic field seeks to broaden the debate to account for issues relating to
democratic procedures, the entrenchment of inequalities and discrimination
of certain groups, or the dehumanisation of decision-making around
sensitive issues (Dencik, Hintz, Redden and Treré, 2019: 874). Confronting
technological determinism, the overall approach is to position data
embedded in systems in a way that engages more explicitly with questions
of power, politics and interests, as well as with notions of legitimacy and
governance (lbid.). This reframing and the shift in focus away from
technologies toward broader issues of data-intensive systems in
governance and human rights is what makes the data justice approach so
valuable for this research. While the framework is currently being refined
and tested, nevertheless, it seems to be suited to provide an umbrella for

sense-making and foregrounding the politics of data as well as the
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significance of context in which ICTs are implemented by governments. This
approach was chosen because it can be applied in the local context as, for
example, Heeks and Shekhar (2019) demonstrated in their analysis of the
role of data systems in the field of urban development. A simplified version
of the data justice model proposed by Heeks (2017) and the framework
suggested by Dencik, Jansen and Metcalfe (2018) provide a set of guiding
questions for the analysis:

i\/\/ho are the stakeholders and how is power dlstr|buted

51 iStructuraI iamong them? Who is affected by the data- |nten5|vel
_____________________________ S S Oy
2 ‘Procedural How is data handled and transformed into results?

iHovv is data being used in the system? What happens vv|th
ithe results?

Table 4: Dimensions of the data justice framework
(Source: Following Heeks, 2017: 11; Heeks and Shekhar, 2019: 995;
Dencik, Jansen and Metcalfe, 2018)

The qualitative content analysis was chosen because it has been applied
successfully in a variety of qualitative social studies and proved itself
reliable in the field of interpretative research (Mayring, 2000; Diekmann,
2005: 510-511). The qualitative content analysis explores and describes
complex settings following textual accounts of individuals’ lifeworlds in a
hermeneutic tradition (Erlingsson and Brysiewicz, 2017: 93). The analysis
proceeds in several steps as proposed by Kuckartz (2007). First, available

documents are read and re-read to get a sense of the whole. The text is
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roughly divided into sections for better orientation. Second, meaning units
are identified in each text section and condensed into smaller parts. Third,
these condensed units are then encoded. Codes are superordinate labels or
terms used to identify ideas in the text (Ibid.: 60-61). To keep the analysis
consistent, each code is characterised by coding rules that determine its
content. They are formed deductively (e.g. based on the theory) and
inductively (e.g. based on the text) to allow for sufficient flexibility, the
review and adaptation of the coding system after re-reading (Ibid.: 60).
Forth, these codes are grouped into categories that are derived both from
the text itself (e.g. specific wording used by the actors) as well as the
theoretical foundation (e.g. criteria of legitimacy, governance, right to
privacy). If necessary, these categories are refined further after additional
re-reading and the final revision of the results. Throughout the analysis,
writing comments and memos proved to be a valuable technique,
documenting impressions, ideas, interpretation possibilities and open
questions (Strauss and Corbin, as cited in Kuckartz, 2007: 133). For coding
and analysis the software MAXQDA is used. The coding system, including
descriptions, main codes and rules, can be found in the appendix (Appendix
A).

3.3 Data sources

The data sources on which the study relies include internal documents that
outline practices at the Federal Office, such as instructions for identity
determination procedures, handbooks on the three IDM-S systems and
training manuals for employees. This material is made available through
public requests at the freedom of information platform fragdenstaat.de.
Additionally, press releases, the Federal Office’s Digitalisation Agenda 2020

and published interviews with its leadership are taken into account. The
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majority of these sources is retrieved directly from the official ministry’s
website at bamf.de. Furthermore, policy-related documents play an
important role in the assessment of justifications, intentions and official
statements in regard to IDM-S. These sources consist of proposed
legislations and draft laws, protocols of parliamentary debates and the
public hearing procedure, written statements of civil society organisations
and legal experts. Additionally, so-called “kleine Anfragen”? (small requests)
of opposition parties were analysed as they provide valuable insights into
the administration’s practices and views. Answers to these requests are
given by the Federal Government in close coordination with the requested
authority (e.g. the Federal Office). All considered documents were
published between January 2017 and July 2020, other material is excluded.
Only sources that directly refer to the IDM-S systems as developed and
applied at the Federal Office were considered. The material selected for

analysis can be found in the appendix (Appendix B).

Between April and May 2020, expert interviews were carried out to verify
the available information and to include (known) experiences of affected
individuals through the involvement of intermediaries. The experts were
selected based on their proven, long-standing experience in researching
human rights and governance issues in relation to the Federal Office’s
asylum policies. The following experts were chosen: Bellinda Bartolucci, at
the time head of the legal policy department at PRO ASYL who was
involved in drafting the organisation’s statement which addressed legal
issues related to IDM-S; Lea Beckmann, lawyer and procedural coordinator
at the Society for Civil Rights (GFF, Gesellschaft fir Freiheitsrechte) which

3 “Kleine Anfragen” (small requests) are information and control tools of parliamentarians
that are used to request written answers on specific policy issues from the Federal
Government (German Bundestag, 2020a).

w
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issued legal actions against the Federal Office’s method to analyse asylum
seekers’ mobile devices as part of IDM-S; and Anna Biselli, journalist and
computer scientist who investigated the IDM-S systems over several years
and was among the first to raise (privacy) concerns. The interview design
was semi-structured and problem-centred, ensuring flexibility for both the
researcher to react to narratives and for interviewees to add aspects
important to them (Diekmann, 2005: 450). With the experts’ consent, the
conversations were recorded and transcribed in full for analysis. These
three qualitative, oral interviews were conducted in the language of the
interviewees' choice, each between 60 and 90 minutes (Appendix C). In
addition, a written interview was carried out with the Office of the Federal
Commissioner for Data Protection and Freedom of Information (BfDI) that
supervises the compliance of state institutions with existing privacy
regulations. With the Office’s consent, the correspondence is used in this
research (Appendix D). The Federal Office for Migration and Refugees
rejected the invitation to participate in this study.
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The Federal Office’s IDM-S system and its political context

4.1 The Federal Office’s IDM-S system and its political
context

This first part of the analysis examines the development of IDM-S at the
Federal Office and situates it in the broader political context in the period
between roughly 2014 and 2018. It clarifies how identity determination
procedures of asylum seekers are carried out and how IDM-S is embedded
in this process.

4.1.1 Development and political mandates

The analysis indicates that the development of IDM-S followed a gradual,
strategic process on the Federal and Lander level. In 2015, the Heads of
State and Government of the Lander decided the digitalisation of asylum
procedures (IT Planning Council and BMI, 2018: 1). The IT Planning
Council, which organises governmental collaborations in relation to
questions concerning ICTs, was tasked with the coordination of technical
implementations (IT Planning Council, 2016: 23-24). Under the leadership
of the Federal Ministry of the Interior, Building and Community (BMI), a
‘project group on the digitalisation of asylum procedures” (PG DAS,
‘Projektgruppe Digitalisierung des Asylverfahrens”) was established. Of
various subgroups, the Federal Office was heading project number three,
which focused on the documentation of the overall asylum process. It
produced a detailed evaluation of data flows and IT systems in the Lander
pertaining to asylum procedures, among other results (IT Planning Council
and BMI, 2018: 5).
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A direct outcome of these efforts was the introduction of the Integrated
ldentity Management programme (IDM, “Integriertes Identitats-
management”) in May 2016 (IT Planning Council, 2016: 23-24). Upon
registration, personal information of asylum seekers could now be stored in
a core data system that expanded the Central Register of Foreigners (AZR,
‘Auslanderzentralregister”) (IT Planning Council and BMI, 2018: 2). The
system provided access to data for about 6.700 additional government
authorities, resulting in a total of 14.000 institutions with access rights
(BVA, 2016). IDM’s legal basis, the Data Sharing Improvement Act
(“Datenaustauschverbesserungsgesetz”) from February 2016, was criticised
for its broad data collection, insufficient data protection and the extension
of access rights for security officials (PRO ASYL, 2016; Burzcyk, 2016;
Classen, 2016; German Bundestag, 2020b: ID 18-71011). The extent of
this data exchange among authorities was considered a novelty in Germany
(Grote, 2018: 28).

Influenced by the work of PG DAS and other internal project groups, the
Federal Office published its Digitalisation Agenda 2020 mid-2016. It
outlined over 30 initiatives to improve existing processes and [T, including
the central workflow and document management system MARIS
(“Migrations-Asyl-Reintegrationssystem”) (lbid.). Within two vyears, the
portfolio expanded significantly to over 115 initiatives, including the so-
called “Integrated Identity Management - plausibility, data quality and
security aspects” programme (IDM-S, “Integriertes Identitdtsmanagement -
Plausibilisierung, Datenqualitat und Sicherheitsaspekte”) (BAMF, 2019a: 11;
BAMF, 2018a: 8-13). IDM-S draws on the infrastructure of IDM and
consists of “intelligent systems to support decisions” (BAMF, 2018a: 12),
among others, the automatic dialect recognition, the name transliteration
and analysis, and the analysis of mobile data devices. The aim of IDM-S is
to verify information provided by asylum applicants during registration
procedures and to check for the plausibility of their statements during the
personal hearing (Ibid.; BAMF, 2019%a: 41).
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Early 2017, the decision to develop IDM-S was made by the Commissioner
for Refugee Management* (BFM, “Beauftragter fur FlUchtlings-
management”), Frank-Jirgen Weise who was the former interim head of the
Federal Office (German Bundestag, 2017b: 4; BAMF and BFM, 2017). The
IT-department of the ministry, then under the leadership of Markus Richter,
was responsible for coordination and management (BAMF, 2020a; BAMF,
2016b). IDM-S was developed in cooperation with a wide range of
commercial actors who integrated additional products of other firms,
including SVA and IBM for the name transliteration and analysis, Atos and
Nuance for the automatic dialect recognition, as well as Atos, MSAB and
T3K-Forensics for the analysis of mobile data devices (BMI, 2018b: 1; BMI,
2017b). No public tender procurement was carried out due to prioritisation
requirements of existing contracts, as the government claimed (German
Bundestag, 2017b: 4; German Bundestag, 2018a: 24).

While the exact development timelines for each system remain vague, it
seems that the process was structured along three stages: a proof of
concept phase, a pilot phase and a transitional phase where components
were transferred into permanent structures (BAMF, 2018b). Testings took
place in a reception facility based in Bamberg, Bavaria. Regarding the name
transliteration and analysis, two software options were tested in the first
half of 2017, the decision for the final product was made in July (German
Bundestag, 2018a: 25). The order for the development of the automatic
dialect recognition was placed on 12 April 2017. The pilot phase was
extended in September (German Bundestag, 2017b: 3-4). Information

4In this newly established position, the Commissioner was tasked with the development of
solutions for the implementation of asylum procedures, the facilitation of return, and the
improvement of data quality across all competent authorities and governance levels. The
mandate expired in 2017 (Grote, 2018: 29; BMI, 2017a; BMI, 2018a: 3).

w
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about the testing and development phases of the system to analyse mobile
data devices is not available. As live demonstrations of all three
components took place on 25 July 2017, it can be assumed that these
systems were developed mainly in the first half of 2017 (BAMF, 2017b;
BAMF, 2017c; BAMF and BFM, 2017). According to the Federal Office,
IDM-S was rolled out across all its branch offices and reception facilities in
the beginning of 2018 (BAMF, 201%a: 41; BAMF, 2018a: 34).

4.1.2 Application in identity determination procedures

As the main authority responsible for matters relating to migration, the
Federal Office is obligated to decide on asylum applications (BAMF, 2020b;
BAMEF, 2020c). Asylum is granted based on preconditions for international
refugee and subsidiary protection, evidence for political persecution and
whenever bans on deportation apply (BAMF, 2020d). Decisions are made
on a case by case basis taking into account the individual's identity and
history of persecution. In the area of asylum, identity is documented during
registration and verified in the personal hearing procedure (Tangermann,
2017: 5). During the registration, personal information is collected (BAMF,
2020e; cf. BMJV, 201%a: AZR-law, section 1, para. 3). It is compared to
existing data bases, such as the EU’s fingerprint database EURODAC and
INPOL of the Federal Criminal Police Office (BMI, 2018a: 7; BAMF, 2018c:
chapter 1). If any security reservation or grounds for refusing entry exist,
authorities responsible for decisions on residence matters are notified
(BAMF, 2019b: 16-17). In the personal hearing, asylum seekers are
questioned about the reasons for seeking protection and other details
regarding life in the country of origin that can corroborate their claims.
These interviews are led by a “decision-maker” (BAMF, 2020f) who verifies

all information provided to make the final asylum decision. In general,
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asylum seekers are obliged to hand over any documents that can establish
their identity and serve to illustrate their origin (BMJV, 2020: Asylum Act,
section 15). Official documents are subject to a multi-stage physical and
technical examination (PTU, “physikalisch-technische Untersuchung”) in
order to check for their authenticity. Travel documents (e.g. passports,
identity cards) and papers indicating civil status (e.g. birth certifications,
driver’'s licences) are accepted (BAMF, 2019c: Urkunden- und
Dokumentenprifung PTU).

Following internal guidelines for identity determinations, the name
transliteration and analysis is used irrespective of the individual's
possession of a passport (BAMF, 2018c: chapter 3.4). Whereas the
automatic dialect recognition and the analysis of mobile devices are carried
out if such documents cannot be provided or any doubts about the
individual’s origin exist. In the asylum procedure, IDM-S is used during the
initial registration but can also be applied before or during the personal
interview (Ibid.: chapter 3). For each system of IDM-S, a separate report is
compiled that contains the results of the data analysis. These reports are
used by decision-makers in preparation for the personal interviews (Ibid.).

The three systems are applied as follows.
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lllustration 1: IDM-S embedded in the asylum process
(Source: BAMF, 2017a: Ubersicht

The name transliteration and analysis (TraLitA, “Transliterationsassistent”) is
used to transliterate Arabic names to Latin characters (BAMF, 2019a: 41;
BAMF, 2018d). At a computer, Arabic-speaking applicants indicate their
country of origin and their full name to prevent spelling mistakes, which can
arise from regionally different phonetic forms or pronunciations and can
dependent on the interpreter as well as the experience of the registration
staff (BAMF and BFM, 2017: 2; BAMF, 2017a: Namenstranskription,
Ubersicht; BAMF, 2018d: 10; BAMF, 2019a: 14). Based on that name,
references to the country of origin are made as part of the analysis (BAMF,
201%a: 41). These references are indicated in the final report as follows:
‘The name is used [rarely/very rarely] in the indicated country [Syrial.

Instead, in [the countries/ the country] [Lybia, Algeria and Morocco] it is
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used frequently”s (BAMF, 2018c: chapter 3.4). According to the Federal
Office, TralLitA improves data quality as it is based on standardised
transliterations. This way multiple registrations of the same individual are
avoided and the need for follow-up corrections is reduced (BAMF, 2018d:
5; BAMF, 2017a: Namenstranskription, Ubersicht; BAMF and BFM, 2017:
3).

The automatic dialect recognition (DIAS, “Dialektbestimmungs-Assistent”)
determines the spoken dialect of an asylum applicant (BAMF, 2018e). This
information is used to verify the region of origin (BAMF, 2017a:
Sprachbiometrie, Ubersicht). According to the Federal Office, the system is
applied to applicants who claim to speak the following five Arabic (grand)
dialects: Gulf, lragi, Maghrebi, Egyptian and Levantine (BAMF, 2018b;
BAMF, 2019%a: 14). To start the proceeding, an assigned staff member dials
an internal phone number. On the phone, the asylum applicants describe
one or more provided pictures in their native language (BAMF, 2017a:
Sprachbiometrie, Ablauf; BAMF, 2018e: 6). These descriptions are recorded
and terminated after approximately two minutes. Based on this biometric
speech sample, probabilities for the spoken dialects are calculated
automatically (BAMF, 2017a: Sprachbiometrie, Ablauf; BAMF, 2019a: 14).
According to the Federal Office, the system provides for the speech-based
verification of origin early on in the asylum procedure (BAMF, 2017a:
Sprachbiometrie, Ubersicht). The decision-making process is supported
with an additional data point and put on a broader basis (Ibid.). It is argued
that “potentials for misuse” (“Missbrauchspotenziale”) (BAMF, 2018b) are

limited and that the overall asylum process is accelerated. This way both

50wn translation. Original text: “Der Name kommt im angegebenen Land [Syrien] [selten/
sehr selten] vor. In [den Liandern/dem Land][Libyen, Algerien und Marokko] kommt er
hingegen haufiger vor” (BAMF, 2018c: chapter 3.4).
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transparency and security in the asylum process are increased (BAMF and
BFM, 2017: 3).

The analysis of mobile data devices (AmD, “Auslesen von mobilen
Datentragern”) is the third method applied as part of IDM-S (BAMF, 2018f;
BAMEF, 2018g). In its internal instructions, the Federal Office distinguishes
between three stages: the read-out of mobile devices of asylum applicants,
the automatic analysis of data contained on these devices, and the final
evaluation and use of the results during the hearing procedure. Currently,
smartphones, mobile phones and tablets are examined (BAMF, 2018c:
chapter 3.1). On a computer, the assigned staff member records
information about the devices, including the country name and purchase
date. Then, asylum applicants unlock their devices and, if necessary, change
existing settings. The read-out takes place in the presence of the individual
concerned at a specialised computer to which the phones and tablets are
connected. Extracted data are automatically analysed and the final results
are compiled to a report. Unlike the other two IDM-S systems, this report is
not immediately available to decision-makers. It is accessible to them after
being given specific access permission by a fully-qualified lawyer eligible for
judicial office (“Volljurist”). Only then the final report can be used in
preparation for the personal interview (Ibid.: chapter 3.1.3). The Federal
Office argues that identity determinations can be designed more
purposefully during the hearing as claims of asylum applicants can be
supported with an “additional technical lead” (“weitere[r] technischelr]
Anhaltspunkt”) (BAMF and BFM, 2017: 6) - even if identity documents

were |lost.

In general, policy documents underline that the three systems only assist
and never replace the human decision-making process. If discrepancies
occur as part of the reports, asylum seekers can resolve potential
conflicting information during the hearing (German Bundestag, 2018a: 26;
BAMF and BFM, 2017). According to the Federal Office, IDM-S provides
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leads to the claims. It does not have evidential value, meaning that the
systems’ reports cannot be used in court (BAMF, 2018c: chapter 3.4;
German Bundestag, 2017b: 7).

4.1.3 Political environment

In 2015, the number of individuals seeking protection from violent conflict,
war and political persecution significantly increased in Germany, reaching a
peak with almost half a million individuals applying for asylum - more than
twice as many as in the previous year (BAMF, 2016éa: 11). Public
administrations were struggling to come up with viable responses to the
complexity of migration, especially in regard to the timely registration and
processing of all filed asylum claims (Grote, 2018: 32-36). The Federal
Office faced an intense need of additional, qualified personnel to process
all new arriving asylum seekers as well as those who resided in the country.
Consequently, this led to an ever growing backlog of unregistered
individuals and long waiting periods for the beginning of asylum procedures
alone (German Bundestag, 2018b). By the end of 2015, more than
330.000 initial proceeding were pending at the Federal Office, while at the
same time the average process duration extended to almost eight months
(BAMF, 2016a: 55-56). The situation intensified in the following year with
up to 579.000 pending asylum procedures as of September 2016 (Grote,
2018: 34).
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To cope with these challenges at the Federal Office, additional reception
facilities were established, thousands of new employeesé were recruited
and allocated from other administrations, the duration of staff training was
reduced, and more budget” was secured to cover the growing expenses
(Ibid.: 39-40). Internally, emphasis was given on accelerating asylum
decisions and processes. On the one hand, various technical initiatives
were introduced to support this development digitally as the expansion of
the Digitialisation Agenda’s portfolio indicates (BAMF, 2018a; BAMF,
2019a). On the other hand, new performance targets required decision-
makers to make approximately two to three asylum decisions per day,
leading to excessive demands on both existing staff members and new
employees who were largely inexperienced due to insufficient trainings
(Stddeutsche Zeitung, 2017). These consequences of mismanagement at
the Federal Office were addressed publicly by the media and the ministry’s
own staff council, putting the leadership under pressure to act (Scheinost
and Huter, 2015; Aul, 2016; Jehle, 2016).

Political developments were also fuelled by pivotal events, including the
attacks in Ansbach (2016), Berlin (2016) and Wrzburg (2018) - committed
by individuals who applied for asylum in part under different identities
(Tagesschau, 2016; Augsburger Allgemeine, 2018). The case of Franco A.,
the far-right German soldier who successfully registered as an asylum

seeker from Syria, subjected the Federal Office to harsh criticism (Schmidt

6 For comparison: As of January 2014, 2.132 individuals were employed at the Federal
Office (full-time equivalent) while in 2015 only 350 new position were created. As of
December 2017, 6.653 employees were enlisted, including 1.704 decision-makers (Ibid.:
52).

7 The budget stipulated expenses of 159 million in 2014 compared to overall cost
calculations of 782 million in 2017 due to the increase in personnel and premises (Ibid.:
58).
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and Erb, 2019). Since 2015, these situations opened a window of
opportunity for restrictive asylum policies with severe human rights
implications for asylum seekers who were put under general suspicion of
engaging in criminal activities (BMI, 2018c: 2; Klages, 2017; German
Bundestag, 2017c; Georgi, 2016: 192). About 30 new asylum laws were
introduced over a period of several years with the votes of the Christian
Democratic Union (CDU), the Christian Social Union (CSU) and the Social
Democratic Party (SPD) (Bartolucci, 2020: Appendix C; Dernbach, 2019).
Legislative initiatives expanded the contested concept of “safe countries of
origin” (“sichere Herkunftslander”)8, introduced the residence obligation,
and categorised individuals in groups with better and lower prospects of
permanent residence, resulting in the provision of services for one group
and even harsher restrictions for others (Grote, 2018: 45-51). As a result,
the Federal Office’s decision-making powers were extended by legal means,
enhancing its authority vis-a-vis asylum seekers with the intention to create
‘deterrent effects for further potential arrivals” (Broker, as cited in Grote,
2018: 40). The Federal Office was increasingly promoted as a “safety
authority” (“Sicherheitsbehorde”) - one that utilises technologies to
enhance security particularly in identity determinations (BAMF, 2019d;
BAMEF, 2020g; Kastner, 2017). Furthermore, commercial consultancy
agencies, such as McKinsey, were hired to assess the “optimisation
potentials” (“Optimierungspotenziale”) for repatriations (McKinsey and
BAMEF, 2016; cf. Federal Government and McKinsey, 2016; cf. Lobenstein,
2017; cf. Schneider, 2016). In light of the upcoming parliamentary election

in 2017, these developments were used to demonstrate political

8 This means that by law, the concept establishes a “default presumption” to certain
countries that there is no general risk of persecution and that the human rights situation
for all groups of society is satisfactory (BAMF, 2018h). Countries like Albania, Ghana,
Kosovo, North Macedonia, Senegal and Serbia are considered “safe countries of origin”,
among other countries.
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decisiveness and control over the unfolding situation (Biselli, 2020:
Appendix C).

Where public institutions failed to provide the most basic of necessities,
citizens engaged in collective practices of solidarity which became coined in
the public discourse as “welcome culture” (“Willkommenskultur”) not least
because of its magnitude (Hamann and Karakayli, 2016: 74). In regard to
governance issues, volunteering played a major role in the maintenance,
compensation and provision of crucial services (Grote, 2018: 29-30).
However, critical migration and border studies indicate limits of the
‘welcome culture” in the political arena (Hamann and Karakayli, 2016: 73).
The term was used heavily from utilitarian standpoint, that is in connection
with the recruitment of specialised workers - a historic focus and main
driver in Germany’s migration policy reforms (Georgi, 2016: 190-193;;
Hamann and Karakayli, 2016: 73-74; Castro Varela, 2014: 42). Although
many engaged in volunteering, scholars observed that long-term committed
parts of the movement eventually had no say in asylum policies
(Fleischmann and Steinhilper, 2017: 19; Karakayli and Kleist, 2016: 4-5;
Funk, 2016: 289). The overall public attitude towards migration and asylum
remained stable and predominantly positive as scientific evaluations
indicated (Ahrens, 2017: 13; SVR Integration Barometer, 2018; Gerhards,
Hans and Schupp, 2016; Helbling et al., 2017).
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4.2 Political legitimacy: Legal background of IDM-S

So far, the political environment and conditions under which the Federal
Office developed and applied IDM-S in the area of asylum and identity
determinations were taken into account. This second part of the analysis
focuses on identifying the qualities of political (input) legitimacy and
patterns of justifications in relation to the Federal Office’s governance by

examining first the legal foundation and legislative proceedings of IDM-S.

4.2.1 Legal provisions of the Asylum and Residence
Act

The legal basis for both the automatic dialect recognition as well as the
name transliteration and analysis system is covered by provisions of the
Asylum Act. In general, the use of identification measures in asylum
procedures is permitted to verify and determine the individual's identity
and the country or region of origin. Oral statements can be used, if the
affected individual was informed beforehand. In regard to documenting,
establishing and verifying identity, section 16, subsection 1 of the Asylum
Act states:

‘(1) Identification measures are to be taken to verify the identity of
foreigners requesting asylum. (...) In order to determine the foreigner’s
country or region of origin, the foreigner’s oral statements may be recorded
on audio and data media other than at his formal hearing. Such recordings
may only be made if the foreigner is informed beforehand” (BMJV, 2016:
Asylum Act, section 16, subsection 1).
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Regarding the automatic dialect recognition, the government refers to this
section accordingly to signify the legal footing of the system (German
Bundestag, 2017b: 6). Also, the Act outlines that data on identity
documents - including the name of the person concerned - can be read,

processed and used:

....................................................................................................

(1a) In order to check the authenticity of the foreigner's document or
identity, the biometric and other data stored electronically within the
passport, official passport substitute or other identity documents may be
read (...)" (BMJV, 2016: Asylum Act, section 16, subsection 1a).

“(5) The processing and use of data obtained pursuant to subsection 1 shall
also be permitted for the purpose of establishing the foreigner’s identity or
identifying evidence for purposes of criminal prosecution and threat
prevention.” (Ibid.: Asylum Act, section 16, subsection 5)

While both digital systems are not explicitly mentioned, formally, the
automatic dialect recognition as well as the name transliteration and
analysis system fall under these legal provisions.? Official references of the
government to the legal basis of TraLitA could not be identified. The
analysis of mobile data devices was a new measure introduced by the Act
to Improve the Enforcement of the Obligation to Leave the Country
(“Gesetz zur besseren Durchsetzung der Ausreisepflicht”), which entered
into force on 29 June 2017 (German Bundestag, 2020c: ID 18-80058). The
law amended both the Asylum and Residence Act. Section 15a of the

Asylum Act authorises the analysis of mobile data devices that is only

9 To what extent these systems comply with EU’s laws, such as the GDPR, can not be
determined in this study. It is worth mentioning that the compliance of the automatic
dialect recognition was questioned in the past (German Bundestag, 2017b: 6).
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permitted insofar as it is necessary to determine the identity and nationality
of the asylum seeker and the purpose of the measure cannot be achieved
by other less-intrusive means. The Federal Office is the main responsible

authority:

‘(1) The analysis of data carriers is only permitted insofar as it is necessary
to determine the identity and nationality of the foreigner in accordance with
Section 15 subsection 2 number 6 and the purpose of the measure cannot
be achieved by lenient means. Section 48 subsection 3a sentences 2 to 7
and Section 48a of the Residence Act apply accordingly. (2) The Federal
Office is responsible for the measures mentioned in section 1."10

The regulation to cooperate was extended by section 15 subsection 2
number 6: In cases where a valid passport or a passport replacement
cannot be provided, asylum seekers are obliged to assist in the acquisition
of identity papers and, upon request, to present and hand over all devices
in their possession that may be important for the determination of identity
and nationality to relevant asylum authorities (Federal Government, 2017b:
11; BMJV, 2020: Asylum Act, section 15, subsection 2, number 6).

The regulation of the analysis of mobile data devices further points to
provisions of the Residence Act, namely sections 48 and 48a that apply.

Accordingly, section 48 of the Residence Act underlines limitations: “Where

10 Own translation. Original text: (1) Die Auswertung von Datentrdgern ist nur zuldssig,
soweit dies fur die Feststellung der Identitdt und Staatsangehorigkeit des Auslanders nach
§ 15 Absatz 2 Nummer 6 erforderlich ist und der Zweck der MaRnahme nicht durch
mildere Mittel erreicht werden kann. § 48 Absatz 3a Satz 2 bis 7 und § 48a des
Aufenthaltsgesetzes gelten entsprechend. (2) Fir die in Absatz 1 genannten MaRnahmen
ist das Bundesamt zustidndig” (BMJV, 2020: Asylum Act, section 15a; cf. Federal
Government, 2017b: 11).
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there is reason to believe that analysing data carriers would provide only
insights into the core area of private life, the measure shall not be
permissible” (BMJV, 2017a: Residence Act, section 48, subsection 3a).
Asylum seekers are obliged to provide access data for the analysis of
devices (e.g. unlocking their devices). The analysis can only be carried out
by employees qualified to hold judicial office (Ibid.). If insights into the core
area of private life are acquired in the course of the analysis, they cannot
be utilised, and records thereof are to be deleted immediately (Ibid.). A
written record is to be made of that acquisition and deletion. Where
personal data acquired in the course of the said measure is no longer
necessary for the purpose of identity determination, the data is to be
deleted (Ibid.). If individuals do not provide access to their devices, section
48a of the Residence Act regulates that telecommunication service
providers are required to transmit the necessary information to state
authorities upon request (BMJV, 2017b: Residence Act, section 48a,

subsection 1).

4.2.2 Aims, interests and justifications

Because the Act to Improve the Enforcement of the Obligation to Leave
the Country expanded the legal powers of the Federal Office by
introducing the analysis of mobile data devices, the legislation had to be
politically justified and argued for. The legislative proceedings provided
detailed insights into the aims, interests and justifications put forward by
the proponents of the law, including representatives of the Federal Office,
the BMI as the drafting authority and the ruling coalition CDU/CSU and
SPD. Arguments and intentions can be studied in the draft legislations,

plenary debates and the public hearing procedure.
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As the title and explanatory memorandum suggest, the Act aims to improve
the enforcement of the obligation to leave the country. The draft section
refers directly to the migration of 2015 (Federal Government, 2017a: 8;
Federal Government, 2017b: 13; Federal Government, 2017c: 1). The
problem stated therein is that among those arrivals there are “numerous
persons” (“zahlreiche Personen”) (Federal Government, 2017c: 1) who are
not entitled to asylum protection. As the number of returns increased in
the past years, it is generally assumed that “the Federal Office is likely to
continuously reject a high number of asylum applications in the next
months concerning those persons who do not require protection.!1 The
most direct representation of this aim was put forward during the public
hearing procedure by Hans-Eckhard Sommer (CSU), then soon-to-be
president of the Federal Office (BAMF, 2020h).

Arguing in favour of the law, he stated that the legislation and its
interventions combined would contribute to “facilitating measures that
terminate the residence of persons who state a false identity and of those
without prospects of remaining”'2 in the country. The analysis of asylum
seekers’ devices is one intervention of many embedded in the law that also
include the extension of detention pending deportation, the elimination of
notifications prior to deportations, surveillance measures and further
movement restrictions (Federal Government, 2017c: 1-2). While the

analysis of devices is used to determine and verify the identity and

11 Own translation. Origin text: “In den nachsten Monaten wird das Bundesamt fir
Migration und Fllchtlinge fortlaufend voraussichtlich eine hohe Zahl von Asylantréagen von
Personen ablehnen, die keines Schutzes in Deutschland bedurfen” (Ibid.).

12 Own translation. Original text: “dazu beitragen, (...) aufenthaltsbeendende MaBnahmen

gegenlber Identitdtstduschern und Personen ohne Bleibeperspektive zu
erleichtern” (Sommer, as cited in German Bundestag, 2017a: 21).
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nationality of asylum seekers, it has to be interpreted in the context of the

law.

The plenary debates by large refer to national security concerns,
emphasising the past attacks (German Bundestag, 2017d; German
Bundestag, 2017¢e). The analysis of mobile devices plays an important role
in the line of reasoning as it was argued that identity frauds could have
been avoided. For example, Burkhard Lischka (SPD) stated: ‘BAMF
employees have failed in the simplest test steps. (...) A look at Franco As
cell phone, and the whole fraud would have been exposed.”t3 Arguing for
faster deportations based on national security grounds, Sommer (as cited in
German Bundestag, 2017a: 21) underlined in his statement during the
public hearing that among the arrivals, there are persons who sympathise
with and actively support terrorist organisations. Throughout the legislative
process, asylum seekers were portrayed as security threats, as individuals
who do not cooperate with authorities and deliberately hide their identity.
This general suspicion and the perceived need to improve identity
determinations were often coupled with the idea of an assertive state and a
strong rule of law. Thomas de Maiziere (CDU/CSU), the Federal Minister of
the Interior, stated: “In a constitutional state, we cannot accept that asylum
seekers indicate seemingly without sanctions and at will different names

and nationalities, do not provide useful information and hope that the

13 Own translation. Original text: “Da haben Mitarbeiter des BAMF bei simpelsten
Prifschritten versagt. (...) Ein Blick auf das Handy von Franco A., und der ganze Schwindel
ware sofort aufgeflogen” (Lischka, as cited in German Bundestag, 2017e: 23728).
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authorities (...) will get stuck when seeking to obtain papers.”’4 Sommer (as
cited in German Bundestag, 2017a: 22) goes so far as to accuse asylum
seekers to actively cooperate with embassy staff in countries of origin to

hide their identity. Proof for these claims was not put forward.

During the public hearing, more narrow arguments in favour of the analysis
of mobile devices were stated by Richter as the then direct representative
of the Federal Office. He (as cited in German Bundestag, 2017a: 20-21)
argued that the overall measure would improve administrative processes by
increasing transparency and practicability, in addition to accelerating asylum
procedures. The efficiency argument is put forward in more detail in his
written statement on behalf of the Federal Office: Compared to other
existing instruments for identity determinations that are complex and result
in longer processing time, the analysis of mobile data devices would
represent an additional “fast and straightforward” (“schnell und
unkompliziert”) instrument (Ibid.: 103). The extent of the measure is largely
relativised in Richter's statements and responses. In regard to the legal
foundation, he (Ibid.: 20) pointed out that the measure was already applied
by other authorities and, consequently, would only be made usable for the
Federal Office. It was emphasised repeatedly that access to data contained
on devices would be carried out in a precise way, and that only necessary
metadata would be read out - not the content (Ibid.: 29; Ibid.: 39). At the
same time, the analysis of mobile devices would be applied only as a means
of last resort to a specific, well-defined group - that is persons who do not

have identity papers or any kind of information regarding their identity and

14 Own translation. Original text: “In einem Rechtsstaat kénnen wir es nicht hinnehmen,
dass Asylbewerber scheinbar sanktionslos und nach Belieben verschiedene Namen und
Staatsangehorigkeiten angeben, keine brauchbaren Auskilnfte geben und darauf hoffen,
dass die Behorden (...) bei der Beschaffung von Papieren nicht weiterkommen.” (De
Maiziére, as cited in German Bundestag, 2017d: 22524).
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nationality (Ibid.: 29; Ibid.: 39; Ibid.: 104). Contrary to Richter’s statement,
the explanatory section of the law outlines that approximately 50 to 60
percent of all asylum seekers cannot provide their passports and could,
therefore, be considered as a potential target group (Federal Government,
2017b: 15). Furthermore, Richter (as cited in German Bundestag, 2017a:
20) assumed that asylum seekers have the sole responsibility to ensure the
plausibility of their identity-related statements in order to prove who they
are. However, circumstances that are not self-inflicted by the affected
persons and outside their control, such as the way how governments
design identity determination procedures, were excluded from official
justifications. Representatives of the Federal Office did not refer to rights
and freedoms of asylum seekers to whom the authority has particular
responsibilities, showing bias in the argumentation. The most significant
statement for the use of the analysis of mobile data devices stems from
Richter’s written statement on behalf of the ministry that included a “legal
assessment” (“rechtliche Bewertung”) (Ibid.: 103-104). It outlines the right
of the legislator to react to situation where asylum is not only “requested in
bulk” (“massenhaft beantragt”) but is “unjustifiably desired” (‘ungerecht-
fertigt begehrt”) in order to obtain residence rights (Ibid.). From the
perspective of the Federal Office, this “attempt to misuse the right to
asylum” (“Versuch einer missbrauchlichen Inanspruchnahme des Asylrecht-

schutzes”) (Ibid.: 104) has to be met at the level of identity determinations.

Throughout the legislative proceedings, the general lack of evidence for
these claims, the use of vague numbers to imply the relevance of the law
and the undifferentiated approach to the multifaceted issue at hand were
largely criticised by civil society organisations (Becker, 2017: 2; PRO ASYL,
2017a: 5-9; PRO ASYL, 2017b). Similarly, in its assessment of the draft
proposal, the Federal Council (2017: 12) pointed towards “substantial
deficits of due process” (“erhebliches rechtsstaatliches Defizit”) as the law
did not provide for the evaluation of the impacts and assumed

effectiveness of the measures proposed. The Council concluded that “(...) a
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regulation without the reflection of its steering potential calls into doubt
the meaningfulness and appropriateness of legislative reactions.”> Apart
from the aims, interest and justifications, the non-compliance of the
analysis of mobile data devices with constitutional provisions of the right to

privacy was condemned.

4.2.3 Unlawful interference with the right to privacy

The right to privacy and its main essence, namely that every person should
have an area of autonomous development, is protected by the general right
of personality derived from Germany's Basic Law (Wehage, 2013: 11).
Article 2, section 1 states: “Every person shall have the right to free
development of his personality insofar as he does not violate the rights of
others or offend against the constitutional order or the moral law” (BMJV,
2019b: Art 2, section 1, GG). This Article is seen in conjunction with Article
1, section 1: “Human dignity shall be inviolable. To respect and protect it
shall be the duty of all state authority” (Ibid.: Art 1, section 1, GG). The
general right of personality was further development by judicial decisions.
In 2008, the Federal Constitutional Court recognised a new fundamental
right to the guarantee of the confidentiality and integrity of information
technology systems (BVerfG, 2008: Judgement of 27 February 2008, 1 BvR
370/07):

15 Own translation. Original text: “(..) eine Rechtssetzung ohne Reflexion Uber ihr
Steuerungspotential [stellt] die Sinnhaftigkeit und Angemessenheit der gesetzgeberischen
Reaktionen in Frage” (Ibid.).
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“The fundamental right to the guarantee of the integrity and confidentiality
of information technology systems is to be applied (...) if the empowerment
to encroach covers systems which alone or in their technical networking can
contain personal data of the person concerned to such a degree and in such
a diversity that access to the system facilitates insight into significant parts
of the life of a person or indeed provides a revealing picture of the
personality” (Ibid.: Judgement of 27 February 2008, 1 BvR 370/07, No.
203).

“What is first of all protected by the fundamental right to the guarantee of
the confidentiality and integrity of information technology systems is the
interest of the user in ensuring that the data which are created, processed
and stored by the information technology system that is covered by its
scope of protection remain confidential. An encroachment on this
fundamental right is also to be presumed to have taken place if the integrity
of the protected information technology system is affected by the system
being accessed such that its performance, functions and storage contents
can be used by third parties” (Ibid.: Judgement of 27 February 2008, 1 BvR
370/07, No. 204).

As the new legislation on mobile devices enables the access, analysis and
storage of personal information of asylum seekers, it falls within the scope
of the fundamental right as defined by the court. This was underlined
during the legislative proceedings not least by the German Bar Association,
the BfDI, and various civil society organisations (German Bar Association,
2017: 6; VoRhoff, 2017: 4; PRO ASYL, 2017a: 19). It was argued that the
interference with the right to privacy takes place in such an extent and
under conditions that are not permissible under the constitution. Criticism
of the legal measure included the violation of the principles of

proportionality and necessity, the lack of an adequate protection of the
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core area of private life and the absence of effective oversight mechanisms.

The principle of proportionality requires that the severity of the privacy
interference is not disproportionate in relation to the justifying reasons and
objectives put forward. This means that the legislator needs to consider
both individual rights and common societal interests: In this case, the rights
infringements of a person greatly outbalance common interests (Vofl3hoff,
2017: 7; German Bar Association, 2017: 9). The disproportionality of the
analysis of mobile devices stems from its far-reaching scope in regard to
asylum seekers’ obligation to cooperate on the one hand and the Federal
Office’s authorisation to access, analyse and store personal data on the
other. First, the legislation refers to all devices that asylum seekers possess,
including laptops, mobile phones, USB sticks, and other devices (German
Bar Association, 2017: 10; VoB3hoff, 2017: 6). Second, it allows the Federal
Office not only to look through personal information but, moreover, to
analyse, copy and store data contained on these devices without legal
limitations (German Bar Association, 2017: 10). Third, the circumstances of
the most affected persons need to be taken into consideration to
understand the degree to which the gathered information is particularly
sensible and deeply personal (VoRRhoff, 2017: 6). Asylum seekers’ mobile
phones represent the main communication channel with family members,
friends and other close persons in their country of origin and the outside
world. According to the German Bar Association (2017: 11), it is likely that
these devices contain intimate information, notes and journey-like
observations in the form of chat messages, videos and photos of their
journey and personal life. If authorities read-out and analyse devices of
asylum seekers, this measure directly encroaches on the protected core
area of private life (Ibid.; VoZhoff, 2017: 7). In consequence, this means that
much more personal data is accessed, analysed and stored by authorities
than what is actually needed to achieve the aim of the measure, namely to
determine the identity and nationality of a person without valid documents.

The severity of the interference with the right to privacy is even greater
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since authorities can potentially access confidential communication, for
example, with lawyers, doctors, and spiritual leaders - communication that
is especially protected by law (German Bar Association, 2017: 13; Vo(shoff,
2017: 6).

Furthermore, the extension of the obligation to cooperate violates the
principle of necessity. While section 15a on the analysis of mobile devices
refers to lenient measures, the obligation to cooperation in section 15,
subsection 2 does not entail provision to ensure that less intrusive means
are exhausted before the device is handed over for read-out (Vof3hoff,
2017: 4-5; BMJV, 2020: Asylum Act, section 15, subsection 2, number 6;
BMJV, 2020: Asylum Act, section 15a). According to the German Bar
Association (2017: 8), this effectively means that persons without
passports, upon request, must always provide their devices to authorities.
Every employee has the right to make such a request, while at the same
time the law does not impose requirements on staff members by outlining
necessary conditions (Ibid.). This way, the obligation to cooperate amounts
to a liability notwithstanding an actual misconduct or refusal to cooperate
in the identity determination proceedings (Voi3hoff, 2017: 5). The legislative
provisions do not require substantiated doubts as to the identity statement
of an asylum seeker which indicates that the measure can be applied
arbitrary to every person without a passport, as was argued by the German
Bar Association (2017: 15-16). In turn, this means that the necessity of the
said measure is assumed and not based on reasonable, evidential grounds
(Ibid.: 16).

The core area of private life is not sufficiently protected although it is
referred to in section 15a, subsection 1 (Ibid.: 18; VoRhoff, 2017: 7). This
section states that the use of the said method is restricted to cases where
the access to devices leads only to insights about the core area of private
life. However, considering the available personal data on devices and that

every single e-mail can potentially contain intimate information, a clear
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distinction between more or less sensitive areas cannot be made in
practice, especially, before the method is applied (German Bar Association,
2017: 19). Even if information of the core area of private life is accessed
once, the interference does take place no matter if by a human being (e.g.

confiscation of devices) or machine (e.g. analysis) (Vo3hoff, 2017: 5).

Lastly, the legislation stipulates that access to analysed data of asylum
seekers’ devices is only permitted to fully-qualified lawyers who hold
judicial office. However, these staff members do not represent independent
entities, as they themselves are subject to the Federal Office’s hierarchy
and internal instructions (German Bar Association, 2017: 19; Vofhoff,
2017: 7). According to Beckmann (2020: Appendix C), this regulation
seems to be inspired by judicial reservations that are applied to serious
encroachments of fundamental rights, e.g. imprisonment cases. In addition
to the legal qualification, such reservations introduce the external, judicial
independence into control and oversight mechanisms (lbid.). In regard to
the analysis of mobile data devices, these safeguards are missing de jure,
therefore, do not offer sufficient protection against state interference with
the right to privacy (Ibid.).

4.2.4 Procedural quality issues

The introduction of the Act to Improve the Enforcement of the Obligation
to Leave the Country was characterised further by quality issues in the
legislative process. The proposal was pushed through means of accelerated
proceedings without indicating reasons for its urgency (PRO ASYL, 2017a:
5): The cabinet decided upon the preparation of the Act on 9 February
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2017 (Federal Government, 2017d). The first draft'® was issued for
comments on 16 February and was decided upon by the cabinet on 22
February (Federal Government, 2017e; BMI, 2017c; BMI, 2017d). The first
proposal submitted to the Bundestag dates back to 23 February, the
second was issued on 16 March, the final on 17 May, 2017. On 27 March,
a public hearing procedure was carried out (German Bundestag, 2017f;
German Bundestag, 2020d). The final plenary debates took place on 18
May, including the voting on the bill. The Act entered into force on 29 June
2017 (German Bundestag, 2020c).

According to the Joint Rules of Procedure of the Federal Ministries (GGO,
‘Gemeinsame Geschaftsordnung der Bundesministerien”), authorities are
obliged to involve various actors “as early as possible” in the legislative
process (BMI, 2011: section 47, para. 1, GGO). This includes relevant
governmental departments and civil society organisations (Ibid.: section 47,
paras. 1-3, GGO). In regard to the examination of draft laws, the deadline
for engaging other state authorities is set to four weeks, in cases of
extensive bills it is extended to eight (lbid.: section 50, GGO). All
submissions should be considered prior to cabinet decisions and include
dissenting opinions as a result of the involvement (Ibid.: section 22, para. 1,
no. 4: Ibid.: section 51, no. 4, GGO). All federal ministries involved in
legislative proceeding shall be equally accountable for adopted bills (Ibid.:
section 52, para. 1, GGO). Since the Federal Office was involved in the

consultations, these provisions equally apply to that authority.

16 The legislative process distinguishes between “Referentenenwurf” and “Gesetzes-
entwurf”. The former are early draft laws that have not (yet) been adopted by the cabinet.
The latter represent adopted legal proposals that enter the Bundestag procedure and
become subject to parliamentary debates (BMF, 2020).

-61 -



Chapter 4: Empirical analysis >
Political legitimacy: Legal Background of IDM-S

The analysis of procedural qualities demonstrates the lack of meaningful
engagement. As the supervisory authority for data protection, the BfDI
(2017: 101) repeatedly criticised the short deadlines for consultations that
did not meet the requirements of GGO. Relating to the said Act, the office
outlined that about one month was available to assess the draft law at first.
As the legislation was revised, however, only a few days were available to
issue up-to-date statements, leaving not enough time for sufficient
evaluations of the law and its measures (BfDI, 2020: Appendix D.1, 1-4).
Despite the critical remarks on the unlawful interferences with privacy
outlined in the previous chapter, the concerns were not acted upon by the
legislator as the BfDI (2019: 66) records in its annual report.

The engagement of civil society organisations and associations was formally
respected to the extent that feedback on the draft legislation
(Referentenentwurf) was requested. However, in their submitted
statements on the draft law from 16 February, civil society organisations
argued that due to the deadline of not even 24 hours a sufficient
evaluation of the Act could not be provided (KeBler, 2017: 1; BumF, 2017:
1: Amnesty International, 2017: 1; Sedlmayr, 2017: 1; Loheide, 2017: 1). It
was concluded that genuine engagement was not attempted by the
government (Amnesty International, 2017: 1). As the cabinet decision was
made only five days after the submission date, it is doubtful that even those
submitted remarks were evaluated properly (Bartolucci, 2020: Appendix C).
The engagement of civil society at this early point in the legislative process
is crucial because once the draft passes through different committees and
political discussions become increasingly deadlocked (e.g. during the
parliament debate), it gets harder to make changes, as Bartolucci (Ibid.)
points out. These short deadlines for engagement amount to a repeating
issue in regard to asylum-related legislations (PRO ASYL, 2019: 1-2; BumF,
2017:1).
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During the public hearing, six experts were presenting their views on the
proposed legislation (German Bundestag, 2017a: 12). Interestingly, civil
society organisations were invited on behalf of the opposition parties,
whereas the governing coalition appointed Richter and Sommer as
representatives. The fact that they both spoke on behalf of governmental
authorities that were engaged in the drafting of the said Act raised criticism
concerning the bias in the presented views. Ulla Jelpke (Die Linke) (as cited
in German Bundestag, 2017a: 14) stressed that the aim of the hearing is to
include expertise outside of governmental institutions to ensure
impartiality. She (Ibid: 15; cf. German Bundestag, 2020e: para. 70) outlined
that such conduct is not in line with the Rules of Procedure of the
Bundestag and that exceptions need to be confirmed by the committee

first, which was not the case in this instance.

Overall, a constructive dialogue and the adequate responsiveness to the
raised issues were largely missing on the part of the government. Despite
the various actors raising well-founded concerns in form of written and oral
statements, provision of the law pertaining to the analysis of mobile data
devices were not adopted. During the interviews only one example was
referred to where the early draft law was changed: The analysis of devices
initially outlined the additional purpose of determining travel routes of
asylum seekers (BMI, 2017c: 22). These provisions were limited eventually,
however, it was not explained whether the collection of data for that
purpose was still intended and simply postponed into the future (Bartolucci,
2020: Appendix C; PRO ASYL, 2017a: 20).
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4.3 Political legitimacy: Implementation and effects of
IDM-S

The analysis of political intentions, the legal criticism as well as procedural
issues in regard to the legislative background of IDM-S gave crucial insights
into the qualities of legitimacy and governance on the input level. This third
part of the analysis focuses on assessing the qualities of political
(throughout and output) legitimacy and justification patterns by examining
the implementation and (known) effects of IDM-S. By assessing the
practices of the Federal Office, this section seeks to account for potential
word-deed tensions to arrive at a more accurate reflection of meaning.
Following the data justice framework, the structural, procedural,

instrumental and rights-based dimensions are examined.

4.3.1 Structural issues: Affected groups and power

relations

It is difficult to pinpoint who of the large group of asylum seekers is most
affected by IDM-S because only marginal information is available on this
subject. According to the Federal Office, only individuals without passports
whose identity cannot be determined with reasonable assurance are
affected (BAMF, 2018c). Federal statistics show that 54,2 percent of all
asylum seekers were not able to present a valid document in 2018 (German
Bundestag, 201%a: 27). This rate depends on the country of origin and
varies accordingly. For example, most individuals from Syria provided a
passport while 19,2 percent were not able to do so. In comparison, 86,8

percent of all asylum seekers from Nigeria did not have valid documents
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(Ibid.; Biselli and Beckmann, 2020: 14). The reasons why individuals are not
able to provide their passports are as complex as their journeys during
which they are exposed to significant threats, from the moment they leave
their homes, passing through camps and other temporal places, to the
country of refuge (Privacy International, 2019: 1). Amidst these difficulties,
documents might get stolen or lost, or confiscated by traffickers.
Depending on the local administrative arrangements, some countries do
not issue passports to all nationals or, in other circumstances, their
documents are not recognised by German authorities (Tangermann, 2017:
33-34). For example, this is the case for all Somali documents issued after
1991 (BMI, 2016: 41; Biselli and Beckmann, 2020: 16). These statistics
indicate that individuals from some countries are more likely to be affected
by IDM-S than others. Every second asylum seeker who applies for
protection in Germany is likely to be subjected to identity determination

procedures where IDM-S is applied.

Asylum seekers are recognised as members of a vulnerable group per se in
need of special protection (ECtHR, 2011: Case of M.S.S v. Belgium and
Greece, para. 251; UNHCR, 2013: 9). They are in precarious positions as
they have less access to robust human rights protection and fewer
resources with which to defend their rights in the country of refuge.
Language barriers and insufficient knowledge of local governing systems
put them at a general disadvantage, resulting in further power imbalances,
in particular, when facing government authorities. There are categories of
asylum seekers who face distinct needs due to their physical, mental or
social circumstances (ECRE, 2017: 7). These groups include and are not
limited to victims of torture and human trafficking, traumatised persons,
(pregnant) women, and persons persecuted on grounds of their gender and
sexual orientation. Because vulnerable individuals are entitled to specific
rights, it is important for states to adequately assess the status and
situation of each individual to ensure that vulnerabilities are recognised in a

timely and effective manner (Ibid.). While general vulnerability assessments
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as part of the asylum process are somewhat in place in Germany, they are
criticised for being insufficient (ECRE, 2017; Von Bullion, 2019). None of
the analysed IDM-S-related documents refer to or otherwise address the
vulnerability of individuals. Precautions concerning these groups are not
outlined which gives reason to believe that the vulnerable status is not

taken into account when IDM-S is applied in practice.

The Federal Office has the most power over asylum seekers as it effectively
decides over people’s lives by issuing asylum decisions. These decisions are
binding and can only be disputed in court. Over the last years, the
ministry’s power, resources and competencies were extended consistently
by law. In the area of asylum, the Federal Office is the primary authority to
engage with vulnerable individuals, as Bartolucci (2020: Appendix C)
underlined. It constitutes an essential body for asylum seekers as it is the
first entity on the government’s side to carry out hearing procedures and
engage with very personal, often traumatic experiences (Ibid.). Establishing
trust is, therefore, a core element in the relationship between the ministry
and asylum seekers to ensure that individuals describe their stories as they
happened. Privacy-invasive digital system, such as IDM-S, can significantly
disturb this relationship very early on in the process as they can reproduce

inequalities and feelings of powerlessness (Ibid.).

Where state actors seek to develop and apply digital systems, it is often
companies who offer technical resources far beyond governments’
expertise (Rahman, 2017). Such public-private arrangements can build in
long-term dependencies of administrations on actors with primarily
commercial interests. Concerning IDM-S, various international firms were
involved in the provision of digital infrastructure and technologies that built
in technical and social dependencies. These dependencies exist in regard to
IDM-S, for example, owing to ownership relations over software and
components. While Richter (as cited in Frank, 2018: 24) argued that the

“solution” relating to the automatic dialect recognition and all its linguistic
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models belong to the government, the ministry’s budget contains regular
payments for licensing fees, among others (German Bundestag, 2018a: 14).
Other issues occur in the area of corporate accountability in regard to
privacy breaches and human rights violations. MSAB, which provides
products and services for the analysis of devices, faced harsh criticism in
the media as it is known to be specialised in the forensic extraction of
mobile data for primarily military, border control, police, and intelligence
services - areas that are entirely opposed to requirements in the field of
asylum (BMI, 2018b: 1; Biselli, 2020: Appendix C; MSAB, 2020; Greis,
2018; Meister, 2018). In worst cases, such partnerships can lead to state
disengagements with vulnerable populations and the outsourcing of
responsibilities to the private sector where potential human rights

violations may remain undetected (Lethbridge, 2017).

4.3.2 Procedural issues: Participation, transparency,

accountability

In the implementation phase, procedural aspects play an important role in
regard to legitimacy. These aspects touch upon opportunities for
participation and feedback-giving as well as the willingness to provide
information and ensure responsive communication as part of a transparent

and accountable state practice.

In the analysis opportunities for involvement outside the Federal Office
could not be identified, suggesting that the implementation of IDM-S was
closed off from public view. In response to a freedom of information
request, the ministry explained that feedback - as described in the digital

agenda in relation to IDM-S - refers to the exchange of departments
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involved in the development of the systems (BAMF, 2020i: 4). Rather vague
references concerning only the automatic dialect recognition were made to
‘various institutions and scientific organisations” (“verschiedene
Institutionen und wissenschaftliche Einrichtungen”) (German Bundestag,
2017b: 5). Initially, it was stated that the Federal Office was working with
the University of Pennsylvania, instead, a press inquiry to the said
institution revealed solely the purchasing of a language package (Biselli,
2020: Appendix C; German Bundestag, 2018a: 14; Bewarder and Flade,
2018). Without further clarification, Richter (as cited in Frank, 2018: 22)
stated in an interview that the ministry was “working primarily with experts
for algorithms” (“primar mit Experten fir Algorithmen zusammen-

gearbeitet”), suggesting a rather technocratic approach.

The overall communication was hesitant, restrictive and did not allow for
broader debates on the implementation and functioning of IDM-S. The
responsiveness of the Federal Office was insufficient. Considerable delays
occurred in relation to freedom of information requests. While state
administrations are required to respond within four weeks by law, it took
BAMF several months to provide information (Biselli, 2020: Appendix C).
Other patterns demonstrated a general unwillingness to engage by ignoring
subquestions and/or providing only brief answers to questions that would
not contain new information (BAMF, 2018i; Biselli, 2020: Appendix C;
Beckmann, 2020: Appendix C). Other freedom of information requests
about IDM-S were rejected, for example, those concerning the planning,
functioning, testing, risk and privacy assessments. The reasons put
forwards related to potential threats to public security, identifications of
software vulnerabilities, attempts at manipulation in asylum procedures, the
impairment of federal fiscal interests in commercial transactions and the
potential disclosure of trade secrets (BAMF, 2020i; BAMF, 2019¢e; BAMF,
2019f; BAMF, 2019g). The communication with journalists was shaped by
similar reluctance. According to Biselli (2020: Appendix C), it was difficult to

receive up-to-date material and statistics for the timely reporting of current
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developments around IDM-S, although at times information was already
published elsewhere. Compared to other public administrations within
Germany and the EU, where objective answers were generally provided in a
reasonable timeframe, the Federal Office was much less willing to give
access to information, creating barriers for journalistic work (Biselli, 2020:
Appendix C). Attempts at in-person conversations with the Federal Office’s
employees about IDM-S during public conferences were likewise
unsuccessful (Beckmann, 2020: Appendix C).

While the provision of critical information was kept at a bare minimum,
other occasions were used to generate publicity and demonstrate a tech-
savvy self-image as “leader in technology” (“Technologiefiihrer”) (BAMF,
2018b). The Federal Office received an e-government award (organised by
the industry) in the category “Best Digitalisation Project 2018” (“Bestes
Digitalisierungsprojekt 2018") for the automatic dialect recognition (BAMF,
2018j; BearingPoint and Cisco, 2020). The Federal Office repeatedly
referred to this event as a success and public confirmation for its actions
(German Bundestag, 2018a: 15; Richter, as cited in Frank, 2018: 22; BAMF,
2019a: 32). In an interview, several aspects relating to this new approach
towards a so-called “digital, breathing public authority” (“digitale, atmende
Behorde”) (BAMF, 201%9a: 5; BAMF, 2018a: 3) were emphasised as a
general success, including being the first public administration worldwide to
use such a technology, having developed the approach within only six
months, and having used agile development methods (Richter, as cited in
Frank, 2018).

While the Federal Office claims that it attaches importance to the
transparency of results (Ibid.: 22), the analysis shows that decision-making
processes that are supported by IDM-S remain to a major extent
intransparent. During the interviews, this aspect was confirmed and
repeatedly mentioned in relation to accountability issues. The lack of

transparency represents the largest normative category concerning
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procedural aspects. For an independent assessment of how results are
obtained, the source code and algorithmic functioning with the distribution
and weighting of the underlying data samples - which are used for
comparisons and the calculation of probabilities - need to be transparent.
Despite clear recommendations, for example, by the Data Ethics
Commission, IDM-S does not satisfy these requirements (German
Bundestag, 2017b: 3; German Bundestag, 2018a: 15; Beckmann, 2020:
Appendix C; Biselli, 2020: Appendix C; DEK, 2019: 25). Furthermore, it is
unknown what biases the systems have, how they are considered and
addressed in the decision-making process - from the moment the systems
make suggestions to their interpretation and usage in the final asylum
decisions (Biselli, 2020: Appendix C). As policy documents and statements
of the Federal Office in regard to IDM-S consistently underline that final
decisions are made by human beings instead of digital systems, it seems
that no justification issues exist from the administration’s perspective
(Biseli, 2020: Appendix C). Nevertheless, the results of the systems have an
influence on the overall decision-making process of employees, which in
certain known cases can be traced back to asylum files, as Biselli (2020:
Appendix C) explained. Yet, decision-makers are not required to document
their decision-making and discretion process, creating space for risks of
abuse (Beckmann, 2020: Appendix C). The lack of transparency regarding
the interpretation of the systems’ results is even greater in the case of the
analysis of mobile devices: As the read-out data is immediately deleted
once the automated report is generated, decision-makers de facto have to
rely on unverifiable, summarised claims included in the reports (Beckmann,
2020: Appendix C; Biselli, 2020: Appendix C).

Insufficiencies relating to the quality of asylum decisions, however, remain a
major issue for the Federal Office regardless of the use of digital
identification systems (Bartolucci, 2020: Appendix C; ldler and Mantel,
2016; German Bundestag, 2020f). According to Bartolucci (2020: Appendix

C), it were primarily the courts that made a sufficient assessment of the
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facts because the hearing procedures at the BAMF were carried out poorly.
Indeed, statistical information indicates that administrative courts
subsequently corrected 26,4 percent of negative asylum decisions issued
by the Federal Office in 2019 (content-related decisions). The error rate
concerning asylum seekers from Afghanistan, for example, was as high as
48,7 percent (Jelpke, 2020; German Bundestag, 2020f; cf. German
Bundestag, 2017g).

4.3.3 Instrumental issues: Effectiveness and efficiency

In line with political legitimacy, performance assessments need to consider
both the effectiveness and efficiency of IDM-S. This requires making the
best use of available resources in relation to the set aims. All outcomes
should result from scientifically designed procedures and rational

operations.

A response to a small request indicates that between 2017 and 2019 a
total of 17.356.342 euros was spent on IDM-S, among others, 2.062.159
euros on the biometric dialect recognition, 3.077.628 euros on the name
transliteration and analysis, and 11.203.664 euros on the read-out and
analysis of data devices (German Bundestag, 2018a: 14-25; cf. German
Bundestag, 2018c: 32).27 Product testings during the proof of concept
phase amounted to 844.263 euros (German Bundestag, 2018a: 22-25).

Additional costs for qualification measures of employees were as high as

17 Based on economic assessments by the government as of July 2018, gross amounts
(Ibid.).
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168.628 euros in 2017 (Ibid.: 15). While the expenses for the analysis of
mobile devices were initially estimated at 3.200.000 euros, the actual costs
for this measure exceed these estimates by far (Federal Government,
2017c: 3). Compared to technical components, costs for additional
qualification measure were rather low. As software and hardware need to
be maintained regularly, it can be assumed that each year additional
running costs, especially for support and licence renewals occur. A recent
freedom of information request to disclose the cost-benefit analysis in
regard to IDM-S was rejected by the government with reference, among
others, to potential interferences with future procurement procedures
(BAMF, 2020i: 4).

Of the three systems, the name transliteration and analysis serves two
purposes: transliterating Arabic names and making references to the
applicant’s country of origin (BAMF, 201%9a: 41). No performance
evaluations were made available on the former while some details exist on
the latter functionality. The database of TraLitA contains approximately one
billion names from all over the world, however, the system is applied only
to Arabic names (German Bundestag, 2018a: 24). Entries are broken down
into several parts (so-called tokens) for which frequency statistics are
compiled (Ibid.). Success scores for all Arabic states were tested based on
20.000 real names per country (Ibid.). For Syria and lIrag the system
achieves a success rate between 85 and 90 percent, whereas for Maghreb
states the rate reaches 35 percent. This result might be due to the historic
mixtures of French and Italian languages, as the government claims (Ibid.).
While internal instructions imply that TralLitA should be used as a standard
procedure during registration for Arabic names, it seems that statistics for
only 1.443 use cases were recorded as of April 2018 - more than six
months after implementation (Ibid.: 26). For the majority of these cases (39
percent) references to the country of origin were not verifiable, followed by
34 percent that did not support the claims of applicants. In two percent no

references could be made at all, and in 25 percent the results supported
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the claims of asylum applicants (Ibid.).

While the lack of transparency remains an issue, the quality improvement
of transliterations represents a legitimate aim (Biselli, 2020: Appendix C). As
the procedure follows standardised rules (character A is transformed into
character B), it can contribute to eliminating spelling mistakes (Ibid.).
However, making references to the country of origin based on an
applicant’s name is problematic. It seems the higher the diversity of names
in a country is, the more complex the analysis gets and the more useless
the result become (Ibid.). What's more important: It cannot be assumed that
a person’s name corresponds with state borders. Names are influenced by
culture, personal preferences, religious beliefs, by changes in popularity
etc.. There are no binding rules that forbid to name a child with, for
example, a German nationality, “Anthony” or any name other than “Horst”.
Even if the data base contained more names, the problem of complex social
dynamics at play still remain. During the interview, no (known) cases could

be confirmed where the system’s results had influenced asylum decisions
(Ibid.).

The automatic dialect recognition makes reference to a region of origin
based on a biometric speech sample of asylum applicants (BAMF, 2017a:
Sprachbiometrie, Ubersicht). To provide results, recorded speech is
compared to existing data models of the system - which is comprised of
8.000 validated speech samples (German Bundestag, 2018a: 15). These
samples are based on recordings of speakers from varying gender and age
groups (German Bundestag, 2017b: 9). According to the government, more
than 25 languages and dialects are stored, however, the system is applied
only to Arabic dialects: Gulf, Iragi, Maghrebi, Egyptian, and Levantine
(BAMF, 2018c: chapter 3.2; German Bundestag, 2018a: 10; BAMF, 2018b).
Between September 2017 and November 2018, it was applied 6.284 times
(German Bundestag, 2018a: 5). Performance results, however, were only
recorded in 2.333 cases (Ibid.: 12). The government (Ibid.) added that the
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difference was due to the time lag between the generation of the speech
report prior to the hearing and the later manual entry of the results. Of
these recorded cases, the outcomes were congruent with statements of
asylum applicants on 1.906 occasions (82 percent), whereas in 427 cases
(18 percent) they were not (Ibid.). The average success rate reaches about
85 percent across all dialects, for Arabic-Levantine it is over 90 percent
(Ibid.:13). Common issues are short net speaking durations of applicants
during the recording and the low number of underlying speech models
(German Bundestag, 2018d: 8). Potential effects of linguistic disabilities,
such as stuttering and lisping, are taken into account only during the
hearing procedure (lbid. 9). According to the government, the
implementation of the system is considered a success not least because it
promoted the digitalisation of public administrations (German Bundestag,
2018a: 15). The e-government award and requests by the Federal Office’s
partner organisations underline this statement of success, as the
government argued (Ibid.).

While the success rate might appear high from a technical perspective, its
significance is not reliable as only an average for the performance of all
dialects is provided. Individual rates, especially the lowest, are not
mentioned. From a human rights perspective, an average success rate of 85
percent still means that in 15 percent of the cases individuals concerned
may face problems in asylum proceedings. Asylum decisions require special
diligence due to the severity of consequences and possibly life threatening
dangers that individuals face, if their asylum claims are wrongfully rejected.
In this regard, the question is why an average error rate of 15 percent
seems to be politically accepted and whether the same rate would satisfy
expectations in other workflows and circumstances within public
administrations. The interviews confirmed that results of the system can be
inaccurate and influence asylum decisions in a negative way. In one case,
the system’s results suggested that individuals from Afghanistan were

German native speakers - which was not the case (Biselli, 2020: Appendix
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C). While this is a rather obvious mistake, other instances were more
complex. Biselli (Ibid.) referred to a person whose asylum claim was rejected
shortly after the automatic dialect recognition was applied. The system’s
results suggested that the person spoke Turkish with a 63 percent and
Hebrew with a 22 percent likelihood (case details were changed to ensure
anonymity). In fact, the individual was from Irak and spoke the Kurdish
dialect Sorani that was not detected (Biselli, 2018; cf. Biselli 2017b). Results
implying a high degree of conformity with one dialect do not necessarily
correspond with the actual dialect spoken by an asylum applicant. Because
the algorithmic functioning of the system is unknown, and so is the
distribution of test samples across languages, it cannot be conclusively
determined how accurate and reliable the final results are. In comparison, a
scientific study which investigated different approaches for automatic
dialect identification in Arabic broadcast speech concluded that for the five
most widely used dialects - Egyptian, Gulf, Levantine, North African and
Modern Standard Arabic - the accuracy was only about 59 percent (Ali,
Dehak, Cardinal, Khurana, Yella, Glass, Bell and Renals, 2016). This is almost
comparable with a coin toss, as Biselli (2020: Appendix C) adds. There are
more issues that are not sufficiently considered by the Federal Office when
utilising the results of the automatic dialect recognition. For example,
dialects do not automatically correspond with state boarders. Even if a
region of origin is assessed, this indication cannot be associated with
nationality. Languages and especially dialects, are dynamic and subject to
rapid changes. It is unlikely that technical systems are able to grasp the full
phonetic diversity of one language let alone of five (Biselli, 2020: Appendix
C). Moreover, individuals to whom the system is applied are asylum seekers
and refugees - persons whose language and dialect are further shaped by
their experiences during their journey. The way how a person speaks and
possibly adopts a native dialect in accordance with the given situation,
especially when facing authorities, may be influenced by experiences of
discrimination. If individuals belong to minority groups who could be

distinguished by their language and were therefore subject to abuse, it
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seems natural to alter speech as a means of self-protection. The Federal
Office seems to acknowledge to some extent the existence of critical views
among linguists about the accuracy of language analyses and dialect
recognitions, nevertheless, it is stated: “There are (..) pronounced
differences between the various trends in linguistic research. We took a
different approach and worked primarily with algorithm experts. (...) Experts

helped us to convert phonetics into codes.”18

Finally, the analysis of data devices aims at verifying the claims of an asylum
applicant based on the processing of personal data found on mobile
devices (BAMF, 2017a: Auslesen von mobile Datentrigern, Ubersicht).
While recent statistics for the other two systems date back to December
2018, the latest information about the analysis of mobile devices includes
its performance until the end of 2019. Between January and December
2019, 10.116 devices were read out from first applicants without passports
or passport replacements aged 14 years and above (German Bundestag,
2020f: 33). In 4.582 (about 45 percent) cases, decision-makers requested
the final report of the analysis, of which 3.436 (about 75 percent) were
granted by fully qualified lawyers employed at the Federal Office (Ibid.: 34).
Compared to the total number of read-outs, this means that about 34
percent were considered as part of the asylum decision. In about 40
percent (966 reports) of these considered cases identity claims of asylum
applicants were confirmed, whereas in about two percent (52 reports) they
were refuted. In the majority of all considered reports - about 58 percent

(1.381 reports) - no usable results could be determined (Ibid.: 35).

18 Own translation. Original text: “Es gibt (...) ausgepragte Differenzen zwischen den
verschiedenen Stromungen der Sprachforschung. Wir haben einen anderen Ansatz
gewadhlt und primar mit Experten flr Algorithmen zusammengearbeitet. (...) Experten
haben uns dabei geholfen, Phonetik in Codes umzuwandeln” (Richter, as cited in Frank,
2018: 22).
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The analysis showed that more devices were read out than were actually
considered for the evaluation of an applicant’s claim. At the same time,
these statistics suggest that the analysis of data devices is not suitable to
provide any substantial let alone reliable references to the nationality or
identity of a person concerned. According to Beckmann (2020: Appendix
C), the connection between data derived from mobile devices and
statements of identity or nationality are particularly weak in regard to the
affected group. Even if data suppose to provide only leads into the claims,
the analysis is based on extremely poor indicators. For example, country
and domain codes of websites (which are used for analysis) have no direct
connection to the nationality of a person. During their journey, asylum
seekers pass through various countries and are likely to seek information on
the locations they are passing through. Difficulties during their journey
might cause them to stay longer in countries not of their origin before they
can continue travelling. In times of war and rapidly changing regional
conflicts, it is likely that families are geographically dispersed and that, for
example, area codes of their phone numbers differ from their country of
origin (Ibid.). Moreover, results strongly depend on how a person is using
the device, for what purpose, in what circumstances and for how long. That
these aspects are poorly considered before the measure is applied was
confirmed during the interviews. Beckmann (Ibid.) referred to a case where
the mobile device of an individual who resided lawfully in Germany for six
years was analysed during review procedures.'? Considering the place of
this person’s residence (e.g. Germany) and the life cycle of a mobile phone
which is about three to four years, it is unrealistic that contained data could
provide any valuable insights in accordance with the overall purpose of the

measure (Beckmann, 2020: Appendix C).

19 These procedures are carried out by the Federal Office to assess whether the
circumstances for asylum or refugee protection still exist. If the situation in the country of
origin improves, then the protection status might be revoked under certain conditions
(BAMF, 2019h).
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It is unclear whether and to what extent IDM-S was subject to scientific,
independent evaluations, despite the fact that the three systems were
applied to thousands of asylum cases (Biselli, 2020: Appendix C). Regarding
the automatic dialect recognition, an evaluation was implied in 2017
(German Bundestag, 2017b: 9). However, several follow-up enquiries and a
recent freedom of information request revealed no progress as of May
2020 (BAMF, 2020i: 4; German Bundestag, 2018a: 14). Statistics for IDM-
S are by large fragmented as the performance was not tracked consistently
and throughly (German Bundestag, 2018c: 31; German Bundestag, 2018a:
12; German Bundestag, 2019%a: 28-29). Only marginal indicators are used
that refer to basic documentations in asylum files about whether references
to the country of origin made by the three systems support the statements
of the individual concerned, whether there was no reference or whether
the reference could not be verified (BAMF, 2018c: chapter 3.2 - 3.4; BAMF,
2017a). In terms of quality control and monitoring, no information is
available. Furthermore, it is not assessed if results of the systems negatively
influence asylum decisions (German Bundestag, 2018a: 13-26; German
Bundestag, 2018d: 7; German Bundestag, 2019b: 14; German Bundestag,
2020f: 35). Thus, experiences and (un)intended effects of IDM-S on asylum
seekers are entirely ignored. The analysis indicates that IDM-S performs
poorly in relation to its aim of making useful indications to the nationality or
origin of a person concerned. The most expensive measure, the analysis of
mobile data devices, provides no useful results in the majority of cases, yet
it is still applied. The Federal Office stated recently: “The read-out of mobile
data devices is currently the most important instrument for identity

verifications.20

20 Own translation. Original text: “Das Auslesen mobiler Datentrager stellt momentan das
wichtigste Instrument zur Identitdtstberprifung dar” (BAMF, 2020;: 2).
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This measure’s legal background was not assessed either. Bartolucci (2020:
Appendix C) underlined that asylum legislations generally lack assessments
of their effectiveness despite the government’s high ambition to introduce
ever more restrictive measures. Nationality references made by the name
transliteration and analysis are vague, while the average success rates of
the automatic dialect recognition are not reliable from a human rights
perspective. In all cases, the IDM-S indications to identity and nationality
are based on simplified assumptions about social reality as well as the
informative value of the underlying and processed data. Thus, the overall
performance does not satisfy the rationality and accuracy criteria that
should be reflected in effectiveness and efficiency considerations of state
practices.

4.3.4 Rights-based issues: Asylum seekers’ right to

privacy

The rule of law is a necessary basis of legitimate state practices. Hence, this
section focuses on issues related to asylum seekers’ right to privacy. The
analysed documents contain first and foremost basic technical and
operational guidelines applicable in identity determination procedures at
the Federal Office whereas explicit and detailed elaborations on asylum

seekers’ right to privacy do not exist in regard to IDM-S.
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4.3.4.1 Lawfulness, fairness, transparency and consent

The first principle of privacy and data protection requires that the collection
and processing of data is carried out by fair and lawful means, including
through transparent policies (UN General Assembly, 2018: para. 29). If data
is collected and processed in breach of any statutory provision, then the
action is considered unlawful. Both TraLitA and DIAS have a legal footing as
the previous analysis outlined. Regarding the analysis of data devices,
different interpretations as to the lawfulness of the underlying provisions
are possible. The majority of statements put forward the view that its legal
foundation is unconstitutional and should be rejected (Beckmann, 2020:
Appendix C; German Bar Association, 2017; Volhoff, 2017; PRO ASYL,
2017a). Other legal opinions might conclude that existing provisions need
to be narrowed down to achieve conformity with constitutionally
guaranteed rights (“in verfassungskonformer Auslegung”), as Beckmann
(2020: Appendix C) points out. In both cases, the main issue pertains to the
circumstance that the right to privacy is not sufficiently respected. Rather,
the existing legislation is adopted very broadly in practice (Ibid.). This
finding can be underpinned with several examples. While the Federal Office
repeatedly underlines that the analysis of data devices is only carried out if
individuals are unable to provide a passport or passport replacement,
internal documents indicate non-compliance with this statements. Even
though affected individuals are able to present a passport upon registration,
they still may be subject to the said measure if the authenticity of their
documents cannot be verified conclusively on the spot (BAMF, 2019c: PTU,
4; Beckmann, 2020: Appendix C; Biselli, 2020: Appendix C). At this first
stage of the physical-technical examination, machine-readable documents
from all countries of origin are scanned and examined visually. Papers are
accepted from Syria, Irag, Iran, Eritrea, Ukraine, Afghanistan and the Russian
Federation (BAMF, 2019c: PTU, 4). Documents from other countries and

those that are not machine-readable are send to a specialised examination
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office for the second-stage PTU (lbid.: PTU, 5-6). If this is the case, then it
is assumed that the individual’s identity could not be established and,
therefore, it is seen as valid to read out the devices (BAMF, 2018c: chapter
3.1.1). Same practices occur in situations where an available passport
cannot be submitted immediately because other authorities are in
possession of the individuals’ documents (BAMF, 2018k: chapter 1). The
following illustration depicts the PTU stages (“1./2. Prifebene”) and
indicates that devices are read-out if documents are send to the second

stage of PTU (“Dokumentenechtheit nicht nachweisbar, Auslesen”):

_______________________________________________________________________________________________________________

Auslesen von mobilen Datentragern: Nutzung

AVS-MA fordern die Antragsteller unter den gesetzlichen  #|Z%,
Vorgaben zur Uberlassung ihrer mobilen Datentriger auf

(% nicht vorhand: =
@ r L Auslesen
—
[—1 DurchfilhrungPTU ____ Dokumentenechtheit =

kein Auslesen l

nachweisbar
Priifung ob Pass oder s O
Passersatz vor ancen P |

vorliegt |, Dokumentenechtheit —» |

'y
> S
<
1. Prifebene nicht nachweisbar v
|
1
Parallel: Ausschopfung der milderen Mittel | i
Namenstranskription Sprachbiometrie I i 4“
|
|
D $ |
. ;
|
| [ Nein i Ja_|
! 1
Durchfiihrung PTU Dokumentenechtheit Aktenvermerk in MARIS, um |

-

@ nicht nachweisbar Entscheider zu informieren
= - Q @(

2. Priifebene Dokumentenechtheit —j Protokollierte Loschung
nachweisbar der Daten

1: Im Datentresor werden die ausgelesenen Daten bis zur Freigabe durch einen Volljuristen aufbewahrt. Im Falle, dass die Daten nicht fiir das Asylverfahren verwandt
werden, werden diese unwiderruflich geléscht.

lllustration 2: PTU stages and the read-out of mobile devices (Source: BAMF,
2017a: Auslesen von mobilen Datentragern, Nutzung)
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There are several implications to these findings that diverge from the
requirements of the principles of fairness and transparency. Reasons and
situations for which individuals are not themselves responsible are
construed to their disadvantage even if passports are available. The
measure is applied primarily to the advantage of the Federal Office: Devices
are read out as early as possible in the process to ensure that personal
information is available to authorities. The transparency of the policy can
be contested because the communication of the Federal Office suggests a
more narrow interpretation of the law which is not congruent with its
practice. It can be disputed whether this application is covered by the
wording of the law that permits the interference with privacy only in cases
where a passport cannot be provided (BMJV, 2020: Asylum Act, section 15,
subsection 2, number 6; Beckmann, 2020: Appendix C). This means that
the interests of asylum seekers are not considered which results in the
violation of the principle of fairness. According to Beckmann (2020:
Appendix C), a privacy-intrusive measure such as the analysis of data
devices is to date exclusively employed in law enforcement and only to
cases with concrete suspicions of a crime in combination with a judicial
reservation. This means that asylum seekers are the only groups - despite
their vulnerable status - targeted by this surveillance-like measure in
Germany which stresses the underlying discriminative nature of the

practice, emanating directly from the state (Ibid.).

Furthermore, this first principle requires that data collection and processing
is based on freely given, specific, informed and unambiguous consent (UN
General Assembly, 2018: para. 29). For asylum seekers both the
registration and identity determination procedures are mandatory, meaning
that individuals have to provide personal information about themselves to
be protected by the host state and to be able to access crucial services.
Due to their vulnerable, precarious situation, it seems that they have no
other choice than to abide by demands put forward. While it is

understandable that governments need to request information to process
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applications, the way how such procedures are carried out is essential and

concerning the practices of the Federal Office far from ideal.

Regarding the analysis of mobile data, upon request, individuals must
submit their devices to employees of the Federal Office for the gathering
and processing of personal data. This practice is not based on (freely given)
consent but instead rests on a legal norm and duty introduced by the Act to
Improve the Enforcement of the Obligation to Leave the Country
(Beckmann, 2020: Appendix C). If individuals refuse to hand over their
devices, instructions are given to address both the legal duty to cooperate
and the possibility that the asylum application in question may be
considered withdrawn as a consequence of non-compliance (BAMF, 2018c:
chapter 3.1.1). Although guidelines at the Federal Office state that the
ministry has no option to use coercion to obtain devices, in fact asylum
seekers are forced or, in other words, persuaded to provide their data under
such pressure and thread (Ibid.; BAMF, 2020k). In any way, the legal duty to
hand over the mobile devices does not exempt the Federal Office from its
transparency obligations. The ministry has to inform affected persons about
the gathering and processing of data to achieve the openness required. In
practice, the Federal Office requests an informed consent protocol signed
by the individual concerned (Ibid). Such records, however, only indicate
whether devices were handed over or not, in addition to a confirmation
that instructions on the legal obligation to cooperate were given (BAMF,
2019i: D1705). Neither written nor verbal information is provided in detail
as confirmed by the interviews, meaning the necessary criteria of informed,
unambiguous consent is not satisfied. Biselli (2020: Appendix C), who
spoke to several asylum seekers about their experiences, stated that in this
situation individuals often did not understand what was happening and why
as the procedure was not explained to them. Affected asylum seekers also
worried about their relatives and friends whose information was accessible
on their devices (Beckmann, 2020: Appendix C). It is this moment of fear -

when persons hand over their phones expecting that all data can be

Co
w
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accessed by authorities - which intensifies the fundamental rights and
privacy violation. As Beckmann (lbid.) explained further, such acts can
ultimately alter a persons behaviour, trigger anxiety and lead to a loss of
confidence - all decisive factors for asylum procedures that require
individuals to recite their deeply personal histories of persecution.
Bartolucci (2020: Appendix C) underlined this aspect that results in the
severe erosion of trust in the relationship between authorities and asylum
seekers very early on in the asylum proceedings which makes it especially
difficult for affected individuals to speak freely and openly. The practices of
the Federal Office were not yet evaluated by the supervising authority for
data protection concerning their compliance with necessary information
requirements, for example, as outlined in the GDPR, Art 12 and 13 because
the latest review was undertaken before the GDPR entered into force in
May 2018 (BfDl, 2020: Appendix D.2, 2; cf. European Union, 2016: L119,
GDPR, 39-41).
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Similar issues are encountered in regard to the other two analysed IDM-S
systems. For the name transliteration, no information is provided to asylum
applicants before the measure is applied, as the Federal Office’s response
to a freedom of information request indicates (BAMF, 2020I). Thus, it can
be assumed that individuals are not aware that their names are being
automatically analysed. Regarding the biometric dialect recognition,
applicants receive a separate document where they indicate - with their
signature - that they were informed about the reasons and procedure of
this measure. However, this document does not contain detailed
information on, for example, how their data is analysed and on what legal
basis this measure is based on. Instead, it outlines that individuals were not
able to prove their origin and, therefore, an automatic dialect analysis of
two to three minutes can help to determine that information (BAMF,
2020m). Similar to the analysis of data devices, it seems that “consent” is
implied or, rather, considered as an administrative necessity while no actual
efforts are put into providing sufficient information and ensuring that
individuals are informed about the procedure and systems affecting them
directly (BAMF, 2020I). Initial instructions (“Erstbelehrung”), that individuals
receive upon issuing their asylum application, provide some information on
data collection and processing, however, they relate to the entire asylum
procedure and contain general claims, such as that data are shared among
various authorities (which are not specified), that data are processed in
identity determinations, and that complaints can be made to the BfDI
(BAMEF, 2020k). However, the relationship between the Federal Office and
the BfDI is not clarified. Throughout the document, the obligation to
provide data is mentioned in combination with the threat that non-

compliance may lead to the termination of asylum procedures (Ibid.: 7).
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4.3.4.2 Purpose specification and limitation

For privacy interferences to be in accordance with ICCPR, this principle
requires that data is gathered and processed for an explicit, specific and
limited purpose (UN General Assembly, 2018: para. 29). Where there is
imbalance of power, this rule ensures that individuals keep some control
over their personal information that cannot be re-purposed in ways that
they do not expect. Regarding the analysis of data devices, the law states
that the measure is permitted to determine the identity and nationality of
the person concerned (BMJV, 2020: Asylum Act, section 15a, subsection
1). The legal basis for both the name transliteration and analysis system as
well as the automatic dialect recognition outlines the purpose of
documenting, establishing and verifying identity (BMJV, 2020: Asylum Act,
section 16; BAMF, 2018l). According to Beckmann (2020: Appendix C), the
term “identity” has to be interpreted in the context of the law. It refers to
the nationality of individuals and to information that can be found on their

passports (Ibid.).

The possibility to collect and process vast amounts of data has undoubtedly
awaken new political desires. In relation to privacy, signs of function creep -
a process described as the gradual widening of the use of technical systems
beyond their original purpose - can be evidenced (EDPS, 2012: 7).
Regarding the analysis of mobile devices, past discussions about the
recording of travel routes indicate these new possible directions. As
geographical data is already collected, it would be easy to extend the
original purpose (Richter, as cited in German Bundestag, 2017a: 103). The
fact that the Federal Office broadly applies existing legal provisions causes
concerns. Jutta Cordt (as cited in Seibert, 2017: 3), then president of the
Federal Office, argued that an extension of the legal basis to cover content
analysis of pictures would be desirable. In 2018, the government confirmed

that an evaluation of the technical and legal opportunities for the extension
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of the analysis of data devices was under review (German Bundestag,
2018a: 22). Furthermore, the Federal Office is actively promoting IDM-S
on the European level with the aim to deploy these systems elsewhere
(German Bundestag, 2017b: 5; BAMF, 2018b). This observation applies to
the name transliteration and analysis system as well as to the automatic
dialect recognition (Richter, as cited in Frank, 2018: 24; BAMF, 201%a: 42).
For example, Richter (as cited in Frank, 2018: 24) stated in an interview
that DIAS could be beneficial throughout the entire refugee management,
including EU’s border control and other migration and refugee related

contact points administered by governments.

4.3.4.3 Minimisation

Excessive data collections and processing pose significant risks from an
individual’'s rights and an information security perspective (Privacy
International, 2018: 41-42). Therefore, the third key principle is concerned
with the limitation of the amount, type and retention period of data being
collected from individuals (UN General Assembly, 2018: para. 29). In the
case of the name transliteration and analysis as well as the automatic
dialect recognition, the type and amount of data is limited to the applicant’s
name, a speech sample and personal indications of origin. Data is deleted
ten years after the enforceable completion of the asylum procedure (BMJV,
2016: Asylum Act, section 16, subsection 6; BAMF, 2018I).

Regarding the analysis of data devices, the Federal Office (BAMF, 2018a:
chapter 3.1) stated that on the basis of reconciliations with the BMI and
the BfDI “predefined data points” (“vordefinierte Datenpunkte”) are read
out. Richter claimed: “It is about accessing - once, in a static, retrospective

manner - a very limited field of data that does not depict the content of
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communication or the content of images, but rather the so-called metadata
which provide information about identity and the country of origin.2t
Contrary to what the Federal Office appears to imply, this measure violates
against the principle of minimisation. Considering the references spread
across policy documents, the following is collected: metadata of pictures,
contact information, messages, telephone lists (BAMF, 2018m);
geographical information of pictures, apps, login-information to social
networks (Richter, as cited in German Bundestag, 2017a: 103); information
on spoken languages found, for example, in browser history, e-mails and
chats (Ibid.); contact information on the SIM card used, calls, calendar,
MMS, e-mails, files on the device and the memory card (BAMF, 2017a:
Auslesen von mobilen Datentrégern, Schritt 9 - Daten auslesen). Because
the data collection technically depends on the device and operating
system, the type and amount of gathered information varies on a case by
case basis (Ibid.). Nevertheless, the prevailing idea is that all information
from these identified sources is made accessible to authorities. While the
training manual indicates that deleted information cannot be used, the
government refused to state publicly for reasons of confidentiality if
encrypted data were accessed (German Bundestag, 2018a: 22). No
exhaustive list of all types of accessed data is provided by the Federal
Office.

Based on these collected data, a final report is automatically generated

which contains the following information:

21 Own translation. Original text: “Es geht darum, einmal statisch riickwirkend auf ein ganz
begrenztes Datenfeld zuzugreifen, das nicht den Inhalt von Kommunikation oder den
Inhalt von Bildern abbildet, sondern eben die sogenannten Metadaten, die Auskunft zu
Identitdt und Herkunftsland darstellen” (Richter, as cited in German Bundestag, 2017a:
39).
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_____________________________________________________________________________________________________

P iTime of extraction, data on asylum procedure, personali
1 :General information :data of the asylum applicant, details on the fully qualified:
' ‘lawyer in charge, device information :

_____________________________________________________________________________________________________

12 ! Origin

; :Diagrams depicting the distribution of incoming andi
1 éEvaluaﬁons of éoutgoing calls along the identified top-five countries;é
icalls itables containing the country, duration and number ofi
' icalls with percentage ratings '

______________________________________________________________________________________________________

iDiagrams depicting the distribution of incoming andi

: , ‘outgoing messages along the identified top-five countries;
‘Evaluations of . 5
; ; ‘tables containing the country and number of messages:
12.2 ‘messages and | . : ~ :
; : hat 'with percentage ratings; evaluations of languages used:
'chats : . . . : o
: Eand their frequencies for both incoming and outgoing;
imessages '
""""" ‘Dialect analysis:

: : iIf Arabic languages are detected, then a dialect analysis is:

2.3 1of messages | . - :

I 5 :carried out additionally. '
rand chats ;

; EAdd book iContact information saved in the address book isi
; ; ress book ;
2.4 revaluated by quantity of contacts and by identified:
: rand contacts ) :
: rcountry with percentages

______________________________________________________________________________________________________

, iEvaIuations of accessed websites displayed according toi
52 s iBrovvser and itheir respective country domains, location data derivedi
T ilocation data ifrom all apps are depicted separately by country in formi

iof a table and a map

-----------------------------------------------------------------------------------------------------

ilnformation on iNames, account names, birthdays, and e-mail addressesi
ithe device iderived from the device, including apps '

Table 5: Analysis of mobile devices: Content of the cumulative report
(Source: Following BAMF, 2017a: Auslesen von mobilen Datentrégern,
Ergebnisbericht)
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Data which is gathered during the read-out of devices is immediately
deleted as soon as the report is compiled (BMJV, 2020: Asylum Act, section
15a, subsection 1, seen in conjunction with BMJV, 2017a: Residence Act,
section 48, subsection 3a). If the fully qualified lawyer provides access to
the report, then it is stored for ten years as part of the corresponding
asylum file. If access is denied, the report is also deleted. In cases where
the decision-maker decides that the report is not necessary for identity
determination, then it is likewise deleted immediately (Beckmann, 2020:
Appendix C; Biselli, 2020: Appendix C; BMJV, 2016: Asylum Act, section
16, subsection 6). The deletion and its reasons are recorded (BAMF, 2018c:
chapter 3.1.4).

The Federal Office justifies this practice by repeating that only metadata is
collected and that an evaluation of the content itself does not take place
(Richter, as cited in German Bundestag, 2017a: 103; Ibid.: 20; BAMF,
2018c: chapter 3.1). Yet in result, content is being analysed, as Biselli
(2020: Appendix C) concludes. Biselli and Beckmann, who examined asylum
files as part of their work, confirmed that login-information to social
networks - in these concrete cases to googlemail and facebook - were
depicted under clear registration names. This means that authorities knew
the e-mail address and facebook name of the applicant (Biselli, 2020:
Appendix C; Beckmann, 2020: Appendix C). As the staff training manual of
the Federal Office cites booking.com and dating apps as further examples,
it cannot be ruled out that information found on these applications is also
collected (BAMF, 2017a: Auslesen von mobilen Datentrdagern,
Ergebnisbericht, Umgang mit den Ergebnissen und Aussagekraft des
Reports 4/4). At the same time, the ministry refuses to disclose a full list of
apps that it evaluates (Biselli, 2020: Appendix C). Undeniably, gathering
such information does not only intrude into the core area of private life but
exposes the affected person to even more risks and harms. Information
derived from dating apps, for example, may give insights into a person’s

sexuality - details that are particular sensitive considering that such data
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might also intersect with causes of persecution in the country of origin
(Beckmann, 2020: Appendix C). Furthermore, data collections can directly
influence the asylum decision by proving incentives to utilise this
information. Biselli (2020: Appendix C) described one case where an
employee used the applicant’'s facebook name to research the person on
the said platform and to check whether the information found there could
corroborate the applicant’s claims: “[l]n the asylum file the evaluation of this
facebook account could be traced where the person responsible at the
BAMEF said: 'Here, look, you liked the soccer club from country X but then
said you are from [X], and this somehow does not quite fit in.”22 Effectively,
this employee made a content analysis based on data derived from the
read-out (Ibid.).

Whereas the Federal Office claims that the “storage of data generated by
the BAMF for identity determinations of applicants is not a matter of data
acquisition 'in stock' but rather a regulation with a clear and limited purpose
of identity assurance. The storage of data (...) is, therefore, harmless in
accordance with section 15a, subsection 1, sentence 2, Asylum Act seen in
conjunction with section 48 subsection 3a of the Residence Act"23, this
assessment not only demonstrates the various types of data collected but,

at the same time, suggests that in each of these categories a high amount

22 Own translation. Original text: “[lln der Asylakte war dann die Auswertung dieses
Facebook-Accounts zu sehen, wo der Bearbeiter des BAMF gesagt hat: ‘Hier, guck mal, du
hast da den Fu3ballclub aus dem Land X geliked, aber hast dann gesagt, du kommst dann
da her und das passt ja irgendwie nicht zusammen.” (Ibid.).

23 Own translation. Original text: “Bei der Speicherung der durch das BAMF generierten
Daten zu Identitdtssicherung von Antragstellern handelt es sich nicht um eine
Datengewinnung ‘auf Vorrat, sondern um eine Regelung mit klarer und eingegrenzter
Zweckbestimmung der ldentitdtssicherung. Die Sicherung von Daten (...) ist daher
unbedenklich nach § 15a Abs. 1 Satz 2 AsylG iV.m. § 48 Abs. 3a AufenthG” (BAMF, 2018c:
chapter 3.1).
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of data is gathered and analysed. It is important to emphasise that through
such advanced forensic data collection and analysis techniques, the Federal
Office is gaining access to metadata and information that even the affected
persons themselves cannot access by regular means (e.g. as a mobile phone
user). Hence, individuals cannot anticipate what conclusions about their
lives and identities can be drawn from the analysed amount of data.
Especially without technical expertise, it is impossible to presume what kind
of insights such technical interventions can pick up on. These factors not
only add to the severity of the privacy intrusion but also put the persons in
an even greater disadvantaged position when they are interrogated about
the system’s results and asked to verify or explain connections found in
data. Overall, the analysis of mobile data devices contributes to creating
what PRO ASYL coined as the “transparent refugee” (“glaserner Flichtling”)
(Bartolucci, 2020: Appendix C). It remains unclear how these types and
amount of personal data conclusively relate to the nationality of a person. It
seems that this aspect is assumed by the Federal Office while no specific

thoughts were given as to whether all data are necessary for the purpose.

4.3.4.4 Accuracy

The forth principle of privacy and data protection requires that collected
personal information is accurate throughout the data lifecycle (UN General
Assembly, 2018: para. 29). As shown in the previous analysis, the collected
and processed data are not well-suited in relation to the desired aim
because of flawed assumptions about complex social settings. Inaccuracy
can further arise during the interpretation of data and results. In general,
decision-makers are responsible for the usage and weighting of the

system’s reports. However, the assessment shows that guidance on how to
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interpret results of the three systems were insufficiently covered in the
training manual and internal instructions. In 2017, IDM-S was introduced to
regular and mandatory courses. For existing staff members a one-day
seminar was included to the training portfolio (German Bundestag, 2017b:
7). This seminar was divided into several sections to cover all systems: 30
minutes each were spend on TralLitA and DIAS whereas 4,5 hours were
allocated for the introduction to the analysis of data devices (BAMF, 2017a:
Videoschulung). The course addressed both technical basics and practical
applications of IDM-S (German Bundestag, 2018d: 5).

Regarding TralLitA, no in-depth indications on the calculation of results or
their limitations are given (BAMF, 2018c: chapter 3.4). Interpretations for
the automatic dialect recognition include only marginal information.
Technical details, such as the Log Likelihood Ratio - a scientific measure to
indicate how well a dialect is recognised - are not explained. The signal-to-
noise ratio, which compares the level of background noise with that of the
desired speech, is marked as “not relevant” (“nicht relevant”) (BAMF, 2017a:
Sprachbiometrie, Ablauf). While probability distributions across different
dialects are presented, it is not explained how meaningful these values are
and what they mean in practice (Ibid.). If decision-makers find themselves in
stressful situations, have to consider various asylum cases in a short period
of time, and do not know how to interpret these numbers, they might be
tempted to believe the system’s results (Biselli, 2020: Appendix C).
Contrary to the implications that decisions are not based solely on these
reports, a small request revealed that “the spoken dialect is often - in
addition to the information provided by applicants - the only indication of

their origin."24

24 Own translation. Original text: “(...) der gesprochene Dialekt [stellt] neben den Angaben
der Antragsteller hdufig das einzige Indiz fir deren Herkunft [dar]” (German Bundestag,
2018a: 15).
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Regarding the analysis of mobile devices, the training manual lists four
circumstances to be considered in order to assess the significance of the
information contained in the final reports. These include: how data is stored
on the device (smartphones contain more information than feature phones),
how it was used and for how long, in addition to what type of data was
read-out (BAMF, 2017a: Auslesen von mobilen Datentrdgern, Ergebnis-
report). Considering the use cases presented in the manual, it seems that
simplified claims were made to break down complexity. For example, it is
mentioned that the longer the device was in use, the more meaningful the
report is. Another case suggests that the more data is gathered, the more
valid the report will be (Ibid.). However, the significance of the data in
relation to its general aim, namely to indicate a person’s identity and origin,
is not reflected upon. The highest validity of a report is given to cases
where a high variety of applications was read out. It remains unclear which
apps have higher or lower validity compared to others. In these cases,
instructions are given to investigate different identities used in various
timeframes (Ibid.). It is not clarified how these investigations are carried out

and what boundaries exist.

At the time of writing, it could not be determined whether the quality of
trainings has improved over the last two years (Biselli, 2020: Appendix C).
Nevertheless, these few examples indicate that insufficient training
measures can cause additional inaccuracies in the decision-making process.
In this regard, the Federal Office states that if discrepancies between the
individual’s claims and the system’s results occur, the persons affected get
the opportunity in the personal hearing procedure to prove that their
claims are true (BAMF, 2018k: chapter 1). In general, the issue with
potential corrections is that decision-makers are not obliged to make
references to results of the reports. In other words, they can but don't have
to - this depends on the individual deliberation of the person in charge
(Beckmann, 2020: Appendix C). In cases where discrepancies in reports are

explicitly or implicitly addressed, it is not guaranteed that affected
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individuals fully understand the reason or source of doubt - especially
because they are not properly informed about the IDM-S proceedings
beforehand. As a general rule, asylum applicants are not allowed to see the
generated reports - unless they are accompanied by their lawyers which is
not the case for the majority of asylum seekers (Beckmann, 2020: Appendix
C; BAMF, 2018k: chapter 2; BAMF, 2018c: chapter 3.1.5).

4.3.4.5 Security measures

The vulnerability of information that asylum seekers hand over for
processing require the provision of sufficient security measures and
safeguards (UN General Assembly, 2018: para. 29). Such safeguards might
include physical (e.g. locked doors), organisational measures (e.g. access
control, implementation of data protection), and technical precautions (e.g.
encryption, anonymisation, pseudonymisation) to ensure adequate

protection (Privacy International, 2018: 45).

The available documents provide marginal details on existing security
measures. For the analysis of data devices instructions are given to lock
doors of the relevant (server) rooms. The administrator’s laptop has to be
placed in a lockable cabinet (BAMF, 2017a: Auslesen von mobilen
Datentragern, Nutzung). For all three systems, the Federal Office seems to
use pseudonymisation to replace individuals’ names when data is collected
(BAMF, 2017a: Namenstranskription, Nutzung; BAMF, 2017a: Sprach-
biometrie, Nutzung; BAMF, 2017a: Auslesen von mobilen Datentragern,
Ablauf der Datenextraktion). Personal information of asylum applicants is
stored in the main MARIS file system at the Federal Office (BMJV, 2016:
Asylum Act, section 16, subsection. 1). The latest report of the BfDI (2019:
75) which evaluated MARIS from a data protection and privacy perspective
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indicated several flaws. However, recommendations were adopted
promptly in that access management was improved, more sophisticated
access restrictions were implemented and additional security measures
were installed to ensure protection of especially sensitive data. At the end

of 2018, these implementation were in their final stages (Ibid.).

While reports of the name transliteration and analysis system as well as the
automatic dialect recognition are directly transferred to MARIS, those of
the analysis of mobile devices are first stored in the so-called “data
safe” (“Datentresor”) (BAMF, 2017a: Auslesen von mobilen Datentrdgern,
Nutzung). According to internal instructions, these reports are protected
from access by third parties. Further specifications are not provided (BAMF,
2018c: chapter 3.1). In general, access to this safe is managed by
administrators (German Bundestag, 2018a: 23). Lawyers eligible for judicial
office who approve the reports for decision-makers get access after
providing proof of their qualifications (BAMF, 2018c: chapter 3.1.3). Upon
receiving formal access requests from decision-makers, the said lawyers
carry out a “necessity and proportionality” (“Erforderlichkeit und Verhaltnis-
maRigkeit”) assessment and record their resulting decisions (BAMF, 2019i:
D1706; BAMF, 2018c: chapter 3.1.3). A negative decision leads to the
denial of access. In case of a positive assessment, the report is transferred
to MARIS and made available to the decision-maker in question (BAMF,
2018c: chapter 3.1.3). Reports temporary stored in the “data safe” are
deleted in both cases - if access is denied and if reports are transferred to
the main file system (Ibid.). By using the formalised request procedure and a
ticketing system, the deletion of data is recorded. Deletion can be
requested by lawyers and those decision-makers who conclude that they
do not need the report in the first place (BAMF, 2018c: chapter 3.1.4).
While the role of the fully-qualified lawyers is intended as a control and
security measure to safeguard sensitive information of asylum seekers,
practice shows that this already low degree of protection can be entirely

bypassed, namely if decision makers are themselves lawyers (BAMF, 2018c:
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chapter 3.1.3). Beckmann (2020: Appendix C) confirmed in the interview
that she encountered a case where the person in charge for asylum
decisions unlocked the protected report for him or herself. This effectively

means that in such cases no additional safeguards apply.

4.3.4.6 Accountability

The final principle of privacy and data protection requires that those who
collect and process personal data are accountable for their compliance with
existing legal frameworks, principles and obligations (UN General Assembly,
2018: para. 29). Actors “must be able to explain, show, and prove that they
respect people’s privacy” (Privacy International, 2018: 46).

On the one hand, the previous findings demonstrated that the Federal
Office’s way to communicate, explain and prove compliance with privacy
regulations concerning the use of IDM-S was neither open nor proactive.
At the time of writing, in-depth information about the digital identification
systems was not available, for example, on the ministry’s website. IDM-S is
mentioned primarily in relation to press statements (event-based) and the
digitalisation agenda, emphasising in-house technical innovations (BAMF,
2017d; BAMF, 2019a; BAMF, 2020n). The lack of transparency directly
affects accountability: The Federal Office seems to be unwilling to engage
meaningfully with the public forum concerning its practices. On the other
hand, it remains difficult for affected persons to hold authorities
accountable. Counselling sessions organised by the Federal Office are not
independent and referrals to lawyers specialised in asylum legislations are
not provided (Bartolucci, 2020: Appendix C). The analysis showed that

asylum seekers are unlikely to file complaints against authorities who
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violate their right to privacy. A request to the BfDI (2020: Appendix D.2, 1)
demonstrates that not a single complaint was issued by asylum seekers
since the analysis of mobile devices was implemented in 2017 (Beckmann,
2020: Appendix C). Due to fear of potential consequences in regard to
asylum decisions, it can be assumed that individuals do not want to put
themselves at additional risks by being vocal about their experiences or
potential injustices that they encountered during asylum procedures. In
uncertain circumstances related to asylum status, it seems reasonable that
asylum seekers are primarily concerned with the outcome of their asylum
application (Bartolucci, 2020: Appendix C). For the preparation of the law
suit against the Federal Office’s analysis of mobile data devices, it took a
long time to find suitable cases and individuals willing to go through the
lengthy process (Ibid.; Beckmann, 2020: Appendix C). Even in a successful
scenario, Beckmann (2020: Appendix C) estimated that it might take more
than six years to clarify this issue and hold the Federal Office accountable -
which is why the government has a special responsibility for ensuring

fundamental rights protection during the legislative process.
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4.3.4.7 Alternative and less intrusive measures

Under the ICCPR, privacy-interfering measures must be the least intrusive
options available to comply with the principles of proportionality (UN
General Assembly, 2018: para. 10; UNHCR, 2010). Regarding IDM-S, no
public information is available on whether an analysis of alternative
measures was carried out prior to the development of the digital systems. It
is also unclear whether existing mechanisms were evaluated to understand
how they could be improved to better serve the purpose of determining
and verifying identity and nationality of individuals seeking asylum.
According to Bartolucci (2020: Appendix C), such alternatives could include
the use of different questioning techniques to better assess the country of
origin during the personal hearing. Instead of handing over their mobile
phones, applicants could be asked to provide specific pieces of information
stored on their device (Ibid.). As IDM-S is intended to collect information
which is used in preparation for the hearing procedure, the hearing itself is
not considered a less intrusive option of identity determinations (BAMF,
2018c: chapter 3.1).

While the legal foundation of the analysis of data devices provides that the
measure should only be used if less intrusive options were exhausted,
practice shows that these lenient means were not thought out. Internal
instructions clearly outline that all three IDM-S systems are applied in
parallel and independently (BAMF, 2018c: chapter 3.1). BAMF clarifies
therein: “Eventually, only those documents that can prove the identity by

means of a photograph and that can be examined for their authenticity by
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the Federal Office can be considered as lenient means.”?> As the previous
analysis showed, documents need to pass the first stage of PTU - only then
mobile devices are not read out (Beckmann, 2020: Appendix C: Biselli,
2020: Appendix C). This effectively means that - apart from the passport
which is the standardised procedure - there are no less-intrusive measures
that the Federal Office actually resorts to. Similar rules apply in regard to
the automatic dialect recognition: According to internal instructions it is
used unless a passports or passport replacement - which is considered a
lenient option - can be checked and confirmed as valid without doubts
(BAMF, 2018c: chapter 3.2; BAMF, 2017a: Sprachbiometrie, Ablauf; BAMF,
2018i).

Apart from this digital recognition to determine the spoken dialect of
asylum applicants, the Federal Office can also commission language experts
to carry out a scientific speech and text analysis (S-T-A, “Sprach- und
Textanalyse”) in cases of doubt (BAMF, 2018c: chapter 4). The process
requires a speech recording of about 30 minutes (German Bundestag
2017d: 7). Compared to results of the automatic dialect recognition, these
expert reports are legally binding and can be used as evidence in the court
of law (German Bundestag 2017d: 7). When asked to justify this new digital
approach to speech assessments, the government (Ibid.) argued that the
automatic analysis represents an “independent, objective and scalable
method” (“unabhangige, objektive und skalierbare Methode”) to determine
the origin of an affected person “by easy means” (“mit einfachen Mitteln”).
The difference between two and 30 minutes speech recordings stems from

the circumstance that during S-T-As several speakers are recorded (e.g. the

25 Own translation. Original text: “Als mildere Mittel kommen letztendlich nur Dokumente
in Betracht, die durch ein Lichtbild die Identitdt belegen kénnen und vom Bundesamt auf
ihre Echtheit Gberpriuft werden konnen” (BAMF, 2018c: chapter 3.1).
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asylum applicant, interpreter, decision-maker). Therefore, as claimed by
authorities, speech recordings require special expert evaluations (Ibid.). In
general, S-T-As are more established in identity determination proceedings
than their digital counterparts. As this method relies on the availability of
experts and causes substantial costs, internal instructions at the Federal
Office indicate that its use should only be limited to a few exceptional
cases (BAMF, 2018c: chapter 4; BAMF and BFM, 2017: 4). Contrary to
what the Federal Office seems to imply, its internal communication suggest
that DIAS was used to replace S-T-As. Applicants, whose language
assessments were still due, were subjected to the automatic dialect
recognition instead (BAMF, 2018n; cf. Appendix E; Biselli, 2020: Appendix
C). In regard to the use of the automatic dialect recognition, the
government indicated: “In many cases, the use of the tool prevented more

complex and expensive language assessments to be commissioned.”26

26 Own translation. Original text: “Durch den Einsatz des Tools konnte in vielen Fillen
verhindert werden, dass wesentlich aufwandigere und teurere Sprachgutachten in Auftrag
gegeben werden mussten” (German Bundestag, 2018a: 15).
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The assessment of available documents, internal instructions and expert
interviews by means of the qualitative content analysis and the data justice
framework provided valuable insights into the main research question: How
does the Federal Office legitimise the policy and use of the digital
identification system “IDM-S” as part of a new direction of governance in
the context of asylum? To answer this question, this section summarises
the main justifications for policy decisions in relation to state actions to
account for word-deed tensions in the studied political setting. These
findings are structured according to the main identified patterns of

(illegitimacy and interpreted by referring to the theoretical frameworks.

5.1 Referring to the rule of law and public interests

The first identified pattern refers to the features of political legitimacy,
most notably to legal references on the input level. According to the
theoretical concept, decisions laid down in policies are legitimate, if they
are recognised as lawful, just and rightful (Morris, 2008). Legitimate
decisions are those that are based on the rule of law, justified by references
to common interests and beliefs, and confirmed by the public through the

expression of consent (Beetham, 1991: 20).

The introduction of the analysis of mobile data devices as part of the Act to
Improve the Enforcement of the Obligation to Leave the Country was
criticised the most in the media and among legal experts. Therefore, the
Federal Office was more eager to justify the compliance of this new
measure with the rule of law. Because the legislative procedures provide
for well-defined steps that have to be followed to introduce new

legislations, the analysis of mobile devices needed to be negotiated in the
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parliament - a process that made justifications and legal references
particularly visible. For example, the written statement of the Federal Office
included a “legal assessment” (“rechtliche Bewertung”) (Richter, as cited in
German Bundestag, 2017a: 103). It emphasised the right of the legislator
to react to situation where asylum was not only “requested in
bulk” (“massenhaft beantragt”) but was “unjustifiably desired” (‘ungerecht-
fertigt begehrt”) in order to obtain residence rights (lbid.). While this
assessment did not go into (evidential) details and did not depict the legal
obligations of the state towards asylum seekers, further arguments included
the reference to permitted, legal interferences with the right to privacy. It
was repeatedly argued that the new measure was lawful because it is
applied only if other lenient means are exhausted (“als duRerstes Mittel”)
and only to individual cases of doubt (“Einzelfalle”) (Ibid.: 20; Ibid.: 30;
German Bundestag, 2020f: 35). For representatives of the Federal Office, it
was important to emphasise that the read-out and analysis would only refer
to “metadata” (“Metadaten”) and not to the content (Richter, as cited in
German Bundestag, 2017a: 39). These arguments imply that the domain of
correspondence, protected under Art 17 ICCPR, as well as the integrity and
confidentiality of its various means of communication are not affected by
the interference on the content-level. Additionally, the Federal Office tried
to legitimise the analysis of data devices by making references to national
security laid out as a public interest. This measure was promoted as an
instrument that would increase safety through the prevention of fraud early
on in the asylum process - that is at the level of identity determinations
(Ibid.: 104). Such references were not only made during the legislative
process. Moreover, it was argued that all three measures of IDM-S
combined would contribute to fraud prevention and, hence, to public safety
(BAMF and BFM, 2017: 3; BAMF, 2020g; BAMF, 2019d; BAMF, 2017b;
BAME, 2020n).

Furthermore, it was argued that the governance approach relating to IDM-

S was not only lawful per se but that procedures and norms were de facto

- 104 -



Digital identification systems and the right to privacy in the asylum context:
An analysis of implementations in Germany

followed correctly, indicating compliance with existing rules during the
implementation. Regarding possible application errors concerning the
automatic dialect recognition addressed in small requests, the government
emphasised that it had no knowledge that established rules were not
followed correctly (German Bundestag, 2018d: 6). Internal instructions on
the analysis of mobile devices underlined that the “storage of data
generated by the BAMF for identity determinations of applicants is not a
matter of data acquisition 'in stock' but rather a regulation with a clear and
limited purpose of identity assurance. The storage of data (...) is, therefore,
harmless in accordance with section 15a, subs. 1, sentence 2, Asylum Act
seen in conjunction with section 48 subs. 3a of the Residence Act.”2” These
repeated references to the legal foundation and the wording can be
perceived as a reaction to public criticism that certainly had de-legitimising
effects. Relevant groups raised well-founded criticism, including the BfDI as
the federal supervisory authority for data protection, legal scholars, civil
society organisations and the media. The filed lawsuit against the practice
of the Federal Office headed by the GFF can be interpreted as a form of
disobedience, the withdrawal of consent and general refusal to accept the
practice which was deemed unconstitutional and non-compliant with
fundamental rights (Biselli and Beckmann, 2020; DW, 2020). These
examples clearly indicate the importance of legality concerning state
conduct that was communicated most dominantly in the legislative process
but also in internal documents. However, it seems that once the new law

passed, the Federal Office did not see further need to publicly and

27 Own translation. Original text: “Bei der Speicherung der durch das BAMF generierten
Daten zu Identitdtssicherung von Antragstellern handelt es sich nicht um eine
Datengewinnung ‘auf Vorrat, sondern um eine Regelung mit klarer und eingegrenzter
Zweckbestimmung der Identitdtssicherung. Die Sicherung von Daten (...) ist daher
unbedenklich nach § 15a Abs. 1 Satz 2 AsylG iV.m. § 48 Abs. 3a AufenthG” (BAMF, 2018c:
chapter 3.1).
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proactively demonstrate the lawful application of the measures - after all,
the identified references in regard to the implementation were made
internally and only if specifically addressed in small requests. Indeed, the
analysis showed severe discrepancies between words that seem to depict
the desired state of affair (e.g. legal compliance) and deeds that indicate

how the policy was enacted on the ground.

As the studied IDM-S systems are deployed to collect and process
personal, unique physical and behavioural characteristics depicted in
metadata, the underlying measures cause an interference with the right to
privacy protected by Art 17 ICCPR. At this point, it makes no difference
whether the interference is carried out by a human being or a machine
because of similar results: The persons lose control over their information
that puts their privacy at risk. Because metadata can give insights into
individuals’ behaviours, personal preferences and social relationships, using
it is not as harmless as the Federal Office suggests. Although with varying
degrees, compliance issues are present in regard to all six key principles that
outline the minimum requirements of data and privacy protection. The use
of all three IDM-S systems demonstrates issues relating to consent. To be
protected by the host state and to access crucial services, individuals must

provide their personal information upon request. Such actions are not

Because metadata can give insights into individuals’
behaviours, personal preferences and social
relationships, using it is not as harmless as the Federal
Office suggests. Although with varying degrees,
compliance issues are present in regard to all six key
principles that outline the minimum requirements of

data and privacy protection.
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based on (freely given) consent but pertain to the legal norm to cooperate
that was expanded to include the submission of mobile devices for read-
out and analysis. At the same time, the Federal Office does not adhere to
its transparency obligations as affected individuals are not adequately
informed about the three IDM-S systems even at a basic level concerning
the type of personal data collected, how it is processed and used in
decisions. Informed consent requirements amount to empty administrative
acts in regard to the analysis of data devices and the automatic dialect
recognition, where additional detailed information is neither given in
written nor in verbal form but is reduced to a signature that implies that
explanations were given. In the case of the name transliteration and
analysis no information is provided, leading to the well-founded concern
that asylum applicants are not aware about the analysis of their names in
relation to their origin. Furthermore, it remains unclear how the types of
data collected and processed by all three systems conclusively, scientifically
and rationally relate to the nationality and origin of a person. Given the lack
of accuracy and effectiveness - meaning that gathered data provide rather
vague and more flawed than reliable indications of origin - the overall
usefulness of IDM-S’ functions related to the determination and

verification of nationality has to be fundamentally questioned.

Findings outline that the analysis of mobile data devices is the most
privacy-intrusive system of the three IDM-S components. They reveal that
this measure is applied too broadly in practice, including to individuals who
are in possession of a passport but cannot immediately present it or whose
documents cannot be authenticated by available means early on in the
asylum process. In effect, reasons and situations for which asylum
applicants are not themselves responsible are construed to their
disadvantage. The measure greatly violates further against the principle of
minimisation because not only various types of data are collected but also a
high amount of information in each identified category is gathered. The

prevailing idea seems to be that all data from the identified sources on
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mobile devices are made accessible to authorities. At the same time,
information extracted from apps - such as user names - provide incentives
to conduct unlawful, content-based analysis. The investigation of an asylum
applicant’s personal facebook account by a staff member of the Federal
Office clearly demonstrates the existence of factual risks of misconduct
once sensible, personal information - even in the form of metadata - is
accessible. Additionally, the assessments of the fully-qualified lawyer,
whose role is intended as a security measure to prevent breaches of
privacy, does not amount to a reliable, independent, and impartial entity to
ensure procedural safeguards. The analysis shows that this already low
degree of protection can be easily bypassed if lawyers are themselves
decision-makers. Overall, such intense privacy-interferences based on the
analysis of data devices are carried out unlawfully as they are un-necessary
in this extent, un-proportionate to their aim, and do not take into account
other less-intrusive options to determine and verify the identity of
individuals.

While Germany is generally considered a country with strong privacy-
related awareness and protection, the state practices prove that much
lower standards for respecting the core area of private life are applied
concerning asylum seekers. Effectively, they are the only group subjected
to such measures without demonstrating evidence for fraud and ensuring
proper safeguards in the form of independent, judicial evaluations. It causes
great concerns that the Federal Office for Migration and Refugees does not
seem to act impartially but rather seeks to promote a political agenda.
Intentions became apparent in particular by noticing aspects that were not
mentioned, such as the state obligation to protect asylum seekers’ rights.
One could argue that the Federal Office only applies the laws that were put
in place by the legislator. However, this seems to be a rather bureaucratic
justification that seeks to morally relieve those in power from their
responsibilities under international law and the constitution. The analysis
shows that the Federal Office a) did take part in the legislative proceedings,
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While Germany is generally considered a country with
strong privacy-related awareness and protection, the
state practices prove that much lower standards for
respecting the core area of private life are applied

concerning asylum seekers.

b) did influence them by the choice of statements and arguments made,
and generally ¢) has a certain margin of discretion in regard to the
interpretation of laws. Considering these circumstances, the Federal Office
is (likewise) responsible for any rights violations that result from its actions
and operational priorities. At this point it is valuable to refer back to
Rothstein (2008: 15) who argued that life-threatening actions magnify the
erosion of legitimacy. While the introduction of laws and the formal
adherence to legislative proceedings provide an important basis for
legitimate state practices if they are in line with international laws and
fundamental rights, what further matters is how governmental institutions
exercise their powers. Compared to the input side, less emphasis was put
on ensuring procedural qualities in regard to throughput and output

legitimacy.
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5.2 Non-disclosing delegitimising information and
limiting accountability

The second identified pattern refers to the non-disclosure of information
that could potentially delegitimise the use of IDM-S. Political decisions are
perceived as legitimate, if certain qualities in governance processes are
respected by powerful actors. In regard to throughput legitimacy, these
qualities pertain, among others, to transparency and the free flow of
information. Legitimacy is enhanced through dialogue and trust-building by
providing enough information in a proactive and accessible manner
(Schmidt, as cited in Schmidt and Wood, 2019: 729-730). In this regard, the
performance of the Federal Office was insufficient. The lack of
transparency remains a major issue that also affects accountability, as the
findings of the analysis portray.

While the Federal Office repeatedly emphasised how it values and fosters
transparency (Richter, as cited in German Bundestag, 2017a: 20-21;
Richter, as cited in Frank, 2018: 22), the analysis shows that the
implementation of the three IDM-S systems is seen exclusively as an
internal affair. Transparency relates first and foremost to the internal flow of
information between departments and chosen partners (e.g. EU member
states, commercial entities). In contrast, the exchange with the public was
strictly controlled: Communication was hesitant, restrictive and shaped by
the general unwillingness to provide comprehensive answers to both public
and press enquiries. Compared to other governmental institutions, the
Federal Office was less willing to provide information for critical up-to-date
reporting, creating barriers for journalistic work. Likewise, freedom of
information requests on the functioning of IDM-S were not answered in
full, either delayed or rejected (BAMF, 2018i; BAMF, 2020i; BAMF, 201%e;
BAMF, 2019f; BAMF, 2019g). More in-depth explanations revealing some
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aspects of decision-making processes were by large provided as part of
small requests to which the government has the obligation to reply. In
these cases, questions were answered in a shortened form that
complicated further enquiries into the subject matter (BMI, 2018b; German
Bundestag, 2017b). Additionally, certain information was misleading and
evasive as the Federal Office and the government tried to conceal
commercial partners to avoid public scrutiny. Authorities also sought to
create the impression that IDM-S was subject to scientific evaluations by
referring to cooperations with the University of Pennsylvania which
revealed solely a commercial transaction (German Bundestag, 2017b: 5;
German Bundestag, 2018a: 14; BMI, 2018b). Contradictions of statements
occurred in relation to the systems’ impact on asylum decisions. While it
was emphasised that IDM-S only supports decision-making, a small request
demonstrated that results of the automatic dialect recognition are often the
only indication of origin apart from asylum applicant’s claims (German
Bundestag, 2018a: 15). At the same time, proactive communication by the
Federal Office as part of press releases and interviews, for example, was
shaped by an overwhelmingly positive tonality regarding IDM-S governance
(BAMF, 2017b; BAMF, 2017d; BAMF, 2017c; BAMF, 2018j). This strong
contrast between critical public reporting and the Federal Office’s positive
way of communication indicate the ministry’s aspired political gains:
Communication is used primarily for own benefits (e.g. demonstrating the
self-image of a vigorous authority) instead of engaging in the meaningful
dialogue over policy decisions. Considering that the Federal Office was the
focus of public criticism for poorly handling asylum applications, it seems
that the deliberate approach was to rely on the secrecy of information in
order to avoid the disclosure of inconsistencies in the Federal Office’s
practices, critical reporting and public debate, especially, before the
parliamentary elections. The lack of transparency limits external validations
of practices around IDM-S and the traceability of the systems’ actual

impacts and harms on affected individuals.
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Justifications for the non-disclosure of information referred mostly to
reasons of confidentiality and national security, among others (BAMF,
2020i; BAMF, 201%e; BAMF, 2019f; BAMF, 2019g). Yet, it seems that
these justifications are applied too broadly. While the question whether the
invoking of national security grounds is justified deserves separate
investigation, the findings indicate that an overwhelming amount of
information on the IDM-S policy and practice was not disclosed, ranging
throughout various areas of public interests, such as statistics, algorithmic
functioning, privacy risks, cost-benefits, evidence-based and independent
evaluations. Even if national security grounds apply, states must respect the
public’s right to information, especially, if the disclosure of information
concerns the violation of human rights and the exposure of wrongdoing or
abuse of state power - as, for example, the Global Principles on National
Security and the Right to Information outline (Open Society Foundations,
2013: 11-13). The over-invocation of national security concerns can
seriously undermine the rule of law, press freedom, accountability, privacy
and related human rights (Ibid.: 6).

Findings indicate that an overwhelming amount of
information on the IDM-S policy and practice was not
disclosed, ranging throughout various areas of public
interests, such as statistics, algorithmic functioning,
privacy risks, cost-benefits, evidence-based and

independent evaluations.

Eventually, the analysis demonstrates that only marginal, fragmented
statistics and a limited amount of indicators were used to monitor and

document the implementation of IDM-S (e.g. how often the systems were
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applied, if results matched the applicants’ claims). Hence, these numbers do
not provide meaningful, critical insights into the effects of the systems, in
particular, on experiences and (un)intended impacts of asylum applicants
who undergo the identity determination procedure. Notably, it is not
assessed if the systems’ results negatively influence asylum decisions
(German Bundestag, 2018a: 13; German Bundestag, 2018d: 7; German
Bundestag, 2019b: 14; German Bundestag, 2020f: 35). This perspective is
ignored, despite publicly known cases that confirm such influence, leading
to unjust asylum decisions. It seems that the Federal Office and the
government turn a blind eye on the cases that do not fit the overall success
narrative which is emphasised in relation to IDM-S. Authorities seem to
assume that if information is not collected in the first place, it cannot be
shared and, thus, it cannot be used to discredit the policy and practice.
These examples show that decisions about how programs are measured,
evaluated and assessed are inherently political - and in this case they are
used to bypass accountability towards the public and asylum seekers who
are required to reveal their entire “digital household” while the public
administration does not adhere to the most basic transparency and

accountability standards expected in democratic societies.

Decisions about how programs are measured, evaluated
and assessed are inherently political - and in this case
they are used to bypass accountability towards the
public and asylum seekers who are required to reveal
their entire “digital household” while the public
administration does not adhere to the most basic
transparency and accountability standards expected in

democratic societies.
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5.3 Implying performance efficiency and IDM-S’ high

level of innovation

The third identified pattern indicates that the Federal Office was seeking to
legitimise its approach by referring to the advantages of IDM-S primarily for
internal processes and the administration’s performance, most notably
efficiency. Political decisions about policies and practices gain legitimacy, if
they are able to produce outputs and outcomes that remedy collective
problems. On the level of output legitimacy, the usefulness of IDM-S in
regard to its aims was highlighted. As the Federal Office was seeking to
establish itself as a tech-savvy administration - a self-proclaimed “leader in
technology” (“Technologiefiihrer”) (BAMF, 2018b) - justifications referred to

the systems’ efficient results because of its high level of innovation.

Even if setting aside the inconsistent and fragmented performance
statistics, the evaluation of the three IDM-S systems showcases unreliable
and poor results in regard to their aim, which holds true for the name
transliteration and analysis as well as the analysis of mobile data devices.
Because references to the applicants’ origin based on TralLitA were vague
and in the majority of results not verifiable, the success narrative focused
rather on its transliteration function (Richter, as cited in Frank, 2018: 24;
German Bundestag, 2018a: 26). The analysis of mobile data devices - as
the most cost-intensive measure in the IDM-S portfolio - is likewise flawed
as the majority of all considered reports produced no usable results
(German Bundestag, 2018a: 20; German Bundestag, 2020f: 34-35). VYet,
the Federal Office holds on to these methods. No conclusions are drawn
from the systems’ de facto ineffectiveness. Instead, the analysis of data
devices is seen as a “fast and straightforward” (“schnell und unkompliziert”)
(Richter, as cited in German Bundestag, 2017a: 103) instrument compared

to other, more established methods like S-T-As that are considered as
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complex, cost-intensive and associated with long processing times. This line
of reasoning points to the assumed usefulness of IDM-S in identity
verifications by referring to financial savings, the systems’ easy application,
and the reduction of workload. The Federal Office claims: “The read-out of
mobile data devices is currently the most important instrument for identity
verifications.”28 On the one hand, facts and insufficiencies in regard to the
systems’ performance are ignored. On the other hand, criticism is brushed
aside by underlining that the three digital systems only support the
decision-making processes but do not make the final asylum decision which
is done by decision-makers who have the upper hand (German Bundestag,
2018a: 26; BAMF and BFM, 2017; BAMF, 2018c). By implying that human
beings control the results of “the machine” seemingly without influence, it is
not seen as a legitimacy problem in itself that the systems are by large

ineffective and de facto able to unjustly influence asylum decisions.

To promote the performance success of IDM-S as an innovative approach
to governance problems, the Federal Office primarily referred to the

automatic dialect recognition as an example - most likely because it

By implying that human beings control the results of
“the machine” seemingly without influence, it is not
seen as a legitimacy problem in itself that the systems
are by large ineffective and de facto able to unjustly

influence asylum decisions.

28 Own translation. Original text: “Das Auslesen mobiler Datentrager stellt momentan das
wichtigste Instrument zur Identitdtsiiberprifung dar” (BAMF, 2020j: 2).
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produces the highest (average) success scores of all three IDM-S
components from a technical perspective. Nevertheless, in regard to the
severity of potential consequences that wrongful asylum decisions cause, it
has to be questioned why an (average) error rate of 15 percent is politically
accepted in this context. A notable factor that the analysis revealed
pertains to settings that are considered a success in relation to the
automatic dialect recognition, including being the first public administration
worldwide to use such an innovative system, having developed the
approach within only six months, having used agile development methods
and having fostered digitalisation in public administrations (German
Bundestag, 2017b: 2; German Bundestag, 2018a: 15; BAMF, 2018;j;
Richter, as cited in Frank, 2018: 24). While these results are promoted by
the Federal Office by means of self-attributions, efforts are made to
legitimise this approach by seeking out external acceptance. The winning of
the e-government award in the category “Best Digitalisation Project
2018" (“Bestes Digitalisierungsprojekt 2018”") (BAMF, 2018j) for the
automatic dialect recognition is used as an example of public confirmation
for the Federal Office’s practices and so are requests from interested
authorities of other countries which are, however, not further specified
(German Bundestag, 2018a: 15; Richter, as cited in Frank, 2018: 22; BAMF,
2019a: 32). According to Beetham (1991: 18), actions that provide
evidence for consent make contributions to legitimacy through their
‘publicly symbolic or declaratory force”. Receiving the award enables
authorities to demonstrate the confirmation of their actions to third parties
(e.g. the public at large). What seems to be important to consider at this
point is that actions of the Federal Office are legitimised as valid by
commercial entities with economic interests who profit from the public
sector's use of ICTs through not least the provision of technical
infrastructure. Therefore, the extent of this legitimised action confirmed

through the award needs to be questioned.

The strong emphasis on innovation, agility and efficiency is congruent with
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the framework of new public management, more specifically with notions
of an “entrepreneurial government” (Osborne, 1993: 352) which adopts the
rationale of the need for private sector management methods and market
mindset in public administrations. In this studied governance case, business
terms en vogue are adopted seemingly without critical deliberations and
without sufficiently recognising the own role in the governance
arrangement, including prioritising state obligations in regard to the
protection of asylum seekers’ (privacy) rights and the acknowledgement of
their vulnerable status in institutionalised processes of decision-making.
The findings suggest that with the focus on “innovation” and “agility” has
come a tendency to take over the logic of business - that is emphasising
product-development and accepting a risk-taking culture. The problem with
this trial-and-error-driven approach for the sake of “innovation” is that
asylum seekers are often those bearing the actual costs and consequences
when failure occur - in worse cases they pay with their lives. Fostered by
the sense of urgency that without doubt put intense pressure to act on the
Federal Office since 2015, it seems that IDM-S was implemented as a
development shortcut, solving big problems faster without being grounded
in established theoretical and scientific evaluations. However, “efficiency” -
no matter if time-, process-, or finance-related - cannot be regarded as a

stand-alone value but has to be linked to the progressive realisation of

With the focus on “innovation” and “agility” has come a
tendency to take over the logic of business - that is
emphasising product-development and accepting a risk-
taking culture. The problem with this trial-and-error-
driven approach for the sake of “innovation” is that
asylum seekers are oftentimes those bearing the actual

costs and consequences when failure occur.
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democratic governance principles, such as transparency, participation and
accountability - which was not the case both in regard to the legislative
proceedings and even less so in implementation as demonstrated in the
analysis. Additionally, intentions to simplify internal processes and to
reduce work load do not justify encroachments of fundamental rights and
the deployment of privacy-invasive systems as was pointed out by the BfDI
(2017: 102). Glorifying digital systems as “the” solution fails to recognise
that persistent, socio-political problems may not need innovative, technical
solutions but rather require “committed long-term engagement that enables
steady and less risky progress” (Seelos and Mair, 2012: 47). Likewise, it is
ignored that high productivity is often based on careful evaluations of
existing practices that enable improvements and learning over long(er)
periods of time (lbid.). Justifications of the Federal Office reveal the
misleading assumption that innovation can only lead to successful
outcomes: Accepting the failures and stepping away from the use of IDM-S
seems not to be an option - because it is not congruent with adopted ideas
and narratives of success. Instead, the systems are being developed further
driven by political desires that come with new possibilities of data
collection and processing, showing first sings of function creep. While the
evaluation for the legal and technical extension of the analysis of data
devices is under review, TralLitA and DIAS are promoted to European states
for the purposes of refugee management and border control (German
Bundestag, 2017b: 5; BAMF, 2018b; German Bundestag, 2018a: 22;
Richter, as cited in Frank, 2018: 24). Such efforts indicate not only that
asylum seekers’ privacy rights are ignored domestically by the use of IDM-S

but that they are accepted elsewhere through the regional promotion.
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5.4 Implying objective operations by means of a
mathematical-technical approach

The final identified pattern is closely intertwined with references to
performance efficiency as well as innovation and relates both to throughput
and output legitimacy. According to good governance and legitimacy
theory, administrative structures and procedures follow scientific standards
and operate logically as well as rationally in order to constructively address
collective problems (Keping, 2017: 6; Graham, Amos and Plumptre, 2003:
3; Kioe Sheng, 2009; Schmidt, as cited in Schmidt and Wood, 2019:
729-730). To increase political legitimacy, IDM-S was promoted to
reproduce the impression of rational and scientifically robust operations -
despite the lack of profound evidence and independent, scientific proof not
only for the effectiveness of IDM-S but, especially, for the underlying
assumptions and hypothesis that guided the development and
implementation of the programme in the first place. Internally towards its
staff and externally towards the public, justifications of the Federal Office
suggested that the systems’ results were precise and objective because of
the advanced mathematical formulae and technical precision used to arrive
at conclusions. Findings underline that the deployment of IDM-S was
shaped by prevailing fallacies common in the public sector’s use of ICTs,
including the belief that digital systems provide objective results, that
mathematical attributes and programming code can adequately depict the
complexity of the real world and that digital systems can be applied
universally as the primary solution to remedy governance problems related

to asylum and migration.
From the perspective of state authorities, the automatic dialect recognition

represents an “independent, objective and scalable method” (“unabhingige,
objektive und skalierbare Methode”) (German Bundestag 2017d: 7) to
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determine the origin of an affected person. This reference to a seemingly
independent and objective approach blurs the fact that the government is
the most powerful actor in the stakeholder ecosystem who deliberately
chose to apply IDM-S based on beliefs and interests that serve political
ends. While these intentions were not always immediately visible, all three
systems follow the same questionable logic, namely to determine the
identity and nationality of individuals without passports based on
automated, rather vague allocations of collected data. The political agenda
relating to IDM-S was seen most vividly in debates about the Act to
Improve the Enforcement of the Obligation to Leave the Country which
aimed at enhancing possibilities of repatriations. The identified barriers put
on asylum seekers, such as extending the legal obligation to cooperate and
being suspected of misleading authorities in identity determination
procedures to receive residence status, corroborate these findings (Richter,
as cited in German Bundestag, 2017a: 104).

Given sufficient data and information, it is assumed from a technocratic
perspective that every problem can be controlled, modelled and estimated
by means of data analysis and standardisation in order to reveal “potentials
of misuse” (BAMF, 2018b). In this regard, the Federal Office repeatedly
argued that the new systems provide “additional data points” (BAMF,
2017a: Sprachbiometrie, Ubersicht) and “technical leads” (BAMF and BFM,
2017: 6) to support decision-makers in reaching more solid and better
conclusions in asylum cases. However, the analysis showed that the highest
financial investment was made into the technical development of IDM-S, its
infrastructure, maintenance and support. On the contrary, training of
decision-makers relating to the interpretation of the systems’ reports was
insufficient and fragmented. The actual decision-making process in light of
the systems’ results is left to the discretion of individual employees whose
considerations cannot be traced. If decision-makers are ill-equipped to
understand the processes of data collection and processing including the

systems’ limitations and flaws - especially when frequency statistics and
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probabilities contained in the systems’ reports imply reliability and accuracy
- it seems reasonable to believe that they will less likely question the
automatically generated results that appear objective and are

communicated as such.

The strong belief in mathematical precision and the possibility to depict
complex social settings in precise programming code leads to leaving
important aspects of reality entirely outside of the systems’ design (Green
and Viljoen, 2020: 22). While the Federal Office acknowledges, for
example, that linguists and researchers criticise the accuracy of language
allocations in regard to the automatic dialect recognition, it is explained:
‘There are (...) pronounced differences between the various trends in
linguistic research. We took a different approach and worked primarily with
algorithm experts. (...) Experts helped us to convert phonetics into codes.”2?
It is faded out that the more inaccurate data is gathered and analysed
through likewise flawed digital systems, the more problems occur in the
final asylum decisions. Combined with the Federal Office’s focus on process
efficiency, this inevitably results in accelerating error-making at scale
nurtured by digital means. At the same time, this “language of
algorithms” (Green and Viljoen, 2020: 22) is imposed onto social domains at
the expense of other values, such as the focus on quality of asylum
decisions, protecting fundamental rights and building a trusting relationship
between authorities at the Federal Office and asylum seekers. The systems
were developed based on simplified assumption about social realities,

including that recorded speech samples of two minutes, the names of

29 Own translation. Original text: “Es gibt (...) ausgepragte Differenzen zwischen den
verschiedenen Stromungen der Sprachforschung. Wir haben einen anderen Ansatz
gewdhlt und primar mit Experten fUr Algorithmen zusammengearbeitet. (...) Experten
haben uns dabei geholfen, Phonetik in Codes umzuwandeln” (Richter, as cited in Frank,
2018: 22).
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applicants and data found on their mobile devices can be linked to
(somewhat) valid nationality and identity assessments. Because of this
flawed foundation, potential technical improvements of IDM-S’
insufficiencies through feedback loops and programming code will not
address the overall issue but likely intensify existing problems. Instead, it is
necessary to explore alternative measures for supporting identity
determinations and verifications, in particular, those that do not focus on
contested digital systems but put human beings at the centre of procedures
- especially when dealing with severe life-changing decisions and vulnerable

groups of society.

The systems were developed based on simplified
assumption about social realities, including that
recorded speech samples of two minutes, the names of
applicants and data found on their mobile devices can
be linked to (somewhat) valid nationality and identity
assessments. Because of this flawed foundation,
potential technical improvements of IDM-S’
insufficiencies through feedback loops and
programming code will not address the overall issue but

likely intensify existing problems.
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Chapter 6: Conclusion

A strong technological state capacity and the use of new technologies are
often perceived to account for better decision-making processes in the field
of governance. Under the umbrella of the “Integrated Identity Management:
plausibility, data quality and security aspects (IDM-S)” programme, the
German Federal Office for Migration and Refugees developed a set of
digital systems that aimed at supporting the determination and verification
of those asylum applicants’ identity claims who could not present their
passports. This research set out to investigate how the Federal Office
legitimised the policy and use of the digital identification system “IDM-S” as
part of its expanding portfolio of digital initiatives that indicate a new

direction of governance.

The study is grounded in legitimacy theory - considered a core virtue of just
institutions and their exercise of public authority, hence, power over
individuals. Legitimacy is understood as a justificatory concept seen in
conjunction with (good) governance, the processes of making and
implementing decisions by considering human rights frameworks - in this
particular case the right to privacy as protected under Art 17 ICCPR. While
the chosen theoretical concepts could have been used independently as
they each are based on a rather broad foundation of norms recognised as
valid within public administrations and as necessary for democratic state
practices, this research drew on the overlapping effects of these theories.
Through this combination it was possible to analyse the Federal Office’s
justifications and practices as well as their de jure and de facto qualities
comprehensively in the political context. The qualitative content analysis
proved to be a valuable method to find patterns and (in)consistencies in the
studied documents. Although subject to adjustments and academic
discussions, the data justice framework complemented this approach by
providing a helpful structure that reflected the understanding that digital
systems are embedded in existing (power) structures and should be studied
along different dimensions instead of focussing on mere technical

components.
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The results of the analysis revealed four main patterns: The references to
the rule of law and shared beliefs implied that both policy and practice
followed legal standards perceived as necessary to protect society from
security threats. Information that could potentially delegitimise state
conduct was not disclosed whereas proactive communication was largely
positive to demonstrate successful operations. The emphasis on efficiency
and IDM-S’ high level of innovation implied the usefulness of the digital
systems stemming from their easy application, cost and time efficiency, as
well as the ability to produce fast results. Innovation and agility underlined
the self-proclaimed image of a modern, tech-savvy administration - an
‘entrepreneurial government” (Osborne, 1993: 352). The last pattern
portrayed efforts to uphold the impression of rational and objective
operations based on the mathematical-technical approach used to generate
the systems’ results. These patterns imply to the outside world that the
Federal Office is capable to meet the needs and satisfy expectations of
democratic societies and just state practices. However, it can be concluded
that references alone do not affirm legitimacy per se, rather they indicate
justifications, political intentions and tactics to maintain the image of a
rightful state conduct. On the contrary, the findings outlined word-deed
tensions, the insufficient adherence to fundamental privacy rights and state
obligations of effectively protecting vulnerable populations as well as the
lack of compliance to qualitative values in governance, including
participation, transparency, accountability, impartiality and scientific

soundness.

The turn to data-driven systems and automatisation offered a supposedly
easy way out of the complexity in regard to the challenges the Federal
Office faced since 2015: the flaws in identity determinations, insufficient
staff trainings and the high number of unprocessed asylum claims.
Underpinned by the perceived “crisis” that strengthened the rhetorics of
national security, stricter border control and politics of repatriations, IDM-S

embodied the current trend of political data accumulation and business-like
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‘innovations” in public administrations in terms of its development,
implementation and execution. Yet, so much of this “crisis” is not a crisis of
numbers but a crisis of politics (Betts, 2015). The research has shown that
the overall IDM-S governance approach is shaped by a technocratic
worldview and deeply contested assumptions not only about asylum but
about the potentials and limits of digital systems in regard to their problem-
solving capacity in complex, social settings. In this researched case, the use
of the systems strengthened existing inequalities, violated fundamental
privacy rights, contributed to power imbalances and distrust in the
relationship between the government and asylum seekers. To fully
understand the implications of rights violations, future studies could focus
on the experiences of asylum seekers subjected to IDM-S procedures.
Based on the interviews, this research identified some individual cases that
prove the Federal Office’s de facto non-compliance with privacy rights.
Because the three studied IDM-S systems were applied to thousands of
cases, it gives reason to believe that many more individuals might have
been unjustly affected by the systems’ use. Furthermore, the amount of
available material across the three systems was unevenly distributed. Less
information was provided on TraLitA than on the other two systems. Thus,
future research could focus on investigating these knowledge gaps. Lastly,
researchers and practitioners alike should scrutinise digital “Al” (Artificial
Intelligence) systems (BAMF, 2019a) developed by the Federal Office (and
elsewhere in public administrations) with the aim to identify governance
issues and to push for alternative reforms that are carried out with due
diligence, account for nuances and complexity, and put human being at the
centre of decision-making processes. With the view to positively affect
future policies in the context of asylum from a strong human rights-based
perspective, it is necessary to engage in more fundamental questions about
the “raison d'étre” of such systems and look past the often proposed
techno-fixes. The illegitimate development and implementation of harmful
digital systems in state institutions is not inevitable - decisions not to

implement have to become a real option.
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A Coding system

This table provides an overview of the applied coding system, including the
code categories, descriptions, main codes and examples. These codes are

listed alphabetically and do not follow a hierarchical order.

____________________________________________________________________________________________________

E . “kann im Einzelfall geprift werden, ob
Alternative measures

reine S-T-A durchgefthrt werden kann”

i“Somit wird nicht nur die Transparenz

‘Benefits ‘gesteigert, sondern auch die

iSicherheit im Asylprozess”

' '
[l Lttt 1
' ' '

E o i“Die Antragsteller beschreiben dazu
E i Functionality Eeirw oder mehrere detailreiche Bilder in E
1Automatic dialect idescriptions : :

:recognition (DIAS)

' ' '
il il L ittt 1
' ' '

freier, nicht unterbrochener Sprache”

iDescripﬁon:
ilnformation, claims,i
Estatements, ;Future scenarios
iassessments, facts,

idescripﬁons that
irefer directly to
how DIAS is .
‘applied in practice. :Involved parties and

: stakeholders

‘Issues

;“Der Austausch mit Vertretungen von
il\/ligrationsbehérden anderer Lander
izeigt interessante Ansatzpunkte zur
;Zusammenarbeit auf, insbesondere im
Bereich der Sprachbiometrie”

' '
B e 1
' '

;“Sie wird vom marktfihrenden .
:Untemehmen Nuance Inc. angeboten, : :
mlt dessen Muttergesellschaft Atos SE
em Rahmenvertrag besteht”

_________________________________________________

:“Die Sprachaufnahmen der |
Antragstellenden mussen deutlich und
ausre|chend lang sein, um
:aufschlussremhe Ergebnisse zu
ierzielen”
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--------------------------------------------------

Performance and
istatistics

--------------------------------------------------

i“GrundIage fUr den Einsatz der
:Software ist § 16 Absatz 1 Satz 3 ff.
ides Asylgesetzes (AsylG)”

__________________________________________________

i“Angaben hierzu kénnen nicht
igemacht werden. Eine statistische
'Erfassung erfolgt nicht.”

' '
lemmmcccccccccccccccem————— Lemeccccccccc;c;ccc;;--;-c;mme-emmmm-mmmmm—————— 1
' ' '

: Scientific, rational
ioperations

-“Die Evaluationsergebnisse werden
\voraussichtlich im zweiten Quartal
12018 vorliegen.”

' ' '
A A A aaaa] o 1
' ] '

:Software and data
iused

'Statements of
success/ failure

__________________________________________________

ECOmmon fallacies iLeglbIe criteria and

itrade—oﬁ[s
: Description:
Indications, signs
:and examples of ' Objectivity and
-common fallacies :
: ‘neutrality
‘inregard to the use ..ol
iof IDM-S. .
' iUniversalism
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;“Die Sprach-/Dialekterkennung basiert
iauf einem Softwareprodukt, welches
iein Sprachmodell mit tber 25
;Sprachen und Dialekten beinhaltet.”

i“Die Bundesregierung bewertet den
iNutzen der Sprachbiometrie als sehr
Epositiv, da der gesprochene Dialekt .
:neben den Angaben der Antragsteller
ihéuﬁg das einzige Indiz flr deren
EHerkunft darstellt.”

__________________________________________________

i“ausgeprégte Differenzen zwischen
;den Stromungen der Sprachforschung.
'Wir haben einen anderen Ansatz
igevvéhlt und primar mit Experten far
EAIgorithmen zusammengearbeitet.”

E“stellt eine unabhangige, objektive und
‘massentaugliche Methode dar” '

]
e el 1

L “Eine zweiminitige Aufzeichnung ist
rdaher ausreichend, um die Herkunft
reingrenzen zu kénnen”

- 1



___________________________________________________

:Accuracy and

iprecision
' BAMF's self-
idescripﬁons

Implementation
process of IDM-S -

iJUShﬁcahons iExtemal validation

: iand confirmation
: Description: ]

 Justifications that

‘are used frequently :InNnovation
:and repeatedly to
iargue for the i“Only support’
‘usefulness of IDM-S. !
: Performance
iefﬁciency
iTechnocratic
perspectives
| Access to
iinformation,

: icommunicah’on of
Implementation ‘information
iprocess of IDMS -
Equalities
;Description: EAﬁected groups
ilnformation that
irefers to the
;implementation
iqualities of IDM-S.
: ;Costs

___________________________________________________
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_________________________________________________

“zusitzliche Datenpunkte”

' '
S e 1
] '

“Technologiefthrer”

_________________________________________________

“unkompliziert einzusetzendes
' Zusatzinstrument”

_________________________________________________

“der Gewinn eines E-Government-
iPreises und interessierte Anfragen von
iPartnerbehC)rden des BAMF aus aller

iWeIt bestatigen den Erfolg”

'
Bk Sttt 1
'

C‘weltweit einzigartig”

_________________________________________________

i“lediglich eine unterstitzende
 Zusatzinformation fur den
Entscheider”

-------------------------------------------------

_________________________________________________

i“primér mit Experten fur Algorithmen
zusammengearbeitet”

_________________________________________________

:“Die entsprechenden Informationen
'zur Funktionsweise unterliegen der
rinternen Verwendung”

_________________________________________________

‘Antragsteller, die keinen giiltigen
iPass, Passersatz oder ein anderes
ildentitétspapier (siehe hierzu
Evergleichend DA Asyl Abschnitt
iUrkundenprUfung) vorlegen kénnen”

;“Im Jahr 2017 sind fir
iQuaIiﬁzierungsmaBnahmen zur
iEim‘Uhrung der IDM-S [T-Tools nicht
;haushaltsv\/irksame Kosten von 168
1628 Euro entstanden.’

_________________________________________________
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____________________________________________________________________________________________________

Facts dates and D|e Testphase erfolgte im AZ
development stages ! Bamberg

“Dle Bundesregierung hat keine
:Kenntms Uber anhangige
EI ; Eon that i EGerichtsverfahren im Sinne der
‘Information that is
E Fragestellung Statistische Daten zu
not assessed
: dem jeweiligen \/erfahrensgegenstand
:|m Sinne der Fragestellung werden

‘nicht erfasst. ”

“lediglich eine fiir IT-Projekte typische
iagile Vorgehensweise beschrieben, in '
] L ‘der sich die beteiligten Fachbereiche
+Participation o )
: 'in einem dynamischen Prozess
ikontinuierliche Rickmeldung zu

reinzelnen Ideen geben’

‘Reasons for non-  i“Gefahrdung der offentlichen

idisclosure iSicherheit”
. “Transparenzim Umgang mit dem
Transparency EErgebnis unserer Entwicklung ist uns

”»

I_eg|s|at|ve :“Es ist so, dass, wenn wir uns

proceedmgs -
iJushﬁcahons of AmD

; ;AmD affected
:Description:

ranschauen, welche Personen
'Adressaten sind, wir in der Tat
:zun4chst einmal die Zielgruppe als

; igroups iabsolute MaximumgrofZe von 60

iAims, explanations : iProzent der Asylbewerber sehen, die
iand Justifications put ikein |dentitatsausweispapier

iforv\/ard by imitbringen”

{authorities (BAMF,  f--nmmoooooeeeeaooo TSP RREEEELEEERRTEELLLLVVVRT ATV RRpre i
\BMI as drafting/ i“es geht darum, in einer bestimmten
supervising body) to AmD aims ' Zielgruppe die Plausibilitat des

justify the
:introduction of the | AmD application

ranalysis of mobile
; rand scope
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_________________________________________________

: +“Es geht also um die Metadaten, mcht
um die Inhalte”

_________________________________________________
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____________________________________________________________________________________________________

i“aus meiner Sicht so, dass die
;Prakﬁkabilitét erhoht wird. Es ist so,
idass wir eine Beschleunigung der
 Asylverfahren feststellen”

--------------------------------------------------------------------------

;“Es gibt bereits eine Norm. Das ist :
] jetzt nicht etwas komplett Neues, was
iAmD legality ider Gesetzgeber hier vorhat, sondern
: §§48 Absatz 3a Aufenthaltsgesetz ist
;bereits im gleichen Wortlaut existent.”

' '
lemmcmmcccccccccccce - Lemeeccccccccc-;cc-;--;;cm--e-emmme-mmmmmm—————— 1
' '

. i“Daten auszulesen, die die Identitat
iAmD necessity iund das Herkunftsland identifizieren
roder die dabei unterstitzen.

__________________________________________________________________________

;“vvird als ein letztes mogliches
. ilnstrument betrachtet und nur in
iAmD permissible iEinzelféllen in einem engen .
iinterferences igesetzlichen Rahmen angewendet, vviei
: ;beispielsweise bei Personen ohne I
gliltigen Ausweis”

____________________________________________________________________________________________________

Legislative ;“Der Gesetzentwurf verbessert die
Eproceedings B} EAim ;Méglichkeiten der Identitatsklarung
ljustifications of law rund Rackfhrung ausreisepflichtiger

. 'Auslander”
iDescription: i"Ausreisepﬂicht —selbstverstandlich
iAims, arguments, iEnforcing rule of law unter Beachtung rechtstaatlicher
Eexplanations and EVorgaben”

LS e e (U i“aufenthaltsbeendende Malnahmen

forward by

. iEnhancing igegenUber ldentitatstduschern und
‘authorities (BAMF, ! L ] . }
:repatriations :Personen ohne Bleibeperspektive zu

EBMI as drafting/ ierleichtem.”

SUpeIVising body) to -+ e
EJUShfy Lils . ' Argumenten hantiert oder mit Zahlen, :
‘introduction of the :Evidence presented : = . . '
: : .die nicht ausreichend evaluiert

new law ;

‘wurden”

_____________________________________________________________________________________________________________
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____________________________________________________________________________________________________

‘Faster asylum
-decisions

il\/lisleadmg
éauthorities in
identity
ideterminaﬁons

‘National security
iand public safety

i“ausreisepﬂichtige Migranten schnelleri
‘und konsequenter abzuschieben”

_________________________________________________

;“Schvver vermittelbar ist auch, warum
ider Gesetzgeber weiterhin mit der .
iDuIdung die Rechtstellung derjenigen
iausreisepﬂichﬁgen Auslander '
iverbessert, die ihre Ausreisepflicht
;durch |dentitatstauschung und
iMitvvirkungsvervveigerung -oft im
ikollusiven Zusammenwirken mit dem
iBotschaﬁspersonaI des Heimatstaates
Efaktiv hintertreiben.” :

_________________________________________________

i”Wer unter dem Deckmantel des
iAsylrechts nach Deutschland kommt”

_________________________________________________

;“unter den illegal Einreisenden auch
iPersonen sind, die mit terroristischen
iOrganisaﬁonen sympathisieren und
idiese sogar aktiv unterstltzen. Ich
éerinnere an die furchtbaren Anschlage
iin Wirzburg, Ansbach und Berlin”

____________________________________________________________________________________________________

: Legislative
iproceedings =
iqualities

Description:
 Statements and
iassessments that

irefer to the qualities

iof the legislative
:proceedings.

;Adherence to
established
iprocedures and
érules

:Evaluation of legal
‘measures

i“Gemeinsamen Geschaftsordnung der
iBundesministerien heil3t es, dass die '
;Zivilgesellschaft bzw. Fachverbinde
iund Organisationen rechtzeitig zu
ibeteiligen sind, ihnen damit auch
ifrt’jhzeitig eine Gesetzesvorlage
izuzuleiten ist (§ 47 Abs. 1 und Abs. 3
;GGO). Und all das ist in den letzten

- Jahren nicht geschehen.”

-------------------------------------------------

i“obv\/ohl wir im Asyl- und
iAufenthaltsrecht die ganze Zeit mit
ineuen Gesetzen konfrontiert werden.
iUnd Uberhaupt keine Zeit genommen
ivvurde, um zu evaluieren” I

____________________________________________________________________________________________________
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_________________________________________________

i“Und das in ein einhalb Tagen
Eausreichend qualifiziert zu bewerten,
iist wirklich eine enorme
iHerausforderung. Es kann eigentlich
inicht im Interesse eines
;Bundesministeriums sein, dass man .
:den Fachverbanden nur so wenig Zeit :
gibt.” '

' ' '
[t it L ettt 1
' '

‘Responsiveness,
‘openness to input

'Alternative
‘measures

iName transliteration B it
:and analysis (TrathA) enetts

Description:

Information, claims, Functionality
Estatements, ;descripﬁons
iassessments, facts,
idescriptions that ]
irefer directly to how
;TraLit.A is applied in ;Future scenarios
Eprachce. '

Involved parties and :

:stakeholders

___________________________________________________

:“Reisevveg aus der Begriindung
gestnchen wurde - ohne Erklarung, ob
das jetzt auch heil3t, dass man das
:mcht erheben darf oder ob man das
igerade nicht &ffentlich thematisieren
will”

‘Die Namenstranskription wird
iunabhéngig davon durchgefihrt, ob
iein glltiger Pass oder Passersatz
évorliegt.”

i“Schvvéchen in der Datenaktualitat
iund -validitat in der Aktenhaltung
iidenﬁﬁziert und bereinigt werden”

' ' '
e i e e A= T e E e I e e e e e e e e e e e e e e 1
' '

:“transkribiert Namen in lateinische
Schrelbvvelse und stellt auRerdem eme
abge|e|tete Herkunftslandprognostik
:zur Verfligung”

_________________________________________________

i“V\/ir wurden es begrif3en, wenn
ibeispielsweise unser Assistenzsystem
izur Namenstransliteration auch von
ianderen genutzt wlrde. Daflr suchen
ivvir Partner im In- und Ausland.” :

-------------------------------------------------

:“Ind|V|duaIIosung der Firma SVA (SVA
bmdet Produkte und Leistungen der
:F|rma IBM ein)”

_________________________________________________
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__________________________________________________

iPerformance and
istaﬁstics

__________________________________________________

i“Die Erfolgsquote eines
iHerkunftshinvveises ist abhangig vom
'Herkunftsland”

“Bei den Maghreb-Staaten wird
rdagegen nur eine Erfolgsquote von ca. :
'35 Prozent gemessen” :

__________________________________________________

“In das Modell des verwendeten

iSoftware and data iSoftvvareprodukts sind ca. eine

‘used

iStatements of
isuccess/ failure

__________________________________________________

Alternative
: imeasures
Read-out and '
Eanalysis of mobile
:data devices (AmD) """"""""""""""""
: :Benefits

Description:
Information, claims,
Estatements, Functionality
iassessments, facts, idescripﬁons
idescriptions that '
érefer directly to how
:AmD is applied in
iprach’ce.

‘Future scenarios
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‘Milliarde Namen aus aller Welt
‘eingeflossen”

__________________________________________________

;“I«'jnnte mit der historisch
‘entstandenen Vermischung mit der
ifranzésischen und italienischen
;Sprache zusammenhangen”

__________________________________________________

i“AIs mildere Mittel kommen
;Ietztendlich nur Dokumente in
:Betracht, die durch ein Lichtbild die
ildentitét belegen konnen und vom
iBundesamt auf ihre Echtheit Gberpriift
Evverden konnen.” :

i“BereitsteIIung zusatzlicher Daten mit
‘Hinweisen zur Identitit und Herkunft” :

'
e e il 1
'

i“Die mobilen Datentrager
;(I\/IobiItelefon/Smartphone/Tablet)
imUssen durch den Antragsteller
‘entsperrt werden.”

'
L 1
'

E“Derzeit findet eine Pufung zu den
itechnischen und rechtlichen
Moglichkeiten einer etwaigen
iAusweitung der Handyauswertung
istatt. Die Prufung ist zum
igegenwértigen Zeitpunkt noch nicht
iabgeschlossen.”

- 1
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....................................................................................................

Code category Code Example
: E“Individuallésungen der Firma Atos
ilnvolved parties and E(Atos bindet Produkte und Leistungen
istakeholders -der Firmen MSAB und T3F-Forensics
: ein)”

E“Es ist auch objektiv nicht ersichtlich,
. Eob das Handy Uberhaupt ein Mittel ist,
Elssues Edas zur ldentitatsfeststellung oder '
: EStaatsangehérigkeitsfeststellung
Edienen kann.”

E“Bei der Speicherung der durch das

. BAMF generierten Daten zur .

Eldenﬁtétssicherung von Antragstellern
§ ;handelt es sich nicht um eine '
:Legal reference : . ;
E :Datengewinnung “auf Vorrat”, sondern :
Eum eine Regelung mit klarer und I
Eeingegrenzter Zweckbindung der
Identitatssicherung.”
; E“vvurden insgesamt
EPerformance and 9 710 Datentrager von
Estaﬁstics EErstantragsteIlem ohne Pass/

EPassersatz ab 14 Jahren ausgelesen.”

E“basierend auf z.B. Geodaten von
: Eaufgenommenen Fotos, aus Apps oder
ESoftvvare and data Eaus Login-Informationen sozialer '
‘used ‘Netzwerke konnen Riickschltisse tiber
: Edie Staatsangehorigkeit gezogen
Evverden.”

“Das Auslesen mobiler Datentrager

Statements of stellt momentan das wichtigste
'success/ failure Instrument zur Identititstiberpriifung
| dar

....................................................................................................
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____________________________________________________________________________________________________

“Es sind keine entsprechenden
iBescnvverden bekannt.”

" (incl. staff i“lnterpretaﬁonshilfen zur Analyse der
' Accuracy (incl. staff
:t o )y ' Ergebnisberichte sind Bestandteil der
‘trainin :
' & :Schulungsunterlagen.”

__________________________________________________________________________

Amount type, P :
:“in welchen Landern wurden Browser !
:retenhon period of '

‘aufgerufen’
data e .

i“Nach vollstdndig abgeschlossener
; iAktenanIage einschl. Aushandigung
:Right to privacy , ‘der Belehrungen und Einholung aller
: Consent ' . . . :
; - rerforderlichen Unterschriften, wird der:
Description: . Antragsteller auf die gesetzliche
ilnforma‘non that : Verpflichtung zur Mitwirkung” .
1addresses the state  1-s-memmm s e
:obligations, :“Wenn der Antragsteller angibt, einen
‘principles and :Pass/ Passersatzdokument erst zu
idimensions of 5 elnem spateren Zeitpunkt vorlegen zu

iprivacy as outlined Lavvfulness fairness, konnen beispielsweise, weil dieser

Eunder Art 17 ICCPR. transparency :be| einer anderen innerdeutschen

: iBehérde abgegeben wurde - so kann
ider mobile Datentrager ausgelesen

ivverden.”
‘Purpose y »
: et d :“Feststellung der Identitat und
'specification an :
: .p. . ' Herkunft”
limitation . e .

. i“Erst nach Freigabe eines
iSecurity measures iErgebnisreports durch einen
iand safeguards i\/olljuristen kann der zustandige
' ;Entscheider diesen auswerten”

____________________________________________________________________________________________________

Table 6: Coding system
(Source: Own tabular summary)
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B Lists of coded and analysed documents

These lists depict the coded and analysed documents. Full details on these

materials are provided in the bibliography.

B.1 Federal Office for Migration and Refugees

BAMFE. 2017a. Integriertes Identitdtsmanagement - Plausibilisieren,
Datenqualitat und Sicherheitsaspekte. Einfuhrung in die neuen IT-
Tools. Schulung AVS-Mitarbeiter, Entscheider und Volljuristen.

[Training material] <https:/fragdenstaat.de/anfrage/foliensatze-und-

interpretationshilfen-zu-sprachanalyse/11099%94/anhang/

schulung_idms_bamf.pdf>.

BAMF. 2017b. Moderne Technik in Asylverfahren: Vorsitzender der
Innenministerkonferenz informiert sich Uber neue technische
Assistenzsysteme. [Press release] <https:/www.bamf.de/SharedDocs/
Meldungen/DE/2017/20170726-am-vorstellung-modellprojekt-
bamberg.html?nn=282388>.

BAMF. 2017c. Tool-testing in Bamberg, July 2017. [Facebook post] <https:/

www.facebook.com/bamf.socialmedia/posts/wir-haben-gestern-in-

bamberg-neue-assistenztools-vorgestellt-die-bei-der-identit/
1298844053561819/>.

BAMEF. 2017/d. Auszeichnung fur digitale Transformation und Pioniergeist.
[Press release] <https:/www.bamf.de/SharedDocs/Meldungen/DE/
2017/20170703-digital-leader-award.html?nn=282388>.
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C Oral expert interviews

As part of this thesis, three oral expert interviews were carried out with the

following individuals, each between 60 - 20mins:

« Bellinda Bartolucci, at the time head of the legal policy department at

PRO ASYL;

* Lea Beckmann, lawyer and procedural coordinator at the Society for Civil
Rights (Gesellschaft fir Freiheitsrechte);

« Anna Biselli, journalist and computer scientist.
With the experts’ consent, their interview statements, names and

references are used in this paper. The interview transcripts are excluded

from this publication due to their extensive length.
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D Written expert interview with the Office of the BfDI

In addition to the oral expert recordings, a written interview was conducted
to include the perspectives of the Office of the BfDI, the Federal
Commissioner for Data Protection and Freedom of Information. The
following answers were provided by the responsible authority/ Press Office.

With the Office’s consent, the answers are included in this paper.

D.1 Response of 07 May 2020

In dem Tdtigkeitsbericht 2015 bis 2016 kritisiert die BfDI die kurzen Fristen zur
sachgerechten Priifung (S. 101) der gesetzlichen Inhalte im Gesetzgebungs-

verfahren im Bereich Asyl.

1. Frage: Wie viel Zeit wurde dem BfDI vonseiten des Gesetzgebers
eingeraumt, um schriftlich Stellung zu nehmen und zielfihrend zu
prifen? (Angabe bitte bezogen auf das Gesetz der besseren
Durchsetzung der Ausreisepflicht aus dem Tatigkeitsbericht 2017/18, S.

66 und im Vergleich das Datenaustauschverbesserungsgesetz)

BfDI Office: FUr eine Stellungnahme zum Entwurf des Gesetzes zur
besseren Durchsetzung der Ausreisepflicht hatte der BfDI etwa einen
Monat Zeit. Spater hat der BfDI eine Uberarbeitete Fassung erhalten
und wurde gebeten, innerhalb von wenigen Tagen erneut eine

Stellungnahme zu verfassen. Beim Entwurf des Datenaustausch-
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verbesserungsgesetzes sollte der BfDI ebenfalls innerhalb einer kurzen
Frist von wenigen Tage eine Stellungnahme verfassen. Zusatzlich hat
uns das Bundesministerium des Innern kurzfristig zu einer Besprechung

eingeladen, um seine Position zu erldutern.

2. Frage: Wie viel Zeit ist flr eine angemessene Gesetzprifung aus Sicht

des BfDI adaquat und notwendig?

BfDI Office: Die Gemeinsame Geschaftsordnung der Bundesministerien
sieht fur die Beteiligung anderer Ressorts in der Regel eine Frist von vier
Wochen, bei umfangreichen oder rechtlich schwierigen Entwrfen sogar
von acht Wochen, vor. Diese Fristen halten wir fir angemessen und

erforderlich.

Die BfDI kritisierte die “Datentrdgerauswertung” - u.a. als verfassungswidrig,
nicht erforderlich und unverhdiltnismdfsig. Zusdtzlich wurde angemerkt, dass die
gewonnenen Informationen keine Rlickschliisse auf die tatsdchliche Herkunft

einer Person zulassen. (siehe u.a. S. 66, Tdtigkeitsbericht BfDI 2017/18)

3. Frage: Die u.a. vom BfDI genannten Kritikpunkte wurden von dem
Gesetzgeber vor in Kraft treten des Gesetzes (Entwurf) und bis zum
Tatigkeitsbericht 2017/18 nicht umgesetzt. Gab es Verbesserungen seit
2018 vonseiten des BAMF? Welche?

BfDI Office: Das Bundesamt fur Migration und Flichtlinge hat die im

Gesetz vorgegebenen Aufgaben umzusetzen. Verbesserungen an

gesetzlichen Regelungen kann der Gesetzgeber nur selbst vornehmen.
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4. Frage: Wie bewertet der BfDIl die Qualitdt des Dialogs mit dem
Gesetzgeber bzw. des Gesetzgebungsverfahren zum Gesetz zur

besseren D. der Ausreisepflicht?

BfDI Office: Wir hatten zu wenig Zeit fUr die erforderliche umfassende
Prifung datenschutzrechtlicher Belange. Das haben wir gegentiber dem

Bundesministerium des Innern auch deutlich zum Ausdruck gebracht.

5. Frage: Welche Schllsse fur die praktische Beratung fur Gesetzgebungs-
prozessen zieht der BfDI aus diesem Gesetzgebungsverfahren? Sind

bessere (Beratungs-)Abldufe geplant und wenn ja, welche?

BfDI Office: Seit dem Inkrafttreten der Datenschutz-Grundverordnung
(DSGVO) besteht mit Art. 36 Abs. 4 eine Pflicht zur Konsultation der
Aufsichtsbehorde bei der Ausarbeitung von Gesetzgebungsvorhaben.
Leider enthalt diese Regelung keine zeitlichen Vorgaben, so dass knappe
Fristsetzungen weiterhin nicht ausgeschlossen sind. Der BfDI kann sich
dartber hinaus jederzeit direkt an den Deutschen Bundestag wenden
und auf datenschutzrechtliche Probleme in Gesetzentwdrfen hinweisen.
Dies sollte aber die Bertcksichtigung der Positionen des BfDI bereits

vor der parlamentarischen Beratung nicht ausschlielsen.

6. Frage: Die Datentragerauswertung ist seit 2017 in Kraft und sollte in
der Form - folgt man der Kritik - nicht geben. Welche Maoglichkeit hat
der BfDI, um “Druck® auf den Gesetzgeber auszuliben und um Teile des
Gesetzes ggf. wieder aulSer Kraft zu setzen? Inwieweit wurde von den

Moglichkeiten Gebrauch gemacht? Gab es derartige Falle im
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Amtsbereich des BfDI bzw. ist das theoretisch moglich (wenn Gesetze

derartige datenschutzrechtliche Mangel aufweisen)?

BfDI Office: Der BfDI hat die gesetzliche Aufgabe, den Gesetzgeber in
datenschutzrechtlichen Angelegenheiten zu beraten. Es gehort nicht zu
seinen Aufgaben und ist auch nicht sein Ziel ,Druck auf den

Gesetzgeber" auszulben.

7. Frage: Welche Mechanismen stehen dem BfDI zu, um letztendlich die
Umsetzung datenschutzrechtlicher Aspekte in diesem Fall beim BAMFE
zu bewirken? Welche zusatzlichen Befugnisse und Erméachtigungen
sollte der BfDI rechtlich besitzen, um noch besser die Aufsicht und

Kontrolle v.a. Uber andere Behorden auszulben?

BfDlI Office: Dem BfDIl stehen die in der DSGVO enthaltenen
Befugnisse zur Verflgung. Zum Beispiel konnen wir verwarnen,
bestimmte Anderungen anweisen oder in letzter Konsequenz auch die

Datenverarbeitung verbieten.

8. Frage: Inwieweit stehen ausreichend finanzielle und personelle
Ressourcen dem BfDI zur Verfligung, um einen derartigen Fall starker
und kontinuierlich Uber mehrere Jahre zu verfolgen, zu kritisieren und

offentlich bekannter zu machen?

BfDI Office: Seit der Selbstandigkeit des BfDIl am 1. Januar 2016 hat sich
die Personalsituation der Dienststelle deutlich verbessert. Bis zum Jahr

2019 konnte ein Stellenzuwachs auf insgesamt 253,5 Planstellen
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verzeichnet werden. Neben der Einrichtung der notwendigen Behorden-
strukturen waren diese Stellen unter anderem fUr die Erledigung der
zusatzlich - insbesondere durch die DSGVO - Ubertragenen Aufgaben
(z. B. Justitiariat, Buf3geldstelle, Zentrale Anlaufstelle, Datenschutz-
aufsicht Uber die Finanzbehorden, kommunale Steuerdmter und
Jobcenter) sowie als Reaktion auf gednderte Verfahrensweisen (z. B.
formliches Beschwerdeverfahren, Vertretung im europdischen Daten-
schutzausschuss) notwendig. Fir das Jahr 2020 hat der Haushaltsgesetz-
geber weitere 67 Planstellen zugesprochen. Diese fortschreitende
positive Entwicklung begrifst der BfDI sehr, da dies die Moglichkeiten
zur Beratung der beaufsichtigten Stellen, des Bundestages und der
Offentlichkeit stirkt, eine bessere Kontrolle gewdahrleistet und
Ressourcen flUr verstarkte internationale Kooperation und damit

Harmonisierung beim Datenschutz schafft.

9. Frage: Kann der BfDI rechtliche Schritte gegen andere Behdrden
einlegen bei extremen VerstoRen? Unter welchen Umstanden? Wenn

nein: Ware dies wiinschenswert?

BfDI Office: Die DSGVO gibt uns bereits viele Mdglichkeiten unsere
Rechtsauffassung durchzusetzen. Da es sich hierbei um Verwaltungsakte

handelt, kdnnen die Behorden dagegen klagen. Am Ende entscheiden die

Gerichte.
Der BfDI stellt im Tdtigkeitsbericht 2017/18 fest: “Wegen der unterschiedlichen

Auslegung der gesetzlichen Grundlagen zu den Voraussetzungen fur die Nutzung

der ausgelesenen Daten stehe ich derzeit mit dem BAMF in Kontakt.” (S. 66)
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10. Frage: Welche “unterschiedlichen Auslegungen der gesetzlichen

Grundlagen” sind hier konkret gemeint?

BfDI Office: Zunachst bestand ein Dissens wegen der Voraussetzungen
fUr die Auswertung der ausgelesenen Daten. Das konnte mittlerweile

geklart werden.

11. Frage: Wie wurde die Kontrolle des BAMF durch den BfDI von 2017
bis 2020 ausgelbt? Als wie effektiv schatzt der BfDI die Malsnahmen
bislang ein? Wie gut geht das BAMF auf die Kritik ein?

BfDI Office: Der BfDI tauscht sich unter anderem mit dem behordlichen
Datenschutzbeauftragten des BAMF aus. AuBerdem kontrolliert er regel-
mafig in der Zentrale und den Aufenstellen des BAMF. Kritische
Anmerkungen nimmt das BAMF normalerweise umgehend auf und stellt

festgestellte Mangel ab.

12. Frage: Wie konkret laufen die Kontrollbesuche des BfDI beim BAMF
ab? Wer ist beteiligt und welche Ablaufe werden Uberprift? Finden
vertrauliche Gesprache mit Mitarbeitenden statt? Wie viel Zeit wird pro
Besuch eingeplant? Wie werden Prioritaten gesetzt? In welcher Form

berichtet das BAMF an den BfDI au8erhalb der Kontrollbesuche?

BfDI Office: Kontrollbesuche gliedern sich in der Regel und drei Phasen:
Vorbereitung, Durchfihrung, Nachbereitung. Im Rahmen der Vor-
bereitung werden ggf. fur die Durchfihrung des Besuchs erforderliche

Unterlagen angefordert und ausgewertet. In Abstimmung mit dem
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BAMF wird ein grober Zeitplan ausgearbeitet, der die zu kontrollierenden
Stellen und Aufgaben umfasst. Die Kontrolle vor Ort beginnt und endet
mit einem Gesprach mit der Behordenleitung, in welchem die
beabsichtigten Prifschritte bzw. die festgestellten Mangel aufgezeigt
werden. Der Ablauf einer Kontrolle richtet sich im Wesentlichen nach
den zu kontrollierenden Stellen und Aufgaben und kann von technischen
Erlauterungen, Uber Gesprache bis hin zu Arbeitsplatzbesichtigungen
reichen. Der zeitliche Rahmen einer Kontrolle richtet sich nach dem
Bedarf. In der Vergangenheit wurden stets mehrere Tage, bis zu knapp
einer Woche, fir Kontroll- und Beratungsbesuche eingeplant. Im
Anschluss an den Vor-Ort-Termin wird ein Kontrollbericht erstellt, der
dem BAMEF zur Stellungnahme zugeleitet wird. Hieran kénnen sich ggf.
weiterer Schriftwechsel oder im dulersten Fall auch die 0.g. Malsnahmen
nach Art. 58 Abs. 2 DSGVO anschlieBen. Wie bereits oben erlautert,
steht der BfDI mit dem BAMF in regelmaBigem Austausch. DarUber
hinaus meldet das BAMF z.B. Verstol3e gegen datenschutzrechtliche
Bestimmungen im Rahmen des Art. 33 DSGVO.

13. Frage: Inwieweit wird vom BAMF eine datenschutzrechtliche
Evaluation und Begleitung der Datentragerauswertung durchgefihrt?
Seit wann? Mit welchem Ergebnis? Wurde vonseiten des BfDI darauf

oder zu dhnlichen Malsnahmen hingewiesen?

BfDI Office: Diese Fragen muss das BAMF beantworten.

14. Frage: Wie verbindlich sind die Hinweise des BfDI fiir Behdrden - in

dem Fall das BAMF? Was passiert, wenn das BAMF die bekannten

Mangel im Bereich des Datenschutzes nicht einhalt - welche Sanktionen
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kann der BfDI aussprechen und wie lauft das Verfahren ab?

BfDI Office: Der BfDIl kann verbindliche Entscheidungen im Rahmen
seiner Abhilfebefugnisse treffen. Vor Erlass einer solchen Malinahme
werden die entsprechenden Stellen angehort. Zudem erhalt die
zustidndige Rechts- oder Fachaufsichtsbehorde Gelegenheit zur
Stellungnahme. Sofern die Mangel hiernach noch immer nicht abgestellt

sind, wird die entsprechende Malinahme erlassen.

15. Frage: Inwieweit steht der BfDI in Kontakt mit dem Datenschutzbeauf-
tragten des BAMF? In welchen Punkten stimmt der Datenschutz-
beauftragte des BAMF mit der Kritik des BfDI Uberein und wie wird

jetzt ggf. gemeinsam vorgegangen?

BfDI Office: Der BfDI steht in regelmaBigem Kontakt mit dem
behordlichen Datenschutzbeauftragten (bDSB) des BAMF. Die
Bewertungen der datenschutzrechtlichen Fragestellungen durch den
bDSB des BAMF und des BfDI stimmen in der Regel Uberein. Der bDSB
verflgt nicht Uber vergleichbare bereits 0.g. gesetzliche Befugnisse wie
der BfDI. Dies schlielst jedoch die Ubereinstimmende gemeinsame

Arbeit flr einen wirksamen Schutz personenbezogener Daten nicht aus.
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D.2 Response of 20 May 2020

Betreff: AW: |hre Interviewanfrage an den BfDI

Von: Pressestelle Postfach <PRESSESTELLE@bfdi.bund.de>
Datum: 20.05.2020, 08:36

An: Helene Hahn

Sehr geehrte Frau Hahn,

gerne reichen wir lhnen folgende Antworten nach:

1) Es sind keine entsprechenden Beschwerden bekannt.

2) Eine entsprechende Kontrolle der Datentragerauswertung beim BAMF
wurde vor Inkrafttreten der DSGVO durchgefiihrt, so dass aktuell keine
Erkenntnisse bezlglich der Umsetzung der Informationspflichten nach der

DSGVO vorliegen.

Mit freundlichen GriRen

K 3K ok ok ok ok ok ook ok ok ok ok ook ok ok ok ok ok sk ok >k ok ok ok ok ok ok ok ok ok sk ok ok ok ok kook ok ok ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok sk ok ok ok ok ok ook ok ok ok ok ok ok ok ok ok ok ok ok

Der Bundesbeauftragte fir den Datenschutz und die Informationsfreiheit
Pressesprecher

Graurheindorfer Stral3e 153, 53117 Bonn

Fon: (0228) 9977995100

Fax: (0228) 991077995101

E-Mail: pressestelle@bfdi.bund.de

Internet: http:/www.bfdi.bund.de
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Von: Helene Hahn
Gesendet: Samstag, 16. Mai 2020 16:08
An: Pressestelle Postfach <PRESSESTELLE@bfdi.bund.de>

Betreff: Re: lhre Interviewanfrage an den BfDlI

Sehr geehrte Frau (...),
ich bedanke mich fur die Antworten. Konnten Sie auf zwei kurze

Ruckfragen noch eingehen?

1) Wie viele Beschwerden gegen die Datentragerauswertungen beim
BAMF sind von Asylbewerberfinnen bzw. geflichteten Menschen seit
2017 beim BfDI eingegangen (wenn eine Ubersicht vorliegt: im Vergleich zu

anderen Bevolkerungsgruppen)?

2) Inwieweit hat sich bei der Uberpriifung des BAMF vonseiten des BfDI
bisher ergeben, dass betroffene Personen im Rahmen der Datentrageraus-
wertungen nach DSGVO Artikel 12 & 13 Uber ihre Rechte und die
Nutzung/Verarbeitung ihrer Daten informiert werden? Zu welchen

Schltssel ist der BfDI gekommen?
Ich bedanke mich vielmals flr die MUhen.

Viele Grif3e

Helene Hahn
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E Federal Office’s internal communication on S-T-As

Page 1

From: bamf.bund.de>

To: *4-RL <4-RL@bamf.bund.de>
*5-RL <5-RL@bamf.bund.de>
*6-RL <6-RL@bamf.bund.de>
Date: 12/1/2017 5:13:50 AM
Subject: Weisung zum Umgang mit anhangigen STA-Verfahren

Sehr geehrte Leiterinnen und Leiter,

Ziel ist es, den Bestand an anhangigen Sprach- und Textanalysen durch den Einsatz etwaiger milderer Mittel zur
Identitatsfeststellung zu reduzieren. Hierzu wurden in einem ersten Schritt Verfahren, die bereits Gber die Sprachbiometrie
abgebildet werden konnen, durch Ihre Einheiten entsprechend bearbeitet. In einem zweiten Schritt stellen wir Ihnen anbei eine
Auflistung der anhangigen Verfahren bereit, die noch nicht mittels Sprachbiometrie abgebildet werden kénnen. Ich bitte Sie, die
fir Ihre Einheit ausgewiesenen Verfahren hinsichtlich der noch vorhandenen Notwendigkeit einer STA zu prifen (bspw. STA-
Gutachten bereits vorliegend, zwischenzeitlich fir echt befundene Originaldokumente vorliegend, bereits entscheiden etc.).

Im Falle Kurdisch sprechender Antragssteller kann aus Sicht der Fachseite eine STA nicht dazu dienen, die Herkunftsregion oder
die Staatsangehorigkeit mittels eines Gutachters zu erzeugen oder einzugrenzen. Sie sollte nur dann durchgefihrt werden, wenn
sie eine vom Entscheider in der Anhorung festgestellte Herkunftsregion oder einen Herkunftsstaat bestatigt bzw. zu untermauern
vermag. Im Falle von Kurdisch sprechenden Antragstellern ist weisungsgemaR daher wie folgt vorzugehen:

1. alle bestehenden Kurdisch-STA-Auftrage sind bei Ref. 711 zu s tornieren! Die AuBenstellen informieren die fiir den STA-

Eingang und die Gutachtenauftragsvergabe zustandigen Mitarbeiter in Ref. 711w sowie
bamf.de ) ber die Stornierung des STA-Auftrages

2. durch den Qualitatssicherer ist zu prifen, ob erfahrene Dolmetscher und erfahrene Entscheider tatig waren und die
richtigen HKL-Fragen gestellt wurden
Falls nein, zweite Anhorung durchfihren. Angaben des Dolmetschers als Vermerk zum Protokoll nehmen

3. erneute Ladung des Antragstellers und Auslesung des Handys

4. falls Hinweise zur HKL-Bestimmung vorliegen, entscheiden

5. falls nicht, ggfs. erneut STA'und Freigabe nach Priifung durch 711 veranlassen

Zu lhrer Hilfestellung finden Sie anbei eine Liste mit besonders erfahrenen und leistungsfahigen Dolmetschern, die dazu beitragen
konnen, den Bestand an STA-Verfahren zu reduzieren. Die Liste beschrankt sich zunachst auf die AuBenstellen, die die meisten STA
angefordert haben, und auf jene Sprachen, fir die am haufigsten Gutachterauftrage an Ref. 711 herangetragen werden.

Fur Ruckfragen steht lhnen Referat 711 als Ansprechpartner zur Verfigung.

Zur Nachhaltung bitte ich Sie um Statusmeldung je Aktenzeichen bis 15.12.2017. Ich bitte Sie hier, gezielt auch stornierte
Verfahren auszuweisen.

Mit freundlichen GriRen

GA 1G Operative Steuerung Asylverfahren und Integration Bundesamt fir Migration und Fliichtlinge

FrankenstraRe 210, 90461 Nurnberg

Telefon: 0911 943-17108

e-Mail: [ borf bund.de

Internet: http://www.bamf.de
http://www.wir-sind-bund.de

----Urspringliche Nachricht-----

Von:
Gesendet: Montag, 30. Oktober 2017 08:50

An: *4-RL; *5-RL *6-RL
Cc:

Betreff: WG: Umgang mit anhangigen STA-Verfahren
Sehr geehrte Leiterinnen und Leiter,

anbei Ubersende ich Ihnen eine AZ-Liste mit noch anhangigen Verfahren mit STA - Bezug. Die hier gelisteten Verfahren umfassen
ausschlieBlich fur die Stimmbiometrie geeignete Sprachen.

Ich bitte Sie, die fir lhre Einheit ausgewiesenen Verfahren hinsichtlich der noch vorhandenen Notwendigkeit einer STA zu prifen

3/1/2018
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Page 2
(bspw. STA-Gutachten bereits vorliegend, zwischenzeitlich fiir echt befundene Originaldokumente vorliegend, etc.). Sofern
weiterhin ein Sprachgutachten zur Entscheidung notwendig ist, sollen diese Verfahren erneut geladen werden, um mittels
Sprachbiometrie gemaR DA-AVS den Herkunftsstaat oder die Herkunftsregion zu bestimmen. Ausgenommen sind Verfahren, die im
Sicherheitsbereich verbleiben miissen. Ziel ist es, diese derzeit noch offenen Verfahren damit zur Entscheidungsreife zu bringen
und abschlieRend entscheiden zu konnen. Mit gleichgelagerten Verfahren, die bisher nicht Bestandteil der Auflistung sind, bitte
ich Sie, gleichermaRBen zu verfahren.

Zur Nachhaltung bitte ich Sie zu dokumentieren:

1. wann ASt zur Sprachprobe geladen wurde, 2. ob der Termin stattgefunden hat und Dokumentation des Ergebnisses, 3. was ggf.
zur E-Reife der Verfahren noch fehlt bzw. den Abschluss des Verfahrens

Ich bitte Sie um Zulieferung des Sachstandes bis 15.11.2017. Bitte nutzen Sie hierfiir die beigefiigte Tabelle.

Es ist dartber hinaus beabsichtigt, alle offenen STA - Verfahren, die derzeit noch nicht durch die Stimmbiometrie abgedeckt
werden koénnen, durch das zustandige Fachreferat priifen und die HKL-Zuordnung bestimmen zu lassen, um auch diese Verfahren
abschlieRBend durch lhre Dienststelle oder ggf. iber den Marktplatz entscheiden zu konnen. Die Abstimmung mit der Fachseite
erfolgt aktuell durch GA1.

Ich danke lhnen fiir Ihre Unterstitzung!
Mit freundlichen GriiRen

GA 1| Operative Steuerung Asylverfahren und Integration Bundesamt fiir Migration und Fliichtlinge FrankenstraRe 210, 90461
Nirmberg
Telefon: 0911 943-17108
E-Mail_bamf.bund.de
Internet: http://www.bamf.de <http://www.bamf.de/ >
http://www.wir-sind-bund.de <http://www.wir-sind-bund.de/ >

INVALID HTML

3/1/2018
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